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I. Background
1. The Alan Turing Institute Data Ethics Group (ATI DEG) was contacted in March
2017 by West Midlands Police Force (WMP) with a request for advisory scrutiny and
ethical advice on their plans for a National Analytics Solution (NAS) involving
intensive use of data sources and analytical techniques in pursuit of law-enforcement
objectives.
2. The Independent Digital Ethics Panel for Policing (IDEPP), established with the
encouragement of the National Police Chiefs’ Council (NPCC), entered into
discussion with ATI DEG with the aim of combining the two organisations’ expertise
in meeting the WMP request.
3. A small team (‘the team’) was then drawn from both organisations to produce an
ethics advisory report (EAR), led by Professor Charles Raab (University of
Edinburgh), member of ATI DEG and co-Chair of IDEPP. Other members of the team
were Jonathan Cave, Jennifer Davis and Burkhard Schafer of ATI DEG, and Neil
Brown, Bryan Edwards and Jennifer Housego of IDEPP. This arrangement was
approved by WMP (Richard Evans).
4. WMP then supplied the team with a redacted 47-page version of the document,
‘Police Transformation Fund – National Analytics Solution, Draft v.5.0 (15/03/17)’.
WMP agreed that, in due course, this could be shared with the rest of the members
of both of the advisory organisations so that the draft EAR could receive approval
before it was made final and delivered to WMP.
5. WMP also agreed that the existence of the EAR, and that possibly – subject to
discussion – the report itself could be made public, with appropriate publicity
arrangements made between WMP, IDEPP and ATI DEG. This discussion has now
taken place and the arrangements being considered.
6. The team then made written comments on the NAS, which have been collated and
edited to produce the EAR.
II. Introduction
1. The sections (including subsections) of the NAS that the team was able to see
were:
1. Foreword
2. Executive Summary
3. Case for Change
4. Vision for a National Analytics Solution
6. Use Cases
12. Enablers
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2. The sections (including subsections) of the NAS that were redacted concerned the
following (numbering according to the NAS Table of Contents):
5. Capability Review
7. Solution Architecture
8. Operating Model
9. Benefits case
10. Implementation Planning
11. Transformation Journey
13. Appendix A – Analytics Best Practice
14. Appendix B – Benefits Case
3. The redactions have made it impossible for us to give a full appraisal of the NAS,
and especially of its solution architecture, which no doubt is the heart of the proffered
solution. The EAR is therefore significantly limited in scope, and should not be taken
as ethical endorsement (or otherwise) of the whole NAS.
4. On the other hand, the two organisations believe that there is some value in the
observations made, which have been produced with the aim of improving those parts
of the NAS that the redacted draft describes, and that the organisations have been
allowed to see. In a very small number of places, we have made observations that
are not strictly speaking about ethics but have relevance for system design.
5. In what follows, we aim to be as specific as possible in our remarks, as well as
giving more general appraisal. Numbering refers to sections and pages of the
redacted NAS, as indicated. For convenience to the reader, we reproduce in inverted
commas and in light type the passages upon which we offer comments; passages in
bold type are our comments.
III. General Evaluation
This is not an Executive Summary of the EAR, but a set of brief general
remarks drawn from its contents.
Although we have only seen a redacted version of the NAS proposal, we are
impressed by the serious attempt to developing an ethical as well as legally
compliant national analytics capability for law enforcement, thus fulfilling part
of the NPCC’s Policing Vision 2025. The care that the project’s partners have
taken to examine the opportunities and the obstacles, the rationale and
requirements, and the specific means of implementing an NAS are
commendable and we encourage further thinking and refinement along these
lines.
That said, this EAR offers detailed review and commentary on what we have
seen, focusing particularly on the ethical aims and measures that the project is
developing. If the NAS project is at a relatively early stage of embarking upon
the formation of a national analytics capability, it is important that
shortcomings be highlighted and specific details criticised. We do this in a
spirit of improvement that both law enforcement and the general public should
appreciate if such a review exercise is to have an effect on the interests, rights
and expectations that are likely to be affected by an NAS.
The bulk of our analysis concentrates on the details in the NAS, rather than
undertaking a more thoroughgoing investigation and fundamental critique of
the NAS’s ambitions, assumptions and means of realising the strategy in
practice. We believe the NAS may benefit from a more searching approach of
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that kind, but time, space, and the remit that we have accepted preclude this.
However, we believe it may he helpful to preface our more detailed discussion
with some general remarks that might indicate areas that might attract more
trenchant criticism from other quarters.
We see the NAS as moving law enforcement away from its traditional crimerelated role and into wider and deeper aspects of social and public policy. This
move requires explanation, justification and legitimation, especially where the
ethical dimensions and principles of such policing roles are not well
established. The NAS can be viewed as a charter for significant broadening of
policy and governance. This would be a significant change with profound
ethical, institutional and policy implications.
Much of the language of the document is ethically well-intentioned. For
example, it recognises explicitly the necessary accountability and
transparency of the measures proposed, which themselves have ethical
implications in terms of the relationship between the police and the public. But
frequently the details are insufficiently fleshed out and important issues are
not fully recognised. For example, there is a tension between lawful, ethical
and effective measures and ‘public expectations’, which may be legally or
ethically dubious or inconsistent with the ethical foundations of those
measures. The NAS project needs to consider explicitly the relationship
between ethical decisions and popular decisions, and the implications of the
latter for policy effectiveness and avoidance of adverse consequences, some
of which may be unforeseen or undesired. It should also recognise that
individuals might be affected by specific law enforcement strategies in ways
that majoritarian or populist public opinion might not recognise, or that might
be too easily dismissed on utilitarian grounds.
The NAS document seeks to legitimise proactive and preventative policing.
This is well meant in terms of preventing ‘harm’, but should differentiate the
specific types and degrees of harm that might be mitigated or avoided, and
consider the necessity and proportionality of measures taken in pursuit of
such aims. Among our concerns are the ethical dangers of inaccurate
prediction (false positives or negatives) given the state of the art of predictive
policing. We believe that the predictive risk model should be subjected to
rigorous ex ante evaluation of effectiveness and ethical impact, and that a
strong monitoring and evaluation programme should be included. Ethical
issues abound, concerning surveillance and autonomy and the potential
reversal of the presumption of innocence. We believe that this whole question
needs careful and evidenced discussion if the NAS is not to be based on
algorithmic instruments and machine learning that are seriously flawed, at
least for this kind of application. Work needs to be done to understand better
the limits of the reliability of the analytics in the light of a fuller picture of all the
consequences for citizens.
Similarly, the NAS does not seem to deal with the question of ‘risk’ in as
convincing a manner as would be necessary in an ethically based strategy.
The treatment of risky or uncertain consequences is an ethical as well as an
analytic matter, and the way in which it is done can elicit or undermine public
trust. Clarity around the monitoring, verification, evaluation and enforcement
of ethical consequences would therefore greatly improve the effectiveness of
the strategy.
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We are generally concerned that the development of ethical principles in the
NAS is not at a sufficiently advanced stage to permit them to keep abreast of
the proposed uses of technology and data analytics for a new and wider law
enforcement mission. In particular, we have many concerns about the
combination of the ‘do no harm’ and precautionary principles, and where they
might lead to as far as ethical conduct is concerned. It is encouraging to see
that the ethics framework is built into the project’s testing stage. But while
transparency and accountability are broadly desirable, their procedures need
better specification, as do community participation and public engagement.
We believe that it is a deficiency that the redacted NAS document includes
relatively little legal analysis and specificity except in particular places where
the law might be germane and where the ethical considerations of certain
operations are elaborated. We also draw attention to some inadequacies in the
way the NAS deals with the principles in the College of Policing’s Code of
Ethics and we identify a number of questions that point up gaps in translating
this catechism into a robust practical vehicle for ethical digital policing.
Finally, while the governance guidelines seem robust and there is relevant
detail about procedures and controls, there remains some vagueness,
especially about ensuring the independence of crucial parts of the machinery.
We conclude this brief general evaluation by saying, once again, that it
highlights a few of the many matters on which this EAR provides considered
comment. We now turn to a far more detailed analysis and constructive
criticism.
IV. NAS Section 2: Executive Summary
We begin with some general issues arising from this section, some of which
relate to data protection law, and that bear upon the ethical quality of the NAS
in its aims and implementation. Whilst we have not been shown the NAS
architecture, some of the remarks below, although not strictly or directly within
the scope of ethics, may have relevance for system design.
In sections 2.1 to 2.5, there is a detectable shift in emphasis and responsibility
between law enforcement and harm reduction. This has a strong two-way
connection with data analytics, as follows:
1. Data can be used for understanding a community, detecting crime,
investigation and forensics, making prosecutorial decisions, creating
cases and prosecuting, post-trial offender management, rehabilitation
and reintegration, etc.
2. A further aspect is the implied rebalancing of roles and responsibilities
with other parts of government (e.g. prisons, probation, education,
health) and society (e.g. civil society organisations, private industry,
communities). These have different cultures and practices regarding the
collection, sharing, processing and use of (different types of) data.
3. Standards of evidence and processing are also very different for these
uses (and others foreseen in the NAS document). It is important to
consider each use- and context-specific aspect in relation to the others.
4. Data-intensive methods create shifts in real and implied distributions of
power, discretion and responsibility within law enforcement and
beyond.
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5. It is not only the ‘vulnerable’ (and we are not certain of the criteria by
which they are identified) whom law enforcement may be in a position to
protect, since some ‘self-defence’ possibilities and sources of resilience
may have unfortunate spillovers. It could be argued that not all
‘vulnerable’ people should be shielded from harm, or at least not by law
enforcement. There should be an assessment to establish priorities.
6. There are legal constraints on data processing (including collection,
sharing, access, linkage, use, etc.) Some of these apply differently to
law enforcement, where the vires must be clearly delineated, than to
other parts of government from public services to national security, and
to the private sector, which is likely to be involved in data-sharing with
law enforcement.
7. In seeking to create a ‘rich picture’, the NSA plan raises questions of
meaningful consent, not only by data subjects who may be suspects,
but also by other sources of information.
8.
Shared data are somewhat harder to keep accurate, let alone to
subject to purpose limitation, data and time minimisation, quality and
accuracy requirements, etc.
9. There are important issues of liability for missing, inaccurate or
conflicting data collected in one place for one purpose, for which they
may be adequate and proportionate, and re-used elsewhere. At a
minimum, a ‘data fiche’ should be required for joining the scheme,
specifying the provenance, quality, etc. of all data used and processing
methods., but even this will not always handle systemic problems or
those arising from the interoperation of data or systems.
10. There is an argument for conducting the initial phases and some
ongoing processing in a securely and verifiably pseudonymised
fashion, and to try to work within the limits that imposes.
11. The central pool of knowledge aggregates risk and responsibility, and it
may not be feasible, proportionate or lawful to do so. Keeping the
contents – and all uses that are or have been made of them – up to date
may be challenging. Some forms of federation and the use of methods
for processing encrypted data may be needed to avoid overcentralisation or the administration of such resources by entities not
fully able to do so.
12. The extent to which the NAS meets the requirements of the new EU
Police Directive 2016/680 of 27 April 2016 –insofar as automated
decision-making may be involved as well as the need for a data
protection impact assessment – should be examined.
2.1, para. 2: ‘As is outlined within the Police Reform and Transformation Board’s
‘Policing Vision 2025’, innovative and transformative approaches within law
enforcement are required to maintain the current level of service in today’s changing
world: ensuring law enforcement remains an efficient, effective and legitimate service
able to make early interventions to safeguard the most vulnerable from harm, prevent
criminality from impacting victims and communities and improve the public
perception of the police by proactively addressing threats.’
This is a general legitimising statement for proactive and preventative policing,
and requires ethical justification. WMP should consider developing this more
specifically to address types and degrees of harm that the NAS might mitigate.
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This will help in ascertaining necessity, proportionality and in addressing other
ethical considerations involved in the NAS. At the heart of the NAS is an
intention to use data about individuals gleaned from a number of public bodies
and in a predictive way to prevent ‘harm’. This can include intervention in the
lives of individuals who have not yet engaged in any criminality but who,
based on predictive analysis, are thought likely to do so in the future. It can
also involve action designed to prevent individuals who have already been
convicted of a crime from offending further.
Use by the police of data collected for purposes other than for law
enforcement and with or without the data subject’s permission raises very
serious legal issues, which should be properly considered and taken into
account. At this early point in the document (the NAS Executive Summary,
constituting a substantial proportion of the redacted document we have seen),
it would help to have some statement of the need for an ethical perspective on
the means for achieving these aims. This comes later, in 2.6, but it would be
useful to have this flagged up and pointed to briefly in 2.1.
2.2, para 3: ‘Advanced analytics has catalysed transformation in other organisations
and industries: Within a law enforcement context, the focus is on understanding how
datasets can be examined to discover insights, make predictions and generate
recommendations using data science techniques such as Data Mining, Statistical
Modelling, Machine learning and Networks.’
Even in an Executive Summary, a brief description of these techniques would
be useful.
2.4, para 2 + 2nd bullet point w/ref to the Vision Statement: ‘At its core, the
National Analytics Solution will provide a single solution to the challenges faced by
each individual law enforcement agency. Each founding partner faces a data deficit
and a lack of internal data science skills: so working in partnership to create a shared
repository of data and a hub for advanced analytics will generate the insights unable
- or too inefficient - to be uncovered by partners in isolation.’
• ‘Draw in data from across each participating law enforcement agency at a
local level to create a rich picture of the law enforcement landscape. There is
also the ability to pull in data from other local public sector partners (such as
social care services, local authorities, education providers and other
emergency services), private sector organisations or open source data to add
an even deeper understanding of local services and the social context.’
There are legal and data protection issues in doing this. These could be
highlighted here, perhaps also in terms of any ethical issues involved in such a
comprehensive compilation of data. Again, what is said in 2.6 could be flagged
here. In 2.4, the ‘Vision Statement’ should acknowledge the problem of
‘mission creep’ or ‘function creep’ (even remaining within the public sector)
and its external effects, and propose ways of mitigation.
2.5: ‘Connect to Collaborate’ para 2; ‘Identify to Describe’; ‘Predict to Prevent’;
bullet points 1-3 (pp. 8-9); bullet points 3-4 (p.10) [these passages of the
‘Ambition Statement’ cannot be copied and pasted here]:
‘Connect to Collaborate’ intends to ‘resolve legal and ethical barriers to the use of
data in law enforcement to enable regular data sharing’.
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This is an important ambition but it needs to be developed in much greater
detail in this document or in ancillary ones: e.g., what are the barriers, how will
they be resolved, are they really ‘barriers’ (to be overcome?) or are they,
instead, considerations that need to be addressed and accommodated with
clear guidelines in order to legitimate the NAS? Here again, flagging up 2.6
would be useful.
‘Identify to Describe’ refers to identifying ‘threat, risk and harm’ (to ‘communities’ in
order to prioritise interventions).
These need to be defined in more precise terms and perhaps quantified, and
reflected upon in terms of the possible ethical implications of over-protection
as well as in terms of the contribution that ethics might make to prioritisation.
Who gets what protection, and whose interests or values take precedence, are
ethical matters of considerable importance and should be addressed in the
NAS.
‘Predict to Prevent’ should assess the ethical dangers of inaccurate prediction
(false positives or negatives) and the state of the art of predictive policing.
Academic and other literature has underlined this concern as a major
drawback in predictive policing, and we strongly emphasise that it needs very
careful and evidenced discussion somewhere in the NAS document if the
Solution is not to be based on algorithmic instruments and machine learning
that are seriously flawed. Moreover, accurate prediction might not be possible
in the complex circumstances with which law enforcement deals.
Bullet points 1 to 3 (pp. 8-9) say the NAS should:
•

•

•

‘Facilitate greater inter-agency collaboration: to share data and evidence
across organisational silos to enable greater joint-working. This extends both
to UK law enforcement as well as to the wider public sector, where greater
collaboration can unlock a deeper understanding of vulnerability and harm
within communities and form a foundation for more integrated early
interventions between law enforcement and other local public services.
‘Support a better understanding of vulnerability, threat, risk and harm: to
support a move away from a static understand of crime events that can shape
more targeted and effective interventions that tackle harm to victims and
communities.
‘Enable preventative models of policing: so that law enforcement partners can
take a predictive and proactive approach to criminality as well as non-crime
related demand to prevent threat and harm before it occurs. This will support
a more sustainable long-term position for the service.’

Here, too, the language is sweeping in its ambition without elaborating on the
questions of ‘threat, risk and harm’. The reference to ‘non-crime related
demand’ takes law enforcement away from its traditional crime-related role and
into areas of social and public policy that require explanation, justification and
legitimation, especially where the ethical dimensions and principles of such
policing roles are not well established. The NAS looks like a charter for a very
wide range of policy and governance. This would be a significant departure
with ethical, institutional and policy implications. A further observation is that
Figure 3 (p. 9) would benefit from showing the feedback connections.
Bullet points 3-4 (p.10) say the NAS should:
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•
•

‘Use data lawfully and ethically, in line with public expectations
‘Be transparent and able to be verified and audited’

This language is ethically well-intentioned, and includes necessary
accountability and transparency (which themselves have ethical dimensions in
terms of the relationship between the police and the public). It flows naturally
into the major ethical statements of 2.6. But of course the details need to be
fleshed out. However, there is a tension between what is lawful and ethical, on
the one hand, and what ‘public expectations’ are, on the other. The public
might ‘expect’ (or demand, or desire) things that are not necessarily legally or
ethically justifiable, and the temptation might be to fall in line with public
expectations rather than with what is ethical, if these criteria happen not to be
consonant. The NAS document should dwell on the relationship between
ethical decisions and popular decisions. It should also recognise that
individuals might be affected by specific law enforcement strategies in ways
that public opinion might not be aware of, or might too easily dismiss on
simplified utilitarian grounds.
2.6: ‘Adhering to legal and ethical standards when using data’
These seven paragraphs are a main feature of the NAS document from the
standpoint of ethical discussion. They address the question of public trust and
ethical standards for using data, whereas the earlier sections also raise ethical
questions about the scope of the aims of predictive policing (the ends, not the
means). Both means and ends are matters for ethical deliberation.
‘Setting out to create an ethically sound National Analytics Solution, we have looked
to develop a thorough, exhaustive and expert-informed Ethical framework to
underpin the entirety of the National Analytics Solution. Data Protection Laws are not
exhaustive in mitigating risks, and as such the law will only serve as the minimum
standard of consideration.’
An ethical framework has been developed and is shown at the end of the
document (section 6). But what the ethical ‘risks’ are is not stated at this point.
The distinction between law and ethics is helpful, as is the desire to go beyond
law, although we would argue that the distinction is often far from clear.
‘With legitimacy at the heart of ethics, an ethically operated national analytics
solution will ensure that the public can trust the work being undertaken does not put
individuals at risk and that it operates within ethically sound boundaries. Public trust
in policing legitimacy is a vital component of Law enforcement, and paramount to the
success of NAS. The College of Policing Code of Ethics states in its introduction that,
“If the public don't have the confidence to trust the police to be fair, acting ethically
and in their best interests, they are less likely to assist the police in upholding the
law.” 2 Furthermore, the incidence of ‘bad news’ stories, leading to significant
reputational damage, is an insurmountable challenge to Law enforcement. Through
implementing an ethical framework informed by four key dimensions (social, fairness,
responsibility, and practicality), with a Governance Board detailing strict oversight
structures, NAS will reduce the risk of carrying out unethical actions losing public
trust and confidence.’

2

College of Policing, Code of Ethics
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The link of ethics to legitimacy is useful, but it is not said what the ‘risk’ is or
how the public can verify that they will be protected. If it comes to comparing
the ethical risk with the risk (threat, harm) of the behaviour that predictive
policing aims to mitigate, no ways of comparing these are explained, and they
would need to be elaborated. The ethical risk is said to be to ‘individuals’, and
social groups or categories are not mentioned; yet the latter may well be ‘at
risk’ of social profiling through data analytics. Perhaps the ‘social’ and
‘fairness’ dimensions are implicated in this, but that needs to be shown. While
the problems of gaining public trust in present circumstances are recognised,
there is a shortage of detail on how the ethical principles will generate a
process of trust-seeking, including public engagement and transparency, and
the public themselves (as well as civil society critics) will want clear
reassurance and continuing police accountability. We are not sure that the four
‘key dimensions’ are tantamount to interrelated ethical principles, or how they
are monitored, verified and enforced.
‘Ethics in law enforcement is well-trodden ground. Although not built for the digital
era of law enforcement, UK law enforcement has had codes of conduct since the
introduction of the Peelian Principles in 1829, promoting the concept of ‘policing by
consent’ and ensuring there was a common understanding that the police were the
public and vice versa. The College of Policing’s Code of Ethics, entailing both
Policing Principles and Standards of Professional Behaviour, underpins UK Law
Enforcement and is central to the national decision model. However, traditional
governance and risk-mitigation strategies are insufficient tools when used to evaluate
the appropriate use of big data.’
This is well stated, but it is important to see what tools and strategies (and
revamped ethical principles) are being considered; see section 6 of the
document.
‘Big Data analytical methods provide vast opportunity to create meaningful insight
and identify value-driving patterns which should ultimately lead to crime prediction
and prevention. The digital era of data uses enormous streams of data which are,
collected, combined with other sets of data, manipulated and then shared. This has
created ethical challenges that have not yet had to be considered. The risks of not
centre-staging the ethics of data include unethical use of insights, amplifying biases
that exacerbate issues of social and economic justice, using data for purposes to
which its original disclosers would not have agreed and thus without their consent,
and insufficient data storage capabilities that exacerbate fraudulent activity. The
breadth of affected groups is considerable and the damaging impact of unintended
consequences could have long-term implications.’
With reference to our remarks on section 2.5 above, concerning the hazards of
predictive policing analytics, this is also a robust and welcome statement on
the side of ethics, and it acknowledges that there may be ‘affected groups’ and
not only individuals. However, it is not clear how these very real, and wellrecognised, risks and challenges will be handled in the NAS. For example, the
legal and/or ethical problems or opportunities of data retention, encryption,
and re-use of data need careful consideration all along the chain of liability.
‘A clearly defined and well informed ethical framework will need to permeate each
part of the data lifecycle involved in NAS in order to both inform the data handlers of
how to act in the most ethical way so as to ‘primum non nacere’ or ‘do no harm,’ and
ensure this is being carried out. Given that NAS will not be confined to the remits of
utilising policing data for policing intervention, the Ethical framework will need to take
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into account the ethical practices in using both policing data for non-policing
intervention, and non-policing data for policing intervention such as abiding to partner
best practices and ensuring public consent is re-sought when data is being used for
a more nuanced purpose than which was initially stated.’
This points to the more detailed framework (section 6). But then the waters are
muddied by talking about ‘non-policing intervention’, which sounds like social
policy (see earlier comments). Thought should be given to whether the
existence of non-policing external data might change the governance rules on
what can be legitimately collected and processed, including the question of
consent.
We have many concerns about the principle, ‘do no harm’ and where it might
lead to as far as ethical conduct is concerned; we deal with this at some length
here. The phrase originates in a medical context and care is required when
adopting it in a different context such as law enforcement: the doctor/patient
relationship is not practically and ethically the same as the police/citizen
relationship. Moreover, the police sometimes have to inflict what could be
called ‘harm’ on individuals or groups, justified by invoking a greater social
need or public interest, leading to the danger that the phrase either becomes
empty or refers to an ethically problematic conceptualization of ‘harm’. On
another level, it is important that a wide definition and understanding of harm,
including indirect harms (such as stigmatisation) and harms against autonomy
be given due weight. It might be tempting to identify and deal with ‘families at
risk’ even if they do not realise they may need help, but this still means that
despite the benevolent intent and even a ‘positive’ outcome, there is potential
here for infringing their autonomy, and also of stigmatisation.
To prioritise and apply data analytics to human trafficking is laudable and the
need acknowledged. It should however also be acknowledged, as some
research does, that many potential victims have good reason to hide from
police and similar agencies, because the ‘help and support’ can be a doubleedged sword that can lead to their deportation. This section of the NAS
document commendably highlights the issues that are caused if data collected
under the crime-prevention rationale is then used for non-crime purposes, but
it is worrisome if the case is then made that the ‘vital interest of data subject’ is
used in an overly expansive way to justify this. It is not only victims of modern
day slavery who are also undocumented immigrants who need to be
concerned: the consequences of being identified as a possible victim needs to
be considered. Restriction on freedom of movement and association, and the
extent of monitoring and data analysis, would have to be justified in the name
of protection.
Here again, it is difficult to make ethical assessments without understanding
what the possible negative or positive consequences would be for the citizens
in question. In the redacted NAS document we have seen, there is little in
terms of a methodology that allows us to see how the knowledge of false
positives and negatives of the algorithms related to possible outcomes. Much
work needs to be done to understand the limits of the reliability of the analytics
in the light of a fuller picture of all the consequences an action can have on
citizens.
Learning about ‘what works’ is an understandable and laudable aim, but it
could result in data being held long after the specific issue has been resolved
in order to reap the benefits (to policing, police training, and to society) of such
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new knowledge. This should not mean that data are kept indefinitely for
training purposes: there should be a robust, legally and ethically compliant
data-deletion policy. To the extent that data are needed for machine learning
and to identify best practice, it should be aggregated on levels that do not
allow the identification of individuals.
We do not believe that the NAS proposal, to the extent we have seen it, is
unaware of these matters, but it falls short of specifying how these issues will
be addressed.
‘As such, it is recommended that a number of developments are progressed as the
NAS is developed, including; the definition of the ethical principles; the creation of a
hierarchy of governance boards; the implementation of a multifaceted operational
ethical questionnaire for key decision points within the NAS lifecycle; and regular
engagement with a representative cross-section of the public via which the NAS
would look to gauge and evaluate the guiding ethical principles and frameworks in
which it operates.’
This is all in the future although the current document discusses it (section 6).
It is not clear how and whether there will be further iterations, and whether
these will be ethically scrutinised externally. We are concerned that the
definition of ethical principles in NAS is not already well advanced. The project
should go beyond applying off-the-shelf ethical principles (too easily
conducive to a checklist) and should develop ones that are appropriate to this
context, and to ensuring that technology and its law-enforcement uses evolve
with the ethical dimension. The structures and processes of public
engagement need clearer delineation, concerning representativeness, the
involvement of both individuals and (e.g.) businesses, community groups, etc.,
and the presentation of information about the details of the NAS in such
engagement. This may be a significant problem for gaining public trust if
commercially (or otherwise) confidential aspects of NAS are withheld.
‘A first iteration of the ethical and legal approach has been developed through
engagement with a number of ethical experts, including the Alan Turing Institute,
MOPAC, the Co-Chair of the Independent Digital Ethics Panel, the GDS, the National
Statistics Committee, the NPCC, the WMP Youth Commissioners and other
government agencies that have begun to consider ethical frameworks. It is
recommended these relationships continue and are leveraged to help shape and
evaluate the approach as it looks to be implemented in earnest within the Foundation
Phase.’
While such engagement is a positive sign, this implies that WMP had already
‘engaged’ with ATI and IDEPP in drafting the NAS v.5.0, but we are not aware of
this, apart from the present advisory exercise. The team was not involved in
section 6. We are not sure what the other bodies have contributed or will
contribute. But WMP seems to envisage a longer relationship beyond this
current piece of advice; this may be welcome but its feasibility is open to
further discussion.
2.9: On the ‘Foundation Stage’:
1. ‘Understanding Vulnerability: Using law enforcement data and open source
data (i.e. MOSAIC), using predictive models to better identify vulnerable
victims and offenders within the modern day slavery journey and develop a
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predictive view of the most vulnerable people and places. This will enable
collaboration between partners across policing, border control and wider law
enforcement to enact early interventions and prevent harm.
As mentioned before, one issue here is the reliability and accuracy of the
predictive models and the possibility of false identification of vulnerable
people, and the ethical consequences of these errors in terms of preventive
interventions. The ‘slavery journey’ is emphasised here but it is not clear
whether the NAS is geared for the most part to this source of ‘vulnerability’.
‘For the Foundation Phase, datasets from partners will be ingested iteratively to
minimise the amount of unnecessary data collected and therefore ensure data
ingestion occurs as quickly as possible’
Data minimisation is a good data protection legal principle and also an ethical
one. It is important that it be ensured across the whole piece.
2.9.1: Proof Point 4:
‘Feedback on the: operating model, governance process, technical scalability,
procurement route, outcomes tracking, ethical and data security frameworks, etc.
It is encouraging to see that the ethics framework is built into this testing
stage.
2.11: p. 17: bullet point 1; p. 18, Figure 7 (middle level)
•

‘A ‘Governance and Operational’ capability should perform functions such as
capability development, data ethics and stakeholder engagement. This
indicates a number of senior roles including: Hub Lead, Technical Lead, Data
Governance Lead, etc.’

It is not clear what this ‘capability’ is, in structural terms. It needs to be further
articulated and designed, as it starts to be in Figure 7. The middle level
(‘Tactical/Specialist’) of the decision-making Figure includes ‘data governance,
ethical and legal decisions’. How these decisions will be taken, and when, are
not clearly indicated.
3.1: Chapter Summary [this is for ‘Case for Change’]
‘The nine principles of policing set out by Sir Robert Peel have remained constant
since their inception in 1829, though the world in which the police operate has
undergone dramatic shifts. Keeping the peace, preventing crime and bringing
offenders to justice are responsibilities now challenged by the changing crime threat
and protecting the most vulnerable from harm, a connected and globally networked
world, rising public expectations and the need to address pressing budgetary
constraints.
‘This chapter outlines the opportunity ahead for law enforcement agencies to
respond to common, critical challenges by using data and analytics to put information
at the core of the policing mission. Around the world, analytics is helping
organisations to better understand customers, design new products and prevent risk.
Within law enforcement, already led by intelligence, data and analytics offers
agencies the chance to better understand the public, identify vulnerability, design
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more targeted interventions and prevent harm: serving to help those in need, protect
UK national interests and deliver an effective, value for money service.
‘The tangible value of analytics within law enforcement has been proven at the local
level by West Midlands Police in their recent data project. There is now scope to
build on this success, by developing a shared data and analytics solution at national
level between a partnership of law enforcement agencies, able to address challenges
shared by each agency locally as well as challenges that persist across local,
national and international borders.
‘A National Analytics Solution (NAS) is proposed that is able to combine data across
law enforcement boundaries; using advanced analytics to generate insights unable
or too inefficient to be generated by each agency in isolation. With better insights,
law enforcement agencies can better identify vulnerability and risk, predict and
prevent harm, improve the health of their organisation and inform policymaking.
Operating outside of any single agency and able to scale nationally, the NAS could
support a central evidence base all agencies can draw from to protect vulnerable
people and prevent both crime and non-crime related demand.’
This basically recapitulates the rationale and the means. It assumes that the
value of data analytics is ‘proven’ and presumably reliable. Comments earlier
in this EAR cover, and challenge, some of the assumptions and assertions,
and we re-emphasise what we have said.
3.2.1: Evolving patterns of crime
‘Crime is increasingly becoming more hidden, organised and complex. Today, the
most vulnerable victims and offenders alike find themselves on an escalating path to
more serious harm and more serious crime, requiring the police to look to prediction
to prevent harm before it occurs. Invisible and high-harm crimes are rising too: Often
under-reported and hidden, crimes such as child exploitation and domestic violence
are more difficult to investigate and therefore more resource intensive. 3 Terrorism
has become more fragmented and harder to combat and the threat of serious and
organised crimes - such as human trafficking and modern day slavery 4 - undermine
the security and economic stability of communities and demand a highly skilled,
specialist policing response that transcends policing boundaries - both locally and
internationally.’
This is a bleak but in many respects a credible scenario. International
extensions of the police response are hinted at but not explained in detail. The
scenario raises practical issues of police co-operation across public-service
domains (e.g., law enforcement, personal social services, child protection) and
national and institutional borders, and raises questions about possible ethical
and legal issues of data sharing and transparency, on some of which we have
already commented.
3.2.2: Rising public expectations

Domestic abuse is currently a national priority - with a new central government initiative
launched to help tackle the issue
4 HM Government’s ‘Serious and Organised Crime Strategy’ sets out that serious and
organised crime costs the UK at least £24bn per year
3
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‘In a digital age, citizen expectations are rising across the board for public services.
For the police, this means being more transparent and accountable, increasing
community participation and radically reshaping access to police services and
information online.’
Transparency and accountability should be welcomed, but the procedures
need to be elaborated. ‘Community participation’, synonymous with ‘public
engagement’, on which we have commented earlier, needs specification. There
are many practical models available in other domains of public services from
which the police service might draw lessons, as well as reviewing and
adapting their own experience in order to fulfil these ethical requirements.
3.4.2: Proving the power of analytics in law enforcement: overview of Data
Driven Insight
‘A recent project at the West Midlands Police (WMP) named Data Driven Insights
(DDI) tested and proved the value there is to be gained using advanced analytics
within the current policing environment. In 2016, a team of data scientists located
within an ‘analytics lab’ environment developed a predictive risk model that could
identify the nominals most likely to be influential in ‘co-offending’ (i.e. persuading new
individuals into committing crime) that could be used by WMP to better target
interventions at networks of offenders. Drawing on data from 9 core WMP systems,
(CRIMES, Custody, IMS, Compact, Stop and Search, Corvus, OCG, PNC, PINS) the
data scientists used statistical modelling to identify the 32 strongest predictive fields
within the dataset that indicated an influencer of co-offending (out of over 1,300+
indicators identified) and generated a list of the top 200 influencers in the region. This
process generated new and unexpected insights for the force, which can now be
actioned directly by WMP within activities such as integrated offender management
to prevent vulnerable people from becoming involved in criminality.’
We do not know whether the predictive risk model has been independently
evaluated for effectiveness as well as for any ethical issues. We note that the
‘vulnerable’ here are not people who are vulnerable as potential victims of
crime, but as potential criminals. There are serious ethical issues here
concerning surveillance and autonomy, as well as the reversal of the
presumption of innocence on the basis of statistical prediction, to which the
NAS should pay close attention. We wonder, for example, whether it is ethical
to use data in order to intervene for the ‘public good’ against individuals before
they have offended even though this approach will single out individuals who,
like the public generally, may not have committed a criminal offence, or who
will perhaps not go on to commit a future offence. We are not convinced that
the general public can be reasonably expected to recognise the danger of such
injustice occurring. And if they cannot, it would seem essential for any ethical
body involved in NAS to ensure that such recognition is made and taken into
account.
3.4.3: para 2: The national law enforcement analytics opportunity
‘Learning lessons from the work undertaken at West Midlands Police, data and
advanced analytics can offer law enforcement agencies the ability to: share data
across local silos, creating richer datasets able to better analyse evolving demand
pressures; become more effective, efficient and legitimate by analysing
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organisational issues 5; derive insight from large complex datasets at speed to build
an evidence-base of criminality; identify statistically significant patterns that can
predict criminality or harm before it occurs 6; and connect policing to a host of external
datasets to deepen the insights that can be accessed.’
Data-sharing raises legal (data protection) questions. The reliability or biases
in the ‘evidence base’ and the patterns for prediction could raise ethical
questions related to accuracy as well as the legitimacy of preventive action.
We have not seen the Accenture survey, but people’s ‘comfort’ with something
should not be considered to be weighty evidence as far as the ethics of data
analytics is concerned or, indeed, in the light of a recognition that the legal
rights of individuals (most of whom are likely to be innocent) are involved. We
have remarked earlier about the relationship (difference) between ethics and
public opinion.
3.5.2: para. 2 + Figure 8 (p. 24) Introducing the NAS
‘NAS will prove the value of building a new, data science enabled analytics
capability, to help all law enforcement agencies, as well as other local service
providers, protect vulnerable people and support a strategic shift to prevention of
both crime and non-crime related demand. Scalable, the NAS will drive greater
efficiency and long-term sustainability by focusing on issues that multiple agencies
face - addressing them once rather than many times. With use of the latest data
science tools and capabilities, the NAS will produce actionable insights that lead to
local intervention, supporting the strategic outcomes set out within the Policing Vision
2025.’
Again, this is a general mission statement of NAS. On ‘non-crime related
demand’, we have commented earlier on the perceptible shift from traditional
law enforcement. Figure 8 says that police forces’ data sets may have common
data points, ‘though may vary in format and quality’. How these variations will
be ironed out is not indicated, and they might lead to inaccuracies that affect
the reliability of the predictions and thus increase the likelihood of errors in
decisions. This will have ethical consequences if action is based on faulty
decisions.
4.3: para 1 + ‘Connect to Collaborate’ para 1 + Ambitions 2, 3 (p. 26) + 4. 5 (p.
27) + ‘Predict to Prevent’, para 1 + Ambitions 7, 8 (p. 28)
These are the ‘ambition statements’ again; see comments above for section
2.5. ‘Connect to Collaborate’ says:
‘the NAS should facilitate collaboration with the wider public sector too. As vulnerable
people increasingly interact with a range of local services, such as social care or
social housing, partners recognised that co-operation between agencies and local
service providers would support a shift towards more preventative policing.’
Multi-agency partnership at the local level is a well-developed practice.
‘Partnership’ is a major item in policing, and here it is employed for
Effectiveness, efficiency and legitimacy are the three criteria against which HM Inspectorate
of Constabulary (HMIC) annually assess policing organisations within its ‘PEEL’ assessments
6 In a recent Accenture survey, 88 percent of respondents said they were comfortable with the
police using predictive technologies to prevent crime. (Taken from Accenture POV “Intelligent missions, require intelligent analytics”)
5
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preventative policing, and gives a presumed rationale for data-sharing and
data-linkage. This is elaborated in Ambition 2:
‘The National Analytics Solution should resolve legal and ethical barriers to the use
of data in law enforcement, to enable regular data sharing across law enforcement
and other public partners.
‘Founding partners expressed frustration with their current inability to effectively
share data across law enforcement, as well as with key local service providers. They
set out that the NAS should act as a vehicle to jointly negotiate data sharing and use
agreements across these boundaries, enabling NAS partner agencies to access
mission-critical information across organisational siloes quickly and easily. This is
particularly relevant for emerging “high risk, low data” crime types, such as child
exploitation.’
The aim to ‘resolve legal and ethical barriers’ to data-sharing (see earlier
comment on this) needs to be spelt out in detail and interrogated from the
standpoint of ethics as well as law. Collaborative public services are discussed
in Ambition 3:
‘there is an opportunity for the NAS to connect law enforcement agencies with local
public partners, such as adult social care, to help to move the dial on preventative
policing; targeting joint interventions to stop the most vulnerable from coming to harm
or falling into crime with the most effective mix of interventions.’
This reiterates what we have already seen and commented on with respect to
the question of ‘harm’. Ambition 4 is about classifying threat, risk and harm:
‘NAS should draw on data across law enforcement to develop a better understanding
of emerging threat, risk and harm which will support NAS partners to more effectively
prioritise interventions to minimise harm.’
Again, conceptual and normative questions are implicated here. ‘Threat’, ‘risk’
and ‘harm’ are concepts that have each been construed in different ways in
academic and professional domains, and that also have a variety of meanings
in conventional social usage. Without urging extensive discourse, we believe
they need to be discussed in sufficient depth to enable NAS persons and
others to assess and address the ethical issues. Ambition 5 is about
identifying vulnerability:
‘NAS should help them [the partners] to better understand the factors predisposing
some people towards criminality, or putting them at risk of harm. It is vital this
incorporates data from across the local public service providers to build a rich view of
vulnerability.’
It is not clear whether the factors are best understood through analysing
databases, or (also) through ancillary and maybe qualitative, fieldwork-based
studies. We do not know whether NAS has such research in hand or on tap.
We expect there is a large criminological literature on this already, and we are
not sure whether NAS intends that it be absorbed. ‘Predict to Prevent’ says:
With a shortage of advanced data science capability, founding partners were clear
the NAS should help them to better predict vulnerability, criminality, harm and noncrime demand to support more preventative models of policing. As crime becomes
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more harmful and sophisticated, reacting once it has occurred is neither effective nor
sustainable. Partners would like the NAS to support them to utilise prediction to
proactively protect the most vulnerable from harm; helping to reduce the long-term
burden on law enforcement services.’
Something like this has been raised earlier on, but here it adds a piece of
context: the aim to reduce the burden on law enforcement services. The
importance of this aim might shape the extent to which ethical considerations
are taken seriously or are seen as a ‘barrier’, and we believe NAS should be
aware of this effect and how to mitigate it. Ambition 7 is about predicting
harm, and says:
‘NAS should support them [the partners] to predictively [sic] those most at risk of
harm, to help law enforcement agencies take targeted preventative action, often
jointly with local service providers.’
How the judgments of who is ‘most at risk’ (or ‘least at risk’) will be taken, what
the ethical consequences are of these thresholds, and whether these
determinations are resource-related, might be questions involving ethical
decision-making. Ambition 8 is about predicting escalating criminality’, and
says:
‘NAS should identify behavioural insights to help predict offending, or, the criminals
most likely to commit a new crime. Armed with predictive insights, the police will be
able to prevent and deter escalating, emerging and future criminality before it
occurs.’
We are not sure how these ‘insights’ relate to data analysis, or whether (see
earlier comment) they are also fed by other kinds of research. How the insights
are tested and validated is an important question, whether by independent
peer-review or by internal review with external scrutiny. If fateful decisions are
to be made on the basis of these predictions, some kind of validating process
is necessary for the sake of ethics.
4.4: 4th item: Design principle for legal and ethical matters
NAS ‘to adhere to legal and ethical considerations when interpreting data. The NAS
need to be able to strike a balance between the priority to utilise police and nonpolice data to improve law enforcement outcomes, whilst protecting the privacy of the
public as appropriate.’
This opens a Pandora’s Box. There is a need to articulate (or to have a means
of articulating, if not in this document) what are legal and what are ethical
considerations, and emphasise the blurred line between them. What it means
to ‘strike a balance’ (which too easily becomes an opaque mantra) seriously
needs to be spelt out, in terms of who is to do it, whether would everyone (e.g.,
police and persons; and different socio-demographic kinds of person) would
agree that it is well-struck, and whether there is a common metric for both
sides of the equation (we do not believe there is). Why privacy is to be
protected, and not other rights, freedoms and values (to the extent that they
are not subsumed under ‘privacy’), needs to be argued. The phrase ‘as
appropriate’ needs explanation. In addition, there may in fact be three interests
at stake: that of the police, the general public and of the individual data subject
and that those of the data subject need not coincide with the broader public
interest. We would make a broader point, that the redacted NAS document
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includes little legal analysis and specificity except in particular places where
the law might be germane and where the ethical considerations of those
operations are elaborated. The impression is given that the ethical framework,
however important and valuable it may be, rests on a thin legal base, or on a
base that has not been examined in depth. We think this is a deficiency.
4.6: point 2:
1. ‘NAS will not create a centralised police database
‘NAS will safely and securely create a repository of the data is ingests from across
forces in accordance with data security procedures and ethical standards. Combined
data sets will be created for the purpose of developing insights in response to
specific issues expressed as use cases. NAS will, therefore, not offer forces a single
database that can be queried, such as Police National Database (PND) that
information can be drawn from.’
The ‘data security procedures and ethical standards’ referred to are not
specifically identified (perhaps they are elaborated in the redacted part of the
document that we did not see). We are therefore unclear whether ISO datasecurity standards and encryption are in mind. We also do not understand the
distinction between a ‘repository’ and a ‘centralised database’ other than the
PND. We take the point that NAS will create purpose-specific datasets, but
these will derive from the repository that will surely be a centralised omnibus
collection. If ‘can be queried’ is making the point that an individual force
cannot trawl through the data, rather than a point about centralisation, this first
point should be made clearer.
5.4.1: para 2:
‘Use cases sought to quantify the risk of threats and harms materialising around
individuals and places to best judge how to protect them from harm, and suggested
new data sources and insights which could be utilised (such as social media data, or
prescription data). Suggested future actions utilising this insight ranged from
amending force tasking processes or business rules in force IT systems to identify
activity causing high harm or potential harm to people or places, to deep partnerships
between multiple public sector partners providing tailored support to members of the
public at risk of threat, risk and harm for multiple reasons.’
‘Places’ are now added to the remit, and this needs explanation. What the
method was for quantifying needs defining. The document says ‘risk of threats
and harms’, and ‘risk of threat, risk and harm’: these are awkward phrases, and
‘High harm’ is also an odd phrase. Clarification is necessary (see comment
under 4.3). The ‘new data sources’ mentioned would seem to run afoul of data
protection regulations, and in any case look ominously invasive. It is to be
wondered what else is in mind for access. If it is a ‘big data’ sweep of all kinds
of data, this creates very serious issues of law as well as ethics; not least the
questions of necessity and proportionality.
5.4.1: para 2:
‘Use cases focused on identifying the factors within data that indicate people and
places that are immediately or potentially vulnerable, drawing on a rich web of data
from across public service (such as health or education data). Suggested future
actions included bespoke interventions by police and partners to protect the
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vulnerable, taking data-driven decisions about deployments based on location
vulnerability, and targeting existing resources, interventions and processes (such as
IOM) at those offenders who most needed that support and would best profit from it.’
‘Health or education data’ are identified as sources, but this should be more
specific. The interventions need ethical justification, and how they are to
receive that, by whom in the hierarchy, and when, would be important.
‘Offenders who most need…support and would best profit from it’ sounds like
a social-work judgment, not a police judgment. We do not know whether it is
intended to be covered by the phrase ‘and partners’. Research on multi-agency
partnerships illustrates that different professions and different teams of
professionals may have different perspectives on this, driven by a variety of
criteria. The references to both the ‘vulnerable’ and ‘offenders’ in the same
paragraph is confusing without showing whether, or why, the same ethical and
practical considerations apply to both those who are ‘at risk’ and those who
‘pose a risk’ to others.
5.4.6: Advanced visualisation
‘use cases describing new means for partner agencies to gain insight into the data
they already hold by visualising the journeys and relevant data of known people and
places, to increase their understanding of a target’s past and present activities and
relationships.’
This seems to use identifiable personal data, and would therefore raise legal
and ethical questions about data protection and privacy intrusion.
‘Data relating to suspects and known persons can be difficult to identify and draw into
conventional intelligence reports, so several use cases looked to develop analysis of
criminal’s personal networks, or life journeys towards more serious criminality, taking
into account their interactions with different public services.’
See comment immediately above. This seems to be targeted surveillance, and
would be subject to legal and ethical restrictions. On ‘visualisation’, thought
should be given to the possibility of including visual coding for the legal and
ethical issues. Thus ‘sensitive data’ could, for example, be flagged up and
colour-coded, enabling one to see its travel through the system and its
combination with other data that are legally privileged. This would facilitate
ethical and legal risk assessment.
5.4.7: para. 2:
‘Use cases focused on analysing existing interventions by partner agencies across
the public sector against the subsequent customer journeys of individuals through
those different agencies. This insight into the impact of interactions with and
interventions by agencies in customers’ lives would enable the design of new
measures and interventions to reduce repeated demands for services across the
public sector, with other use cases suggesting a feedback loop back into partner
agencies, to assess the effectiveness of these current or potential activities.’
We have already noted, and expressed concern about, the shift in this
direction towards broader public-service activity. This no doubt has worthy
aims but could involve intrusive use of personal data in applications that seem
far afield from law enforcement.
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5.5: items 1,4,7 (quoted in 5.6, below)
These recapitulate and show the eight use cases that were prioritised. Among
them are ‘vulnerability identification’, ‘offender identification’ and ‘threat, risk
and harm identification’. Given that they all use predictive models, the ethical
caveats mentioned above in this paper would apply. Of these three,
vulnerability identification is one of the two top-priority cases outlined in 5.6.1
below.
5.6.1: Vulnerability identification
‘Although there is no single definition of vulnerability used across law enforcement
agencies in England and Wales, for the purposes of this report, vulnerability is
understood to be a status of an individual or place which does not have the full
capacity to take action to protect themselves from harm. Vulnerability was the top
priority for all partner agencies involved in NAS, as vulnerable people are often
“hidden” from the police (making it hard for agencies to support them), and by
definition are more likely to be at risk of threat or harm. As such, this high priority use
case seeks to identify vulnerable or potentially vulnerable individuals connected with
modern day slavery.
‘As partner agencies supporting the NAS solution, who are intent on protecting
vulnerable or potentially vulnerable persons from threat, harm, and criminal activity,
this use case seeks to:
1. Identify the most significant factors that indicate an individual or place is at
risk of modern day slavery; including, identifying vulnerable victims and
offenders on a journey connected to modern day slavery
2. Use the factors to identify which individuals or places are most at risk or
vulnerable to modern day slavery
3. Over time, use those factors to predict who is becoming increasingly
vulnerable, and the corresponding increase in risk of that individual becoming
a victim or offender in modern day slavery
‘This will enable partner agencies across policing, law enforcement and border
control to better understand and manage the issue of vulnerability connected to
modern day slavery, in order to take early preventative action to support and protect
the most vulnerable people. This should translate into improved outcomes for
vulnerable people, and reductions in threat, risk and harm posed to the general
public; which should in turn reduce demand for police services.’
The constant repetition of ‘modern day slavery’ is disconcerting, but that said,
the section elaborates the case. Why this should be specifically a matter for
‘policing, law enforcement and border control’, and where the social services
come in, is not very clear. Here too (see earlier comment under 5.4.1: para 2),
lumping ‘victims and offenders’ is also not clearly explained, and whether it is
risks to these individuals or to ‘the general public’, or both, is not explained.
How an ethical framework is to be applied to vulnerability identification is not
indicated.
5.6.2: points 2,3
‘Use those factors to identify which individuals are already or potentially vulnerable
to suffering negative outcomes in the workplace’
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‘Over time, use those factors to predict who is becoming increasingly vulnerable,
and the corresponding increase in risk of that individual suffering negative outcomes
in the workplace’
Here the focus is on Staff Welfare as the second-ranking use-case. This
broaches ethical and legal issues of workplace monitoring and surveillance,
even if it is well intentioned for staff welfare. Why the NAS is going into this,
except that this is what the partners voted for in the prioritization process, is
not clear, and could have repercussions on public trust and confidence.
6: Enablers
This section (pp. 40-47) is perhaps the crux for ethical advice. Legal and
ethical considerations are given in some detail, including governance
machinery and public engagement. This is too long to reproduce here, so
please refer to the full redacted document.
6.1: This envisages the need for a ‘fully comprehensive Ethical and Legal
strategy’, but this will need to be develop in the Foundation Phase and on
towards the End State of NAS. It says:
‘Data science provides a significant opportunity to create meaningful insight, which
can support evidence based policy or operational changes that should ultimately
lead to a reduction in crime. However, as the police forces move towards using the
data they hold more effectively, as well as obtaining proportionate access to partner
data, additional consideration needs to be given to the ‘should they’ element of the
project and not just the ‘can they’. As such, we look to propose an approach that not
only aims to ensure oversight at each of the key decision points, but also continues
to refresh and update these underlying ethical principles that look to be enshrined in
the NAS operations.’
This sounds quite reasonable, and the difference between ‘can they’ and
‘should they’ is welcome; but ‘proportionate access’ needs investigation.
6.2: This deals with legal considerations that will affect the collection of both
law-enforcement and non-law enforcement data. This looks like understanding
and applying the Data Protection Act as well as any other sectoral or general
laws that might apply. Certainly the police service already has such
knowledge of the law. But it says that the NAS team should engage with the
WMP legal team and that the former should create a Legal Repository of
applicable laws. It proposes:
‘that a set of legal principles (distilled from the existing legal framework) are
embedded in the day to day operations of the NAS, alongside the Ethics framework.’
However, it is not clear what this set of legal principles will look like, and
whether it will replicate the DP principles that are already well known in police
circles. It then goes on to talk about Ethical Considerations:
‘For the National Analytics Solution, the Law should only ever be used as the
minimum standard. That is, there are a set of ethical codes and principles that need
to be intrinsically bound to NAS, and a framework that needs to be implemented that
goes beyond the Law.’
It remains to be seen what these instruments look like. It continues:
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‘Law enforcement historically has operated under the guiding principle of ‘primum
non nacere’ or ‘do no harm’. In other words, given an existing problem, it may be
better not to do something, or even to do nothing, than to risk causing more harm
than good. However, as law enforcement moves into new territory in its use of big
data and analytics, this principle no longer provides a sufficient guide to how
decisions should be made and a more nuanced approach is required to balance the
public safety against unjustified intrusion.’
We have already commented on ‘do no harm’ in comments on section 2.6,
above. The NAS is right to cast doubt on this principle, but it should grasp the
nettle and say what is meant by ‘balance the public safety against unjustified
intrusion’. Who the ‘public’ are, and the fact that the intrusion is into the lives
of individuals (and groups), needs to be unpacked. At times in this document,
individuals are to the fore; at other times, they drop out of sight and the
‘public’, or groups, are emphasised. These differing interests need to be more
carefully considered, and the fact that individuals have legal rights, and not
just interests. Also, as mentioned earlier in our comment on section 4.4,, the
question of ‘balance’ is suspect. The NAS draws on the College of Policing
(CoP) Code of Ethics and subscribes to its Principles: accountability, fairness,
honesty, integrity, leadership, objectivity, openness, respect, selflessness.
Whether all these apply to the NAS, and whether it can actually implemented in
the NAS, are uncertain.
6.3.2: It says that the ethical framework has to work across four key pillars: Strategy,
Governance, Operations, Public Engagement, pointing towards the need for
Legitimacy.
This is certainly so.
6.3.3: This reiterates most of the CoP but adds ‘Traceability’ ‘Adaptability’ and
‘Necessity’, and omits ‘Leadership’ and ‘Objectivity’.
In explicating the principles, many issues are omitted. Thus it does not say
how biases in data sources will be ‘understood and negated’; how we are to
understand ‘always do the right thing, in so far as it does no harm’ (and what if
it does do harm to some or all?); how professionals should mitigate disparate
impacts of their data collection, combination and prediction, how they should
‘listen to the concerns of the affected communities’ (but what about
individuals’ legitimate concerns?), and what they should do after ‘listening’;
how the ‘public interest’ is to be understood and ascertained, and whether ‘the
public’ is the same as ’communities’’; and how to know what data collection is
‘necessary’ (and there is no mention of ‘proportionality’); and what ‘politicosocio-economic changes’ should prompt the adaptation and change of ethics.
We think this catechism of principles is not helpful in its present form.
6.3.4: This is about Governance, with five guidelines and a discussion of the
Supervisory Board, the Ethics Committee, and the Data Governance Council.
The guidelines are robustly stated and give relevant detail about procedures
and controls. The machinery looks relevant, with the interesting idea of having
a Chief Ethics Officer on the Supervisory Board. But there are vague ideas,
such as the idea of a ‘Watchdog Group underneath the Supervisory Board’ and
the Training Group. Who the Data Governance Council will be, and how
appointed, is not indicated. Possibly all this is to be specified later, but it would
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be very important to ensure that these parts of the governance machinery are
constituted as independent bodies in their provenance, operations, and
accountability.
6.3.5: This concerns Operations, and refers to the Government Digital Services Data
Science Framework as a starting point for developing operations.
This says that something more specifically tailored to the NAS will be required.
However, the project wants to adopt the idea of Privacy Impact Assessment
(PIA). We are not aware of any such assessment having been conducted with
reference either to the NAS on an overarching basis or to specific use cases.
PIA could be very important and useful, provided it is not just a perfunctory
box-ticking exercise and is done early enough to make a difference to the
design of the NAS. It would also be important to adopt a ‘privacy by design’
approach to the systems and processes being developed by the NAS; it is
becoming increasingly prominent in data protection practice. It is arguably
already too late to apply PIA (or its new label, Data Protection Impact
Assessment: DPIA) to the early stages of a system that is already in motion
(and contracts probably let), but regard should be had to the aforementioned
EU Police Directive’s requirements. What the discussion of the ‘lifecycle of the
use cases’ and the ‘7-stage gates’ refers to is not clear, but ethical and legal
considerations are to be brought to bear on them. We also have some concern
that, while the viewpoints of the ‘public’ and of ‘data handlers’ are proposed to
be taken into account in the Framework, the viewpoint of the individual data
subject, and her interests and rights requiring safeguarding, may be left out of
account. Moreover, we have serious reservations about the sufficiency and
approach of the Cabinet Office Data Science Ethical Framework released in
May 2016, if this is what the NAS document is referring to in this subsection. 7
6.3.6: This concerns Public Engagement
Little is said on ‘public engagement’, which remains vague and perfunctory.
6.3.7: This concerns Human Centred Ethics. It proposes the creation of a ‘Human
Centred Ethics’ working group, which would test and develop the ethical framework.
This sounds like a brainstorming effort from external ‘personas’, but it is hard
to guess what it will be. The ‘End-State Recommendation’ that the NAS be
publicly accessible, with the principles and Framework ‘approved by the
public’ seems more a gestural flourish than a seriously developed proposition
in the aid of democracy.
6.3.8: This concerns ‘Legitimacy’, making the suggestion that ‘Fair Value Exchange’
be adopted as way of ‘demonstrating the societal benefit of the analytics being
undertaken’ in order to ‘provide a convincing argument for using their data’.
It is not clear how this would be done, and care should be taken lest it run
close to being a propaganda exercise rather than part of a debating process.
This is the more worrying because the document points approvingly to the
example of companies ‘communicating the benefit that the customer receives’
for exchanging her data for goods and services.’ There are many problems
with this kind of commercial salesmanship, and there are likely to be as well
7 See Raab, C. and Clarke, R., ‘Inadequacies in the UK’s Data Science Ethical Framework’,
European Data Protection Law Review, 2, 4, 2016: 555-560.
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with the police’s attempt to emulate the market in this respect, without clearly
having shown how the individual will be able to engage with the transparency
process. Finally, the call for ‘engagement with the political classes’ to gain
non-partisan political support and thus enhance legitimacy and credibility
could also become an exercise in opinion management rather than a technique
that will contribute to public confidence and trust in the NAS. The ethics of
opinion management is therefore a matter to be addressed.
-Ends-
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