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Purpose 
This Technical Briefing presents the first iteration of a new framework to be developed as a 
resource for and in consultation with governments, humanitarian organisations and industry 
stakeholders that are advancing digital identity systems.  It marks the beginning of a process 
of consultation and is part of the Trustworthy Digital Infrastructure for Identity Systems 
project. The framework is to be developed under a creative commons license in response to 
growing use of digital identity in modern society, and particularly the influence of 
governments in the advancement of digital identity programmes.  

Executive Summary 
This work presents the different pillars of trustworthiness for digital identity management 
systems. We specifically consider the trustworthiness of these systems, rather than whether 
or not such systems are trusted. The latter is an important area that informs our work but is 
not the subject of this work. Whereas trusted can be defined as a belief in the integrity, 
ability or character of an entity, trustworthiness of an entity regards the extent to which it is 
deserving of trust.  

The emphasis in this work is placed on the various features and mechanisms for each of the 
dimensions that can be used to capture the trustworthiness assurance levels (TAL) of 
identity-related functions. This presentation outlines the preliminary assurance features and 
mechanisms in each of the pillars of security, privacy, ethics, robustness, reliability and 
resiliency in digital identity systems (often referred to as electronic identity systems and 
denoted by EIDS, as in here).  

This is the preliminary step in identifying and elaborating the core principles of a 
trustworthiness framework that can be utilised for establishing the different assurance levels 
of an EIDS in terms of its system components, information system flows, physical and logical 
processes, and information systems.  

These pillars can be used to assess the trustworthiness of EIDS in terms of their functions, 
processes and specific environmental and regulatory conditions. To establish the 
trustworthiness of an EIDS, we identify the requirements in each pillar, and the mechanisms 
and features that may provide scales to measure EIDS’ trustworthiness. This approach can 
provide a holistic understanding of the current level of perceived vs achieved trustworthiness 
for any given EIDS and assist existing efforts to expand assurance efforts across all six 
pillars.  

Through the clear identification and quantification of its features, our approach can be used 
as a means to obtain the degree of confidence that the EIDS satisfies certain trust 
requirements while supporting its mission and functions in a secure and resilient manner that 
considers usability at all levels. By addressing these pillars, mechanisms and features, we 
provide the initial base for the future development of TAL to enable perceived 
trustworthiness estimation and assessment of EIDS systems.  

https://www.turing.ac.uk/research/research-projects/trustworthy-digital-infrastructure-identity-systems
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Introduction
Understanding the different trust and security requirements in Electronic Identity 
Management Systems EID(M)S is an essential step towards their appropriate, secure and 
independent use and functions. The ability to ensure trustworthy operations in users’ identity 
lifecycle management is often more than the narrow scope of security requirements and 
regulatory compliance. This is because technology in ID management is evolving faster than 
regulatory and security requirements in that space. Thus, the ability to design and develop 
appropriate risk-based approaches requires trust-related requirements embedded in the 
process.  

Existing digital ID assurance frameworks and technical security standards often overlook the 
importance of trust requirements and facets when developing assurance levels for the 
certification or accreditation of EIDS systems. The emphasis is usually placed on 
establishing linkages between privacy and security controls with a sole purpose to enforce 
security and privacy requirements in different stages within the ID management lifecycle. 
This seems to promote closer collaboration between various entities controlling the security 
and privacy aspects (especially in federated EIDS deployments). There are different ways to 
classify and categorise the privacy dimensions. In our work, we define communication, and 
processing as the main privacy dimensions to be examined. This is after an exhaustive 
search in the published literature and discussion with our stakeholders. We acknowledge the 
fidelity of the data exchanged and shared within and across different EIDS as an essential 
aspect for all the privacy dimensions. Indeed, data fidelity is an integral component in the 
trustworthiness of EIDS. The set of mechanisms that influence these systems' decision-
making relates to the credibility of data processing, rendering the latter an essential factor to 
their success in terms of broader acceptance and adoption. The cost of poor quality and 
untrusted data leading to erroneous decisions has a significant financial, security and 
productivity impact with potentially dramatic effects on the trustworthiness of these systems. 
Elements such as resilience and reliability of these systems are also investigated separately 
regarding the assurance they offer in EIDS components and information systems and 
services governing their functions.  

We argue that considering both resilience and reliability, alongside other components, are 
essential to understand how entities can achieve trustworthy EIDS systems. This will 
become more important with the advent of Self-Sovereign Identity (SSI) where users will 
have full access to the management of their ID and technology that can potentially automate 
access to services and execution of ID-related processes. Also, still, there is no framework 
that ensures trusted operations in SSI with existing efforts mainly focussing on security 
ramifications only. This briefing presents the key pillars of trustworthiness in an attempt to 
sketch a framework that can be used to assess the capability of an EIDS system to carry out 
trusted operations against a family of properties defined for that purpose. 
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1. Background

From an information security perspective, the concept of trust is often linked to the ability of 
a system to behave in secure and predictable manner under different operational conditions. 
This ability is also linked to the satisfaction of specific security requirements that allow the 
components of an EIDS system for example, to resist errors and disruption while ensuring its 
secure operations often described as security capability.  

NIST defines trust as relative to the security capability of the system. This is due to the fact 
that trust at a system level can be measured (subjectively) by the complex interactions 
amongst different trusted entities within a system. However, these interactions between 
secure and trusted systems might not result in trustworthy operations because the 
combination of mutually reinforcing security controls are only a small part of the confidence 
that users can build and preserve for these systems.  

While the trust can be considered to be the confidence or belief one entity holds about the 
integrity, ability or character of another, trustworthiness of an entity regards the extent to 
which an entity is deserving of trust.  Developing for trustworthiness represents a step 
change in current influences, advancing new opportunities to reduce the reliance on an 
assumption of trust in a system and its underlying organisations with verifiable arguments 
around whether claims made warrant being trusted. 

Trustworthy EIDS systems are expected to operate in a certain level of acceptable risk 
despite environmental disruption and users place their trust on every aspect of these 
systems including its security-related attributes. In that respect, we approach the concept of 
trustworthiness in EIDS systems not only from their existing security capabilities and 
assurance levels associated with it, but also consider additional pillars that are influenced by 
these complex interactions (such as physical, technical, operational and so forth).  

The process of verifying an identity attribute for authentication purposes is at the core of 
EIDS systems and often combines organisational, technical and legal functions to collect 
and manage identity information. Therefore ensuring the operation of the technology used to 
execute these processes follows the EIDS’s mission and objectives, is an essential factor 
that influence owners’ and users’ perception of trust on them. These systems often 
amalgamate different technologies that co-exist in the EIDS ecosystem (such as service 
access and provision; authentication and identity mapping) and there needs to be evidence 
that these technologies and systems work and function as intended.  

These systems are often subject to different policies and procedures. The way these policies 
are enforced and monitored can be subject to internal and external scrutiny in the form of 
regulatory compliance audits. However, without achieving a certain degree of “openness” of 
these systems and their operations and empowering ID users to monitor mishandling, 
existing security ramifications alone will not be enough to increase trust in the use and 
operation of these systems. 
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1.1 Why trustworthy digital ID systems? 
Digital identity management is essential to expand digital economic activities and is 
considered a fundamental requirement for ID verification and proofing, financial transactions 
and online activities. The success of these systems is linked to the degree of trust that 
users, organisations and governments place on their services and operations. The end 
users are willing to take certain risks related to the use of the EIDS systems (trustee). 
Therefore, the users have a certain level of expectations from these systems that often 
impacts on the way they perceive the trustworthiness of EIDS.  

At the system level the users should also be provided arguments as to why they should trust 
the service provider and the internal processes and procedures that govern ID management 
in these systems. In that respect, there should be a process to assess trustworthiness for 
users and stakeholders to be able to build trust with the system components and reduce the 
risks associated with EIDS use. Based on that we therefore see the concept of 
trustworthiness being a core component in the EIDS design and assurance.  Figure 1 
illustrates how trustworthiness can be decomposed to its different facets (pillars) and the 
different features and mechanisms related to EIDS systems for each of these facets. 

1.2 Trustworthiness principles & trust modelling 
Trust forms the basis for decision-making and provides the motivation for maintaining long-
term relationships based on cooperation and collaboration. It is also well recognised that 
trust is important for promoting quick responses to a crisis, reducing transaction costs, 
avoiding harmful conflict and enabling cooperative behaviour. While the notion of trust has a 
storied history and is intuitively easy to comprehend, it has not been formally defined. There 
exists widespread literature on trust-based mechanisms and trust metrics. However, very 
little is known on how to model trustworthiness and how to quantify this with sufficient detail 
and context-based adequateness. Modelling and quantifying trust should account for system 
parameters including communication protocols, information sharing, social interactions and 
cognitive principles.  

Trusted systems’ design is typically limited to a particular application domain.  For instance, 
in sociology, trust is considered to be the subjective probability that another party will 
perform an action that will not hurt one’s interests under uncertainty and ignorance. While, in 
philosophy, trust refers to the risky action deriving from personal, moral relationships 
between two entities. In the realm of economics, trust is defined as a trustor’s motivations for 
cooperation in risky situations. In psychology, trust is treated as a cognitive construct an 
individual learns from social experience such as positive or negative consequences of 
trusting behaviour. In international relations, trust is described as the belief that the other 
party is trustworthy with the willingness to reciprocate cooperation. In organisational 
management, trust is defined as the willingness of the trustor to take risk and be vulnerable 
based on the ability, integrity, and benevolence of the trustee. In automation, trust is defined 
as the attitude that one agent will achieve another agent’s goal in a situation where imperfect 
knowledge is given with uncertainty and vulnerability. In computing and networking, the 
concept of trust is a subjective belief about whether another entity will exhibit behaviour 
reliably in a particular context with potential risks.  

Several factors affect an entity’s assessment of trust.  Commonly investigated factors (See 
Annex B) include risk, faith, fear, feeling, valence, power, delegation, control, credit, 
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cooperation, altruism, reciprocation, adoption, social and relational capital, norms, 
regulations, laws and contracts.  

With the proliferation of machine learning technologies, there is greater demand than ever 
before on building Artificial Intelligence (AI)-based systems which take into account the 
aforementioned notions of trust and trustworthiness. These technologies promise to 
revolutionise the identity and access management systems and mitigate against data 
breaches and additional risks in identity management (such as credential transfer, control 
access). They can also support the flexible and adaptable implementation of compliance 
rules for new security laws that can be a burden. However, expectedly, system designers 
are faced with a staggering challenge to incorporate each one of the aforementioned 
parameters into next-generation AI-systems. Recent progress in trustworthy AI is centred 
around designing systems that offer fairness, explainability, auditability and safety. These 
four dimensions are distilled from policy framework qualities which include privacy, 
accountability, safety and security, transparency, nondiscrimination, human control of 
technology, professional ethics and promotion of human values.  

Trustworthy AI-systems based on fairness, explainability, auditability and safety are widely 
analysed from two different perspectives - data-centric and model-centric. The data-centric 
stage consists of data collection, data preparation and feature engineering.  The model-
centric stage comprises training, testing and inference (See Annex B).   

1.3 Trusted digital identity systems 
Once trust has been modelled, the subsequent step is to validate underpinning metrics. A 
good measurement system provides an objective indicator of the trustworthiness of a 
system’s ability to meet the desired requirements. Early machine learning systems 
measured trustworthiness in terms of accuracy and precision. However, with the growing 
need of AI-based systems, measurements and metrics will go beyond the traditional metrics 
of security and privacy, and will include parameters such as reliability, resilience, robustness 
and ethics. Furthermore, the relationship and correlation between these six dimensions will 
aspect the choice of measurement systems and the associated metrics.  

Trusted digital Identity systems must always ensure a consistent set of verifiable attributes 
for each digital identity. They should also provide an immutable and verifiable link between 
individuals and their digital identity. This often entails access to 3rd party resources and 
services such as database systems, social records and credit card information. Users should 
also be able to use their trusted digital identity to access multiple security-sensitive services 
such as online banking and mobile money. Thus a trustworthy ID must be able to assert its 
trustworthiness in capturing, verifying and digitising ID-related information. With the 
automation and intelligence introduced in these processes, identity verification and capturing 
becomes a seamless process for subscribers. Smart digital identity verification is gradually 
replacing older procedures due to the added value to be had in identity governance. 
Examples include, but are not limited to, enhancing security in authentication processes, 
better user experience, consistent legal and regulatory compliance and reduced costs. The 
process of combining data security, user experience and insight management for different 
stakeholders (customers, employees and suppliers) using AI/ML in Identity and access 
management systems seems to promote efficient management of users’ digital identity.  
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There is widespread work on how to measure attributes of trust from complex, composite 
networks consisting of communication, information, social, and cognitive domains. (See 
Annex B)  

In defining a Trustworthy Digital Identity Systems Framework (TDISF), we will identify the 
measurable elements behind the relevant facets that support the establishment of 
trustworthiness across the system as a whole.  These facets are complex to achieve within 
system design and it is understood that they can have potential to be conflicting in their 
objectives. We capture the complexities of each facet and consider the tensions to 
determine the measures and pseudo measures that can be used to facilitate representation 
of trustworthiness within the context of particular use cases. 
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Figure 1 : Trustworthiness Facets, Attributes and Features 
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2. Trustworthiness Facets, Attributes and Features 

This section describes the key components of our trustworthiness framework (See Fig. 1). 
We decompose each of these components to articulate better their relationship to the six (6) 
facets identified. This conceptual framework analyses the facets of trustworthiness that can 
influence trust in EIDS. By addressing these facets, we can better measure the impact of 
perceived trust in these systems and assess their trustworthiness assurance. Trust towards 
the system is important for all stakeholders to engage with its services; thus, capturing and 
assessing EIDS trustworthiness can lead to deliberate decisions whether to take risks 
involved with EIDS use. Each of the pillars identified is broken down to their respective 
attributes.  

These attributes have been selected based on their relevance and significance on EIDS 
software features and processes during the whole ID management lifecycle. These 
attributes are intended to directly impact trust and influence the trustworthiness assessment 
of these systems holistically. We argue that for an EIDS to be trustworthy, the facets of 
security, ethics, privacy, robustness, reliability and resiliency must be considered in 
research. Moreover, the attributes for each of these facets (see Sec 3.2) must be defined 
and described within the context of EIDS operations. For the reason of distinction, we 
discuss them under the term trustworthiness attributes. We treat these attributes (for each of 
the facets) as important factors that can impact the overall perception of trustworthiness for 
an EIDS. Also, we focus on these attributes as they may have an impact not only on the 
performance, usability and accuracy of EIDS but also their ability to certify and accredit 
against formal specifications (that might have an impact on trustworthiness). We then 
proceed and decompose each of these attributes to their respective features and 
mechanisms. These features are key tactical and operational means to address the facets. 

2.1 Pillars (Facets) 
We identify and define the following trustworthiness pillars (facets) as part of our framework: 

Security: The protection of data, information and systems against unauthorised access or 
modification whether in storage, processing, or transit and against denial of service to 
authorised entities. 

Privacy: Ensure that personal and sensitive information transmitted, processed and shared 
is treated privately, in adherence to legal and regulatory restrictions governing its use. 

Robustness: The ability of the system to continue functioning in the presence of internal 
and external challenges without fundamental or drastic changes to its original operations or 
state1. 

Ethics: Ensure transparent, responsible and auditable operations throughout the whole 
lifecycle of data and information management in systems whilst enabling user empowerment 
into this process. 

1 There is no globally agreed definition of robustness, and the situation is further blurred by its relationship to 
resilience and stability (Michael Glodek, 2006) 
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Reliability: The ability of the system to perform in a consistent and expected way during a 
period of time in which it adheres to its performance specifications adequately. 

Resiliency: The ability of the system to adjust to internal and external conditions by 
adapting its operations to ensure the continuation of expected service under these new 
conditions. 

2.2 Attributes 
For each of the facets (pillars) in our framework, we define their corresponding properties as 
follows: 

Security 

• Confidentiality: The appropriate means and practices to controlling access
to data, information and processes to prevent unauthorised access and
disclosure.

• Integrity: The appropriate means and practices to ensure the correctness
and accuracy of data and information in use, transit and store.

• Availability: The appropriate means and practices to ensure that Information
systems, services and platforms are always available and provide timely
access to resources to authorised users.

Privacy 

• Communication: the expectation that measures are in place to ensure that
individuals’ information is communicated and or shared in a secure and
private manner and only be accessible by authorised and intended recipients.

• Processing: the expectation that measures are in place to ensure that
individuals’ information is processed2 in a secure and private manner and
only for the purposes it has been collected.

Robustness 

• Variability Control: the ability of a system to demonstrate appropriate and
standardised handling of unexpected changes in the expected outcomes of a
system’s operation.

• Maintainability: The degree at which the system and its sub-systems and
components are capable of being retained in or restored to serviceable
operation (Anil Mital, 2014).

Ethics 

• Transparency3: the ability of the system to enable visibility to users, and auditability
against its internal and external operations to ensure predictability of its outputs.

2 By “processing” we define the process of information collected, recorded, altered, stored, retrieved and deleted 
by manual or automated means. 
3 One may argue that this is not an ethical principal per se but it could be an ethically enabling or impairing factor 
(Turilli, 2009) 
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• Fairness: the ability of the system to demonstrate that it performs actions and is
governed by processes that are morally right and equitable for all its users.

• Explainability: The ability of a system to demonstrate comprehensibility to assist
users with understanding why particular outcomes have been delivered (Schneider,
2020).

Reliability 

• Repeatable: the ability of the system, and users, to execute repetitive tasks
and actions to govern the identity life cycle.

• Consistent: the ability of the system to handle and reconcile errors which
can led to inconsistencies in the identity life cycle management.

Resiliency4 

• Recover: the ability of the system to implement and deploy appropriate
mechanisms and functions to maintain plans for resilience and to restore any
capabilities or services that were impaired due to an incident.

• Detect: the ability of the system to implement and deploy appropriate
mechanisms and functions to discover and identify the occurrence of an
incident

• Protect: Develop and implement appropriate safeguards to ensure the
delivery of critical services.

2.3 Features and Mechanisms 
In this section, we identify the key features for each of the facets’ attributes defined in 
section. 3.2. We tabulate these features for better articulation. These features will be used in 
our future research activities to derive appropriate TAL requirements for each of the facets 
that will enable a systematic trustworthiness assessment of existing and emerging EIDS 
systems. 

For each of the facets’ attributes we identify the following features and mechanisms 
(Abbreviations identified in Annex C): 

4 Following from the NIST CSF (Technology, 2018) 
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Table 1 Trustworthiness features and mechanisms - Security 

SECURITY 

Confidentiality, Integrity, Availability 

Features and Mechanisms Description 

Access Control (AC) Methods • Evidence on deployment and use of relevant and
suitable AC mechanisms;

• Segmented access to resources;
• Grant access rights management processes;
• deployment of DAC, RBAC, ABAC, MAC;
• Physical and logical segmentation;

Security Assessment and 
Auditing 

• Evidence on systematic security assessment (for
example, penetration testing, breach
assessment);

• Use of standardised methodologies and tool (such
as OSSTMM, OWASP, PTES and ISSAF);

• Identification and prioritisation of threats;
• Assess current security performance;
• External and internal security audits;
• Definition of periodic and regular assessments;

vulnerability assessment;
• Design control policies and procedures.
• Review standard operating procedures and

policies; configure management;
• AC assessment;
• Security policy sanity checks;

Authentication-Authorisation-
Accounting (AAA) 

• Identify all applications and entities in the
environment; Principle of Least Privilege;

• Principle of Separation of Duties;
• AC capability assessment;
• User authentication and authorisation processes

and procedures;
• Assigned authorisation levels that define access;
• Network or applications way of identifying a user;
• Maturity level of identification processes;
• Level of enforcing policies;
• Attributes to describe authorised actions;
• Clear set of restrictions on access (including

geographical, network-based, route-based and the
like);

• Accounting measures in place;
• Managing of accounting records;
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• Access to standardised authentication methods
(including RADIUS, TACACS+ and Kerberos
among others)

SSO, MFA • Restrictions on multiple authentications in single
sessions;

• Evidence on several different factors to verify a
person’s Identity; (including smartcard, FIDO
token, OTP, mobile devices, biometrics);

• Location-based authentication using GPS, IP
address, or Integrated Windows Authentication
(IWA);

• Evidence on secure storage and processing of
various SSO credentials;

• Criteria for MFA verification;

Identity Governance and 
Intelligence 

• Ensure connectivity to all sources of Identity;
• Purpose-built repository to share Identity;
• Evidence industry standards for protocols,
• Data sources to exchange identity and account

information;
• Evidence and audit of all connectors used to

manage identity and account information;
• Audit and administer access to different classes of

applications (group membership);
• Using examples of connectors such as: LDAP,

JDBC, CSV, REST, and SCIM; clear evidence of
connecting people to accounts (correlation);

• Evidence of compliance with standards when
processing data in unstructured data repositories
(such as Onedrive and Sharepoint);

• Evidence of technical access control facility
(entitlement catalog);

• A defined set of LCM Human Resources (HR)
states;

Evidence of Layered-Security • Evidence of protecting Digital ID components and
digital assets with several layers of security;

• Evidence of Layered security controls
(administrative, technical, physical);

Defence-in-depth • Evidence of a multifaceted strategic plan for
monitoring, alerting and emergency response for
the EIDS;

• Rapid notification and response procedures in
place;
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Policy enforcement and 
protection of PII/SPII 

• Data Loss Prevention (DLP) technologies in place
(including cloud access security brokers (CASBs)
technical security controls such as NGA firewalls
and gateways);

• Use of Privacy Enhancing Technologies;

Regulatory Compliance (DID 
assurance) 

• Evidence of Internal and external audits;
• Proactively address compliance requirements;

compliance with regulatory standards (such as
ISO27001, ISO/IEC 24760, ISO/IEC 29115,
ISO/IEC 29146, GDPR, DPA, PCI-DSS and
HIPAA);

• Assess the ability to aggregate and correlate
identity data;

• Conduct baseline access certification;
• Provide proof of compliance;
• Perform closed-loop audit on all changes;

Cryptographic protection • Evidence of appropriate cryptography policies;
• Use of strong cryptographic algorithms for

symmetric and asymmetric cryptographic
operations;

• Use of approved algorithms with appropriate key
lengths; evidence of practical recommendations
for deployment in EIDS;

• Ensure non-repudiation (such as the use of
digitally signed transactions);

Maturity level of security 
policies in place 

• Attributes Requirement Analysis conducted;
• Clear set of requirements for the information

security management system governing identity;
• Evidence of appropriate security policy

management capability models used;
• Monitoring and alerting on policy changes;
• Business impact from security changes;
• Evidence on security policy

automation/optimisation based on emerging
technologies and developments in identity
requirements;

• Evidence of assessing gaps between logical and
physical infrastructure;



17 

SSO or federated access Mngt 
support 

• Separation of Duty (SoD) policies;
• Evidence of business rules captured in a

governance platform;
• Account policies management; understanding and

cataloguing entitlements;

Vulnerability Management • Evidence of classifying, prioritising, remediating,
and mitigating vulnerabilities; use of vulnerability
Management tools;

• Formatting checklists and test procedures;
• Measuring vulnerability impact;
• Share information obtained;

Risk Response • Evidence of security risk management;
• Plans for risk responses;
• Evidence of risk management planning;
• Compliance with relevant standards for

cybersecurity risk management (including ISO
27001L2013, NIST CSF, ITU-T X1208 (01/2014),
ISO/IEC 15408:2009, ISO/IEC 17030:2003 and
NIST SP 800-122 among others)

Systems & Communications 
Protection 

• System and communications protection policy and
procedures;

• Enforcing requirements;
• Implementation and testing of communication

protection policy;
• Evidence of good practice and adherence to

directives and standards (from bodies such as
NIST and ISO)



18 

Table 2 Trustworthiness features and mechanisms - Privacy 

PRIVACY 

Communication, Processing 

Features and Mechanisms Description 

Collection and Data 
minimisation 

• Evidence of the amount of personal data that
needs to be collected;

• Specify reasons for the collection and use of data;

User Consent for attributes' 
collection, processing, re-use 
and release 

• Evidence that user consent has been obtained;
automated processing of personal data should be
documented;

• Provide information to users about the data
processing;

• Facilitate human intervention or challenge a
decision with regards to data processing;

• Regular checks that data is treated as intended;

Limited attribute retention • Appropriate retention policy in place;
• Demonstrate controlled access to personal

attributes;
• Restrict the information that can be retrieved by

3rd party service providers;
• Support conditional anonymity;

Remote Identity Proofing and 
Non-Face-to-face Onboarding 

• Ensure controls are in place to facilitate remote
identity proofing and enrolment in a way that
reduces privacy and fraud risks;

Use Limitation • Clear and standard data use limitation (DUL)
statements;
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ID attributes collected fit for 
scope and purpose 

• Ensure all ID attributes collected are fit for use;
• Proof that ID attributes have been collected for a

specific purpose;
• Proof that ID attributed have been used for the

purpose they have been collected; evidence of
measures and safeguards against ID attributes’
abuse’;

• Audit-trail record of ID attributes’ management
lifecycle;

Troubleshooting identity 
proofing 

• Measures in place to validate sufficient
information about users;

• Demonstrate steps in identity verification
troubleshooting; verify information in a privacy-
preserved manner;

Privacy Impact Assessment 
(PIA) 

• Conduct periodical PIA;
• Maintain an up-to-date privacy risk register;
• Clear sets of criteria for each of the processing

operation that requires PIA;
• Evidence that DPIA is continuously reviewed and

regularly re-assessed;

Privacy Risk Mitigation Plans • Appropriate and documented privacy risk
mitigation steps;

Well defined privacy models 
and policies 

• Documented privacy policies and requirements;
• Privacy goals analysis;

Secondary use • Clear evidence of information flows;
• Plans to achieve the safety for information shared;
• Evidence of multilateral information flow control

technically enforced;
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Privacy Standard(s) • Compliance with relevant privacy standards
(including, but not limited to, GDPR, ISO/IEC
27701, Regulation on Privacy and Electronic
Communications; Cybersecurity Act; ISO/IEC
29101:2013, ISO/IEC 27550 and ISO/IEC 27550)
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Table 3 Trustworthiness features and mechanisms - Robustness 

ROBUSTNESS 

Variability Control, Maintainability 
Features and Mechanisms Description 

Expected outcomes from unexpected 
inputs 

• Ensure the system can predict affective
responses to unexpected outcomes;

In time provisioning and de-
provisioning processes 

• Presence and management of an
enterprise-class provisioning engine;

• Documented processes for delivering
access to applications and data; evidence 
on how the system interacts with legacy 
provisioning systems (such as identity 
provisioning integration patterns);  

• Evidence of ongoing assignment and de-
assignment lifecycle(s);

• Provisioning engine fail-over, retry and
recovery scenarios present;

• Metrics available on execution and
process flows; built-in tracking;

• Monitoring, and root-cause analysis
capabilities;

Tolerate process variability in 
operating and environmental 
conditions 

• Monitor environment instability; manage
equipment malfunctions and / or errors;

• Evidence of standardisation on the way
that ID attributes are collected and
processed;

• Monitor changes associated with data
storage and processing;

Evidence of maintainability 
Requirements 

• Ongoing monitoring and maintenance of
ID governance policies;
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Table 4 Trustworthiness features and mechanisms - Ethics 

ETHICS 

Transparency, Fairness, Explainability 
Features and Mechanisms Description 

Data and process 
provenance 

• Extensive delegation and scoping capabilities
defined;

• Approval workflows clearly defined and
communicated;

• Evidence of a flexible request catalog model;
• Documentation on testing;
• Demonstrate contextual allocation of data;
• Applicable data handling rules;
• Deletion routines implemented;
• Detailed register of data processing tools;

Evidence of user 
empowerment to monitor 
use and potential misuse 

• Full visibility into what is being requested by whom;
• Tracking and management data for reporting;
• Evidence of communication of improper reporting or

access awarded;
• Easy access to own personal data;

"Openess" of systems and 
algorithms managing the 
EIDS 

• Ensure recognisable algorithms used in EIDS;
• Evidence that users have been given knowledge

and control over the processing of their data;
• Analytical parameters to eliminate “black-box”

situations;
• Human-readable policies;
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Audit-trail on how the Identity 
was used 

• Clear identification of all log sources in the system; 
appropriate log storage and disposal policies;  

• Evidence of enterprise-level log security 
mechanisms;  

• Transparent Log Management infrastructure 
components;  

• Clear audit trail on how ID is managed in the 
system;  

• Monitor log rotation; 

Decisions are made in an 
appropriate manner based 
on users' consent 

• Evidence of legal and regulatory compliance for all 
automated individual decision-making and profiling; 

Evidence of measures 
taken to assure inclusivity 
and accessibility for all 
who have a right of access 
 

• effort to assess and reduce barriers to access 
• considerations and provision of alternative 

access where needed 
• governance of its application 
• clear assessment of the impact of non-

engagement on basic user rights 
• documented processes to facilitate inclusive 

enrolment  
• Clear assessment of the ease of access for 

different user groups  
• Clear criteria for exclusivity and reasoned 

argument (such as societal or health 
protections) as to why this is appropriate 
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Table 5 Trustworthiness features and mechanisms - Resiliency 

RESILIENCY 

Recover, Detect, Prevent 
Features and Mechanisms Description 

EIDS Internet face protection • Update programs and systems regularly;
• Patch management;
• Network security controls catalogue;

Internal EIDS security 
processes enforced 

• Measure the health of controls in place (evidence on
cyber due diligence);

• Monitor 3rd party vendors;
• Identify additional resilience measures;
• Benchmark performance against different systems;

Back up and Disaster 
Recovery Plans 

• A comprehensive BCP and DR strategy in place;
outputs of BIA;

• Determine acceptable downtime for each critical
function; Clear scope of recovery plans;

• Evidence of testing the continuity plans;
• Review and improvements;

Cyber resilience strategy in 
place 

• Evidence of plans to ensure business and system
delivery; document safe-to-fail capabilities of
systems and processes;

• Demonstrate multi-layer protections of systems and
sub-systems; evidence of a resilience architecture in
place;

Demonstrate balance 
between preventive and 
detective controls 

• Separation of duty rules implemented;
• Monitor new access provisioning or self-service

access request;
• Periodic policy evaluation for detective controls;

access reviews;
• Reporting and analysis, and inventory variance

assessment;
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Reaction to Security 
incidents against the EIDS 

• Mitigation plans to re-establish operational
efficiency; evidence of well-defined incident
response plans;

• develop and Document IR Policies;
• Define Communication Guidelines;
• Use of threat intelligence feeds;
• Evidence of post incident handling processes;

ID recovery • Fully automated password recovery and reset
capabilities;
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Table 6 Trustworthiness features and mechanisms - Reliability 

RELIABILITY 

Repeatable, Consistent 
Features and Mechanisms Description 

Streamlined user contact points and 
processes 

• Usability considerations specific to the pre-
enrolment/enrolment sessions;

• Clear enrolment session procedures and
guidelines;

• Required identity evidence for registration;
• Notification and confirmation procedures;

• Checklist of actions and requirements to
ensure successful enrolment;

• Appropriate safeguards to detect
discrepancies in the identity evidence;

• Set user expectations regarding the
outcomes;

EIDS sufficient Assurance Levels 
against Fraud risks 

• Ensure the independence and reliability of
the EIDS against fraud by the accuracy of
the results it produces;

• Benchmark against FATF Guidance on
Digital Identity;

• Check compliance with existing national
and international ID assurance
frameworks and standards (see UK
Identity Assurance Programme)

Government approved audits • Provide evidence of Government
approved audits as part of the system’s ID
assurance;

Evidence of assurance assessment • Provide evidence of internal/external
assurance assessments;

• Define the IAF against which the EIDS has
been assessed;
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Handling unexpected termination and 
unexpected actions 

• Protocols and procedures for error
handling in systems and processes;

• Configure error handling methods;

3. CONCLUSION 

Understanding of the assurance levels of EIDS necessitates a decomposition of the 
technology, architecture and governance of these systems. However, existing applications of 
risk-based approaches to understand assurance levels and assess whether the EIDS is 
reliable, should also consider additional facets when it comes to trustworthiness. This report 
decomposes the different facets that constitute trustworthiness with emphasis placed on 
EIDS operations. We provide a set of attributes for each of the facets and a comprehensive 
list of associated features. The latter will be used as the basis in our forthcoming research 
activities to derive the different trustworthiness assurance levels (TAL) for each of the facets. 
We anticipate this framework to act as a tool for the perceived trustworthiness estimation 
and assessment in EIDS. We currently investigate steps for the verification of the 
relationship between the trustworthiness features and its addressed trustworthiness facets 
for EIDS. This will enable us to measure a feature’s relative impact on trustworthiness and 
systematically derive the EIDS trustworthiness goals and requirements to measure their 
assurance for each of the facets. 

!

!
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Annex A: Further reading 

Assessment of trust 

Several factors affect an entity’s assessment of trust.  Commonly investigated factors 
include risk (Luhmann, 1979), faith (Castelfranchi and Falcone, 2010), fear (Lazarus et 
al,  1970), feeling (Castelfranchi, 2009), valence (Dunn and Schweitzer, 2005), power 
(Farrell, 2009), delegation (Norman and Reed, 2010), control (Castelfranchi and 
Falcone, 2000), credit (Jøsang et al, 2006), cooperation (Axelrod, 1981), altruism 
(Trivers, 1971), reciprocation (Harcourt, 1991), adoption (Hardin, 2002), usability (Roy et 
al, 2001), social 
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and relational capital (Putnam, 2000), norms-regulations-laws-contracts (Castelfranchi, 
1995).  

Trustworthiness of AI 

Issues related to trustworthiness of AI in data-centric stage have been investigated.in (Blum 
and Langley, 1997), (d’Alessandro et al, 2017), (Dietterich and Kong, 1995), (Duwairi and El-
Orfali, 2014), (Efron, 1994), (Friedler et al, 2019), (Zelaya, 2019), (Guidotti et al, 2018), 
(Gupta et al, 2017), (Huysmans et al, 2017), (Lahiri, 2013), (Lemaître et al, 2017), (Luong et 
all, 2011), (Pedreshi et al, 2008), (Settles, 2009), (Uysal and Gunal, 2014), (Feinman et al, 
2017), (Metzen et al, 2017), (Xu et al, 2017).  Trustworthiness in model-centric stage of AI 
have been reported, for example, in (Fung et al, 2005), (Hajian et al, 2016), (Hajian et al, 
2014), (Kamishima et al, 2012), (Madras et al, 2019), (Caruana et al, 2015), (Henelius et al, 
2014), (Krishnan and Wu, 2017), (Lou et al, 2012), (Lou et al, 2013), (Fredrikson et al, 
2015), (Fredrikson et al, 2014), (Tramèr et al, 2016). 

Measuring trust and trustworthiness in machine learning 

Examples of the main formal techniques for measuring trust and trustworthiness in machine 
learning-based systems include fuzzy logic (Selvaraj and Sundarajan, 2017)- (Nefti et al, 
2005),  subjective logic (Josang, 2016) - (Oren et al, 2007), Dempster–Shafer theory (Deepa 
and Swamynathan, 2014) - (Esposito et al, 2018), ratings (Resnick et al, 2000) - (Buchegger 
and Le Boudec, 2004), weighting (Pirzada and McDonald, 2004) - (Hung et al, 2007), neural 
network (Song and Phoha, 2004), (Baohua et al, 2005),  Bayesian networks (Songsiri, 2006) 
- (Nguyen et al, 2007), game theory (Michiardi and Molva, 2002), (Xiong and Liu, 2003),
swarm intelligence (Jiang and Baras, 2004) - (Marmol et al, 2009), credential and policy
(Santos et al, 2012) - (Olmedilla, 2007), and others (Lee and Turban, 2001) - (Su et al,
2010).

!
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ANNEX B: ABREVIATIONS 
EIDS Electronic Identity management systems 

OSSTMM The Open Source Security Testing Methodology 

OWASP Open Web Application Security Project 

NIST National Institute of Standards and Technology 

PTES Penetration testing execution standard 

ISSAF Information Systems Security Assessment Framework 

CSF Cyber Security Framework 

MAC Mandatory Access Control 

RBAC Role-Based Access Control 

ABAC Attribute-Based Access Control 

DAC Discretionary Access Control 

SSO Single sign-on 

MFA Multi-factor Authentication 

RADIUS Remote Authentication Dial-In User Service 

TACACS+ Terminal Access Controller Access-Control System Plus 

SCIM System for Cross-domain Identity Management 

LCM Lifecycle management 

HR Human-resources 

BCP Business Continuity Planning 

DR Disaster Recovery 

PIA Privacy Impact Assessment 

BIA Business Impact Analysis 

CDD Customer Due diligence 

FATF Financial Action Task Force 

IAF Identity Assurance Framework 

TAL Trustworthiness Assurance Levels 
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ANNEX C: Referenced Standards & Regulations 

GDPR General Data Protection Regulation 
ISO27001L2013 Information Security Management System 
ISO 27001 Information Security Management 
ISO/IEC 27701 Security techniques -Privacy Information 

Management  
ISO/IEC 29101:2013 Information technology -security techniques – privacy 

architecture framework 
ISO/IEC 27550 Information technology - security techniques – 

privacy engineering for system lifecycle processes 
ISO/IEC 24760 IT Security and Privacy — A framework for identity 

management — Part 1: Terminology and concepts 
ISO/IEC 29115 Information technology — security techniques — 

Entity authentication assurance framework 
ISO/IEC 29146 Information technology — Security techniques — A 

framework for access management 
ISO/IEC 24760 IT Security and Privacy — A framework for identity 

management — Part 1: Terminology and concepts 
ISO/IEC 17030:2003 Conformity assessment — General requirements for 

third-party marks of conformity 
NIST SP 800-122 Guide to Protecting the Confidentiality of Personally 

Identifiable Information (PII) 
NIST CSF Cyber Security Framework 
ITU-T X1208 (01/2014) A cybersecurity indicator of risk to enhance 

confidence and security in the use of 
telecommunication/information and communication 
technologies  

Regulation on Privacy and 
Electronic Communications 

UK law that implements the EU’s ePrivacy Directive 
(Directive 2002/58/EC) 

Cybersecurity Act European Union Act on Cybersecurity 
DPA United Kingdom Data Protection Act 
PCI-DSS Payment Card Industry Data Security Standard 
HIPAA (US) Health Insurance Portability and Accountability Act 




