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1 Purpose  

The current document was produced as part of a project titled “Resilience in Value Chain and 
Worker Vulnerability Reduction - Trusted digital identity and payments in the supply chain”. 
The project ran from October 2020 to June 2021 and involved Traidcraft Exchange; Alliance 
Manchester Business School, and Incudeas Ltd. 

The project formed part of the first wave of seven impact projects hosted within the overall 
Turing Institute, and Gates Foundation, funded “Trustworthy Digital Infrastructure for Identity 
Systems project” 

2 Executive summary 

The “Resilience in Value Chain and Worker Vulnerability Reduction - Trusted digital identity 
and payments in the supply chain” project has produced a total of four summative reports. 
While each report stands alone, they freely cite and complement each other. 

The current report, Potential Solutions to Support Informal Workers in Apparel Sector Supply 
Chains, builds on the qualitative research carried out by Traidcraft Exchange and its partners 
and explores how technology might be used to reduce vulnerability and improve resilience for 
informal workers working in the apparel sector in India.  

• It is based around the needs of homeworkers around New Delhi, India with some input 
also from Ambur, Tamil Nadu, which is a centre for leather goods.  

• Possible options were explored and it was recognised that due to the lack of 
organisation, lack of digital access and low levels of literacy, informal workers would 
not be able to engage without support.  

• This resulted in the proposal of a series of bottom-up technology interventions based 
around the activities of community-based organisations to support workers.  

• This makes use of decentralised identity as a basis for registering workers and to 
enable information to be captured to increase visibility of working conditions.  

• The approach allows for scaling and for evolution to a more transparent, automated 
supply chain.  

• The report outlines where further investigation and development is required. 

The project’s other reports include: 

• “The Risks of interventions in the Indian Textile Supply Chain” which focuses on the 
matter of risk and tries to identify the potential harms that naive digital interventions in 
the digital supply chain might cause; the ways in which even a well thought out 
intervention in the digital supply chain might fail to improve the lot of the homeworkers; 
and the practical obstacles that we would expect to encounter when implementing the 
range of technological interventions developed during this project. 

• “Informal workers in fashion supply chains - Preliminary Consultations to Inform a 
Tech-Assisted Support System”, which describes the interview methodology and 
results used in the project. 

• “Decentralized Identity at Work, An Apparel Manufacturing Case Study”, which greatly 
develops the requirements to understand the needs, vulnerabilities and risks 
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experienced by informal sector workers using a case study of female homeworkers in 
the Indian garment manufacturing sector. 

3 Introduction 

This paper forms part of a research project to explore how technology might be used to reduce 
vulnerability and improve resilience for informal workers and in particular homeworkers in 
working within the supply chain for the apparel sector. 

This project entitled “Resilience in Value Chain and Vulnerability Reduction:  The Role of a 
Trusted Digital Identity and Integrated Supply Chain and Payment System” has been 
undertaken by the Alliance Manchester Business School, University of Manchester, Incudeas 
Ltd., a UK based consultancy, and Traidcraft Exchange, a UK registered charity. The project 
has been co-funded through an award by the Bill and Melinda Gates Foundation through the 
Alan Turing Institute. 

The starting point for the research has been to understand the situation and perceived needs 
of informal workers and different actors within the supply chain and from there to explore and 
develop potential solutions to meet those needs and that will, it is hoped, ultimately lead to 
reduced vulnerability and improved resilience.  

The research is based around the needs of homeworkers based in the National Capital Region 
around New Delhi, India, although input was also received from workers in Ambur, Tamil 
Nadu, ,which is a centre for leather goods. While the research has focused on a particular 
area and group of homeworkers, the assumption is that this represents a common set of needs 
and that any interventions or solutions may be applicable to a wider group. 

Based on initial desk research and analysis from on-the-ground interviews with homeworkers 
and other supply-chain actors, a series of ideation sessions took place to explore possible 
solutions that could address particular needs that had been identified. This considered both 
technical and non-technical interventions. 

This process resulted in a series of possible technology interventions which could be deployed 
on a limited basis and then scaled to support additional geographic locations and to provide 
more sophisticated capabilities to support the supply chain and in particular homeworkers. 

The purpose of this paper is to  

• Outline the drivers and needs within the supply chain that have formed the starting 
point for this analysis 

• Discuss some of the insights arising from analysis of qualitative research 

• Outline the approach taken in terms of ideation around possible solutions 

• Describe the output of the ideation process which we have articulated in terms of a 
series of technology interventions that can be deployed at a local level with the 
potential to scale to other location to extend the capabilities to create greater utility 
within the supply chain 

• Outline the technical design and implementation considerations 

• Review the qualitative feedback received during a second phase of research to test 
these concepts 

• Outline the next steps to undertake a more detailed scoping and design stage 
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4 Requirements and Needs of Supply Chain Actors 

Figure 1 shows a simplified view of the supply chain that operates within the apparel sector in 
India. Brands place orders for the manufacture of garments with suppliers who in turn may 
sub-contract work out to other manufacturing units or to contractors who provide a variety of 
specialised services (embellishment) or finishing of garments using homeworkers.  

Suppliers may sub-contract work to informal manufacturing units (colloquially known as 
“Fabricators”) who employ informal workers. 

Contractors may use a number of sub-contractors or agents in order to commission work from 
homeworkers and deliver garments to and collect garments from homeworkers. There can be 
a number of intermediaries between the contractor interfacing with the supplier and the 
homeworkers who do the work. 

Workers, therefore, can be divided into several categories – formal factory workers, informal 
manufacturing unit workers, informal piece-rate factory workers and informal piece-rate 
homeworkers. Figure 1 focuses on informal workers in the supply chain.  

 

 
Figure 1 - A Simplified View of the Supply Chain 

A key element of this project has been to understand in detail the issues faced by, and the 
needs of informal workers and in particular homeworkers.  

Desk-based research provided an overview of the general situation and the structure of the 
supply chain and how it operates. With the support of Traidcraft Exchange a series of 
interviews were conducted with different supply chain actors but with a focus on the needs 
and issues faced by homeworkers [1]. The focus of this research was in Kapas Hera, a peri-
urban colony in Southwest Delhi, situated on the Delhi-Gurugram border in India.  

Kapas Hera is mostly inhabited by migrant workers, most of whom are directly or indirectly 
associated with the export-oriented garment manufacturing industry in Udyog Vihar, 
Gurugram (Haryana, India). Owing to its proximity to Udyog Vihar, workers in Kapas Hera are 
known to be associated with both global as well as domestic supply chains.  

While the total number of homeworkers in Kapas Hera is not known, a local civil society 
organisation (CSO) estimated the number to be at least a thousand women homeworkers who 
perform essential tasks on fashion garments such as thread cutting for finishing, sewing 

Contractor 

Home 
worker 

Manufacturer 
/ Supplier

Brand

Fabricator

Sub-
Contractor 

Worker

Formal Sector Informal Workers
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buttons, making and attaching tassels, sewing eye hooks, sewing buttons, inserting strings in 
trousers, embellishment with pearls and sequins etc.  

The fact that their numbers are unknown is reflective of their vulnerability as an invisible 
workforce, whose rights and entitlement as workers are nobody’s responsibility.   

These workers are hired on a piece-rate basis by contractors or sub-contractors who 
themselves get this work from garment factories in Udyog Vihar. The supply chain is highly 
complex and opaque due to multiple tiers and their dynamic nature. These workers are 
vulnerable to exploitation and are not recognised for the contribution they make as productive 
workers. This is the case not only in global and domestic supply chains but also within their 
families and communities.   

Based on the research, the following summarises the high-level requirements and needs that 
have been identified. 

4.1 Supply Chain Requirements 
4.1.1 Brands 
Brands will specify the design of garments and the materials to be used and will place orders 
with manufacturers: 

Trends are towards lower costs and shorter order lead-times for fashions – this may require 
faster turnaround by the supplier but based on feedback from one brand the view was that this 
has already been optimised (at least in their case) 

• International Brands are under pressure to ensure that there is no exploitation within 
the supply chains that they use 

o They have social, economic, and ethical responsibilities  

o e.g. Workers are treated fairly etc. 

o They need to comply with various regulations and reporting requirements - (e.g. 
UK Modern Slavery Act) as well as domestic laws – this is likely to become 
more significant going forwards 

o They require some level of assurance to demonstrate their compliance – 
traceability and transparency 

o This is often achieved via regular audits either directly by the brand or via a 
third-party organisation. 

o In order to minimise compliance risks, some brands adopt a “no homeworker” 
policy – however, this reduces available work for home-based workers who 
typically rely on this work to be able to ‘make ends meet’ 

• The requirements on domestic brands to comply with such regulations are currently 
less stringent 

4.1.2 Manufacturers/Suppliers 
Manufacturers/Suppliers are Indian-based and responsible for the manufacture of garments 
etc. and also may take on some of the design work. They are competing with other 
manufacturers to win business. During the research it was clear that they have pre-existing 
relationships with their sub-contractors (e.g. Fabricators and contractors) that they make use 
of as required. The manufacturers/suppliers: 
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• Need to be seen to be complying with requirements placed on them by Brands 

• Are under pressure to deliver to time, quality, and cost to brands 

• Rely on sub-contracting to the informal / unorganised sector for (i) specific 
expertise/skills and work (that is not easily done by machine) (ii) to save costs and 
allow flexible supply 

o Typically, manufacturers have limited visibility of homeworkers / other informal 
workers involved in the supply chain 

o They need garments/goods to be turned around quickly to specification and to 
an acceptable level of quality 

 

4.2 Characteristics of Contractors and their Agents 
The primary interface between manufacturers and informal homeworkers is via contractors 
and their sub-contractors. There may be a number of intermediaries between the 
manufacturer and the homeworkers and typically the manufacturer has little visibility of who is 
doing work for them and the rates that they are paid.  

The rate per piece is typically set between the manufacturer and the contractor. The contractor 
then takes a margin and sets a rate per piece for the sub-contractors and workers that they 
pass the work on to. 

Contractors take the work from manufacturers - they collect the garments to be worked on 
from the manufacturer and distribute them to the homeworkers that they use.  

A distinction needs to be made between contractors who are the primary interface with 
suppliers who are typically male and community based sub-contractors who are typically 
female and interact with the female homeworkers. In some cases these were husband and 
wife teams or close family members within Kapas Hera. 

It may be that in practice a contractor receives work and then distributes work to a number of 
sub-contractors apportioning a part of the whole job to different sub-contractors. In some 
situations this is passed to other sub-contractors or agents before reaching homeworkers who 
do the work. 

At a high-level contractors / sub-contractors have the following characteristics: 

• They exist at different tiers of the chain (for instance there can be contractors that take 
orders from factories, and others (contractors or sub-contractors) who directly interact 
with homeworkers) 

• They take a margin for the work that is completed 

o The supply chains can be complex with multiple intermediaries (contractors) 
each taking a margin 

• A number of the sub-contractors who interact with homeworkers are typically women 
who have a direct relationship with the workers and may well have been homeworkers 
themselves. 

• They organise the delivery and collection of garments 

• They check the quality of returned garments 
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• They keep a record of orders, work completed, payment due and payments received 

o They also keep track of work and payments due for individual homeworkers 

• Contractors and sub-contractors are often subject to delayed payments from suppliers 

• They are themselves unorganised, unrepresented, and economically vulnerable, and 
may receive payments below minimum wage levels 

o Female contractors / sub-contractors can experience sexual harassment and 
verbal abuse. 

• In some cases, contractors / sub-contractors can be demanding and aggressive 
towards workers 

o Sexual harassment and verbal abuse are not uncommon 

o Homeworkers are cautious of complaining or raising any grievances for fear of 
the repercussions 

4.3 Needs of Home Based and Other Informal Workers 
Informal workers can be both male and female although homeworkers are usually female. 
Apart from the constraints imposed by home-based work and the risks around harassment for 
women, many of the needs apply equally to other informal workers and to supply chains in 
other sectors. The following summarises the needs for homeworkers1: 

• Women choose to work from home largely because they do not have alternative 
livelihood opportunities due to family responsibilities, social norms, etc.  

• Homeworkers are reliant on receiving work from contractors or sub-contractors 

o In some cases, they may work for more than one contractor / sub-contractor 

o Sometimes garments are dropped off and collected by the contractor / sub-
contractor. At other times homeworkers may pick up garments (e.g. from 
neighbourhood sub-contractors) 

• Workers are paid a piece rate per item with pay levels typically below the minimum 
wage (estimated ~25% of the minimum wage) 

o Payment is in cash 

§ This is preferred by homeworkers as they can retain control of their 
earnings. In our research all homeworkers spend the little money they 
earn on household expenses / their families 

o Homeworkers may have to rely on loans from friends and family and credit from 
the local grocery stores to make ends meet. 

o They want better pay and to be paid regularly  

o Some issues have been reported about regularity of payment. This is often 
related to contractors and sub-contractors themselves not being paid. 

 
1 Further detail can be found in reference [1]  – this overview of the key findings resulting from a small-scale, in-
depth study conducted in Kapas Hera and Ambur conducted by Traidcraft Exchange during Phase 1 
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• The amount of work and therefore the amount of income can be variable.  

o There has been significant impact during the Covid pandemic with lower rates 
as a result of less work and more workers needing work. 

• Homeworkers are often not recognised as workers and have no labour rights 

o Brands and even the manufacturers, responsible for the manufacture of 
garments, often have no visibility of informal workers who are working for them.  

o Informal workers are rarely aware of who they are doing the work for. 

o Homeworkers are unaware of their rights as workers 

o Homeworkers want their contribution to be recognised 

• A relatively small number of homeworkers currently have access to a smartphone 

o This may be through a family member 

o A higher proportion have access to a basic mobile phone but this is still low. 

o It may be that, based on current trends, access to a smartphone will increase 
over time 

• Literacy and in-particular digital and financial literacy are low 

o They will tend to keep a record of work done and what is owed but this is not 
always written down. 

o Home based workers may, for example, know how to make a telephone call 
but not know how to make use of different apps on a smartphone even if they 
had access to one. 

 

5 Approach 

 
Figure 2 - Approach for Needs Capture and Analysis 

Figure 2 outlines the high-level approach that has been used in the project. After 
understanding the structure of the supply chain, working conditions for informal workers and 
the needs identified through desk research and a series of interviews with supply chain actors, 

Background	Research
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around	tex*le	industry	and	
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supply	chain
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reliability,	risks,	access,	and	
privacy

• Review	and	analyse	exis*ng	
iden*ty	and	payment	solu*ons	
and	implica*ons	of	alterna*ve	
approaches	such	as	SSI

Qualita4ve	Research	(Phase	1)

• Clarify	focus	for	qualita*ve	
research	and	key	actors

• Based	on	supply	chain	analysis	
and	background	research	
prepare	a	research	brief	to	
look	at	needs	and	use	of	
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facili*es	for	iden*ty	ad	
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• Conduct	Qualita*ve	Research	
to	understand	needs	of	
homeworkers	and	how	supply	
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currently	and	future	
aspira*ons)

• Summarise	research	outputs

Analysis	&	Iden4fica4on	of	Possible	
Interven4ons

• Analysis	of	research	output	
against	research

• Refine	needs	analysis	and	key	
points	of	exchange	that	could	
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the	beLer
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including	technology	solu*ons	
that	may	be	used	to	reduce	
vulnerability	and	improve	the	
situa*on	for	homeworkers

Qualita4ve	Research	(Phase	2)

• Prepare	research	brief	to	
explore	areas	for	follow-up	&	
test	possible	op*ons	to	
reduce	vulnerability

• Prepare	s*mulus	for	possible	
op*ons,	as	appropriate

• Conduct	qualita*ve	research	
to	refine	understanding	and	
validate	possible	solu*ons	to	
reduce	vulnerability	(This	has	
been	limited	due	to	the	
Covid-19	pandemic	in	India)

• Summarise	research	outputs

Conclusions	&	Recommenda4ons
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• Write-up	of	project	(final	
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a number of areas were identified where a concept or concepts have been defined through an 
ideation process. The outputs from this process then form the basis for follow-up with different 
supply chain actors to test the concepts and determine next steps. 

In developing these concepts, an iterative proposition development process has been adopted 
to refine the concepts and to address any gaps to provide a more detailed specification of the 
concept proposition. The concepts arising out of the ideation process and the testing with 
supply chain actors represents an initial iteration of this process for each concept and 
subsequent refinement of the concepts would form part of a next phase of work which is 
outside the scope of this project. 

5.1 Ideation 
In terms of ideation, an initial strawman concept was developed which served to communicate 
within the team what sort of solution might be possible and to help shape some of the stimulus 
material for a series of interviews with supply chain actors.  

This strawman represented a digital system that would allow work to be allocated down the 
supply chain including to homeworkers and other informal workers and would provide 
transparency both up and down the supply chain and in principle could track what is being 
paid where and where payments are due or have been paid. The system could also in principle 
facilitate digital payments where appropriate. This would revolve around the ability to be able 
to check garments (or jobs) out and back in at different stages of the manufacturing process 
including informal sector workers. It included some thinking around how to address the issues 
of limited access to the system for homeworkers in particular. Analysis of this strawman 
highlighted a number of practical challenges: 

• The challenge of building such an eco-system and being able to provide tangible 
benefits to different actors as soon as possible. 

• Who would operate the system and would they be trusted by other supply chain 
actors? 

• Acceptance by different supply chain actors,  

o The boundary between the formal supply chain and the informal workers (i.e. 
via contractors and sub-contractors) is particularly sensitive 

§ This could create problems in achieving the desired visibility, in being 
able to monitor the delivery and collection of garments 

§ The use of terminals, for example, that would allow the checking out 
and checking in of garments to be recorded by homeworkers would 
require the buy-in and support from contractors /sub-contractors 

§ There is potential for fraud in that it is difficult to implement appropriate 
checks and balances in this way due to lack of transparency and 
reticence of individual homeworkers to raise any issues due to fears of 
reprisals 

• Lack of access to technology and low literacy including digital and financial literacy for 
the homeworkers in particular, but this is also true for other informal workers 

Many of these concerns and challenges were confirmed during the qualitative research carried 
out by Traidcraft Exchange and its associates in India.  
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As a result of the consideration of the ‘straw-man’ solution and the feedback from interviews, 
the need to take a step back and to look at what interventions might be possible, to improve 
the situation for homeworkers in an incremental way without introducing any inadvertent 
harms was considered. Such interventions could be based on a technology solution or not. 

 
Figure 3 – Ideation – Solution Areas 

Figure 3 illustrates this approach by articulating a number of possible solution areas to 
consider during a number of ideation sessions to act as a starting point for brainstorming of 
possible solutions and to refine the thinking within the project team. These solution areas were 

5

2
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Ideation - Reducing Vulnerability and 
Increasing Resilience

Solution Area: Improve working conditions

Union or workers co-operative can 
represent workers rights

Possible accreditation for manufac-
turers along the lines of "we look 
after all our workers" based on 
specific policy and processes that 
they have implemented

Solution Area: Empowerment

Helping home based workers to understand 
their rights and entitlements

Enabling them to form self-help 
groups to discuss and share issues, 
support one another

Enabling collective negotiation

Solution Area: Education, 
Training & Up-skilling

Providing training to develop skills

Providing training to establish and operate 
self help groups, collectives, etc.

Helping workers to understand 
services that can help them 
including how to access e.g. welfare

Solution Area: Improve transpar-
ency and visibility

Solution Area: Improve visibility and 
recognition of the homeworkers and 
their contribution

Solution Area: Improve visibility for Brands

Solution Area: Improve visibility, 
value for money down the supply 
chain for manufacturers

Solution Area: Improve Pay Rate 
and Regularity of Payment

Potential for greater transparency in 
pay rates and who has beenpaid 
what to ensure that most vulnerable 
workers receive at least the 
minimum wage

Minimum wage is set at the state 
level not by central government!

Solution Area: Increase reliability of work

Online market place

Trading platform - allowing actors to bid for work 
and providing greater range of work from different 
manufacturers

Other facilities e.g. SABAH cafe

Solution Area: Improve consist-
ency and regularity of Demand 

Apply predictive analytics at retailer/ brand 
level

collectivisation at Tier 1 level to 
increase negotiation power and 
manage demand more fairly

Solution Area: Reduce Fraud
Financial

Greater transparency of who is being paid what?

Can digital payments help?

New (trustworthy) actors e.g. worker co-
operative to work as sub-contractor?

Compliance
Bottom-up ethical auditing
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derived from analysis of the feedback from the qualitative research performed by Traidcraft 
Exchange and its associates during Phase 1.  

One major realisation in this process was that any intervention was unlikely to succeed without 
on-the-ground support for homeworkers and other informal workers, particularly where this 
involved any interaction with technology. In addition, it was recognised that there were many 
needs and issues that needed to be addressed and where a specific technology solution was 
not necessarily required. This thinking was also influenced by discussions that the team had 
had with SABAH Nepal2, SAVE Tirupur3 and SEWA4.  

Self-Help Groups (SHGs) and their role are well established within India5 and much of the 
discussion focused on the establishment of self-help groups within a community to provide 
support for individual homeworkers. In a wider context, these can consist of 15-20 members 
but in the context of home-workers it may be more likely that they are groups of 8-10 
homeworkers, for example women living in the same block or street. In order to co-ordinate 
this support there needs to be some umbrella organisation, for example based upon 5 or 6 or 
more self-help groups co-ordinating activities. We have referred to this umbrella organisation 
as a ‘collective’ as a generic term that could represent any organisational structure but it 
represents a membership-based organisation that represents the interests of its members i.e. 
informal workers in this context. It has also been referred to as a Community-Based 
Organisation (CBO)6. Establishment of a collective will require external facilitation and hand-
holding to get it off the ground. 

The role of the collective is to: 

• Help members to understand their rights, provide support to access government 
schemes, provide training and upskilling, etc. 

• Represent them to other supply chain actors to press for recognition, greater visibility 
and better working conditions, as appropriate 

• Seek to improve resilience by helping to establish other sources of income to iron out 
economic and seasonal variations 

• Provide training which could include literacy, health (including preventative, curative 
and referral services in the context of the pandemic) and nutrition, digital literacy, 
understanding of the supply chain configuration and its practices etc. 

The collective can also 

• Facilitate the introduction of tools to improve visibility and accountability within the 
supply chain 

• Facilitate the access to and use of tools by members/workers 

 
2  http://sabahnp.org  
3  https://www.savengo.org  
4  https://www.sewa.org  
5 The National Rural Livelihoods Mission (NRLM) [ https://aajeevika.gov.in] and the National Urban Livelihoods 
Mission (NULM) [ https://www.india.gov.in/information-about-national-urban-livelihoods-mission ] provide 
information around the establishment of Self-Help Groups including 5 principles for SHGs: regular meetings, 
regular savings, regular inter-loaning, timely repayment, up-to-date books of accounts. 
6 Terminology has been used that aims to be neutral – for example in N. India the role of unions, which could 
operate in this way, would be viewed with suspicion. ‘collective’ or CBO does not impose any particular structure 
on such an organisation  
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• Provide the necessary training and awareness to make the adoption of tools more 
likely to succeed 

6 Technology Roadmap 

As a consequence of the analysis and possible solution areas, a number of interventions and 
associated technology capabilities were identified and are outlined here in the form of a 
roadmap. By working alongside one or more collectives and building capabilities bottom-up it 
is seen as having greater potential of gaining acceptance from informal workers and therefore 
having a greater chance of being successful. In addition, this approach would minimise any 
harms that might arise through datafication and sharing of data.  

This can then pave the way for a more sophisticated digital supply chain system in the future. 
The timescales associated with mobilising a community of homeworkers/informal workers, 
establishing a new collective and associated self-help groups and getting workers to register 
is likely to take some time and establishing the appropriate rhythms for the capture of data 
and establishing other services will be dependent on this. 

It may be that some services/interventions will only be appropriate after an extended period 
or indeed may not be relevant or useful as things evolve. The purpose of the roadmap 
therefore is not to define a specific endpoint, per se, but to outline a range of interventions of 
increasing sophistication that may or may not be adopted. However, if only the more basic 
interventions are deployed and bring real benefit to a particular collective, then that still 
represents progress. 

 
Figure 4 – High-Level Roadmap 

Figure 4 illustrates a staged approach to deploying technology-based interventions to support 
and empower informal workers, and in particular homeworkers. These interventions focus on 
recognition, the provision of information to improve visibility, and a range of services to support 
informal workers through a bottom-up approach that can be supported by a membership-
based organisation (collective).  

Through the collective it is then possible to introduce a range of services including establishing 
a process for the capture of data on working conditions, amount of work, type of work and pay 
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rates that could then be used to support engagement within the supply chain with brands and 
their suppliers. 

It makes sense that the same support in organising and empowering workers through a 
collective would be of value in other communities in different areas either through the 
establishment of new collectives or by working with existing organisations. From a brand and 
supplier perspective, the data captured and the visibility provided within one area, such as 
Kapas Hera, will be useful where they source work from that region. A brand may also use 
manufacturers in other areas as well which could mean that the visibility gained through one 
collective is only partial so the potential to scale geographically would be valuable.  

The digital systems that support these capabilities and services could be designed in such a 
way to enable straightforward extension or scaling of these capabilities and services to support 
other collectives and the workers they represent. This in turn provides a wider visibility of 
working conditions within the supply chains represented. 

In due course the system can be extended to include all supply chain actors and to support 
the allocation and tracking of specific orders and jobs, referred to as the Digital Supply Chain 
System. This represents a significant step-up in capability and also in how the system would 
operate and be managed, but would be based upon the foundation established through the 
deployment of the basic capabilities around registration, data capture on homeworker and 
informal worker working conditions and a grievance reporting mechanism  

These are considered in more detail in the following sections. 

 

6.1 Establish collective 

 
Figure 5 – Establishing The Collective 

Figure 5 illustrates the elements involved in establishing a collective at a very high level. This 
falls into two stages: 

1. Engage and establish the collective organisation including self-help groups 

2. Initiate a programme of activities to support members and improve working conditions. 
In this latter case the use of technology to support these activities becomes relevant. 
This would apply to a collective that already exists and is operating and may wish to 
adopt this approach to improve visibility, etc. 

In establishing a new collective it is important to be able to engage with the community to help 
workers to understand the purpose and the benefits of such an organisation and to seek the 
‘buy-in’ from them and their families. Feedback suggests that homeworkers are likely to be 
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wary of strangers and it will take time to build trust and also will want to see some clear benefits 
in them joining a collective. 

Establishing the collective will involve articulating the purpose of the organisation, its 
objectives and how it intends to achieve those objectives. As well as this being clear to the 
workers it represents, it will also be necessary to engage and communicate with other supply 
chain actors. Feedback suggests that there may be some concerns with the collective and the 
impact it will have on the existing supply chain and therefore the livelihoods of other supply 
chain actors. Our thinking has been based partly on the experience of other community-based 
organisations, where similar issues have been faced and the role of the organisation has 
become established in relation to the existing supply chain. Whilst we recognise that over time, 
particularly with the introduction of technology, there may be changes to the structure of the 
supply chain as visibility improves and therefore value-add is clearly identified, the intent is to 
provide support for the homeworkers without seeking to disrupt the supply chain as it currently 
operates and any changes that might occur would typically take place over an extended period 
of time. On this basis, membership of the collective does not prevent homeworkers having 
relationships with different contractors / sub-contractors or contractors having relationships 
with different suppliers. 

It is probably worth emphasizing that while the collective is established to support 
homeworkers and other informal workers, to provide support around education, training and 
access to welfare etc., and to represent their interests within the supply chain, the ethos is not 
to be adversarial but rather to assist brands and their suppliers in providing greater visibility 
and to work towards a more efficient and transparent supply chain. 

6.1.1 Website 
Engaging with the supply chain and more widely, would be the natural point at which the 
collective would publicise its existence and purpose more widely with the establishment of a 
website. 

The website could also support registration and access to various support services for workers 
who have internet access. However, this is likely to be a small number of workers/members 
and other access methods will be required. 

6.1.2 Registration 
A fundamental part of establishing the collective will be to register workers as members. This 
is a first step towards informal workers being recognised as workers by virtue of the fact that 
they are members of the collective. The intention would be that workers are registered and 
issued with a digital identity that would form the basis of a range of technology-based services 
and interactions which will be described in more detail below. This digital identity would also 
enable a member of the collective to log-in to digital services and authorise certain 
transactions. The digital identity can be supplemented by a membership card containing 
relevant information, if desired. One significant factor in obtaining a digital identity and being 
able to use digital services depends on the workers having digital access. More details around 
the format and use of the digital identity and access can be found in Section 7.1.  

Membership of the collective is not restricted to homeworkers but could include other workers, 
sub-contractors and even contractors. Many contractors, sub-contractors and agents are also 
vulnerable and subject to labour exploitation and harassment. Willingness to join the collective 
would typically be based on the perceived benefits for the individual. Male contractors and 
those more closely connected with factories are less likely to wish to join but may participate 
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if they see value7. How meetings are structured and how different groups engage within the 
collective will need to be considered carefully. Participation by contractors, sub-contractors 
and agents could help in the process of finding more work for members and could also support 
greater transparency on working conditions. 

6.1.3 Support Services 
Figure 5 illustrates the commencement of support services by the collective including training 
and upskilling of its members and starting to capture data on working conditions including 
amount of work, type of work and piece rates paid to homeworkers. These represent examples 
and a range of other support services may also be specified. Data capture is covered in more 
detail in the following section. 

There is a wide range of possible areas where education and training is required or would be 
beneficial and other organisations such as SABAH Nepal, SAVE Tirupur and SEWA have 
experience of this with their own members. There are two aspects from a technology 
perspective that might be considered: 

• Provision of devices such as tablets or smartphones that might be made available, for 
example, to self-help groups to allow video and interactive training courses to be 
delivered and to supplement face to face instruction 

• Based upon a worker’s digital identity then training and acquisition of new skills and 
expertise could be recorded in the form of digital certificates that provides a record of 
a worker’s experience, capabilities, and any specialisms they might have. These 
qualifications can be held by the worker or on their behalf by the collective in a digital 
wallet that will serve to support their status as a worker and to help the collective 
promote the skills and capabilities of their members. 

6.2 Enable Data Capture to improve visibility 

 
Figure 6 – Collective-Led Technology Interventions 

Figure 6 Provides a more detailed view of technology-based capabilities that can be provided 
at a collective level to support workers/members. These can be considered as a basic set of 
capabilities or services but others can also be deployed.  

 
7 Contractors and sub-contractors are also informal workers with no employment rights and are likely to 
experience below minimum wages etc.  
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6.2.1 Access 
As has been highlighted already, one of the challenges in deploying some form of digital 
system to support different activities and services for workers is the limited ownership or 
access to basic mobile phones and smartphones and connectivity. This is coupled with limited 
knowledge about how to use those devices and what services might be available (digital 
literacy). This applies to both initial registration and to any future interactions with the system 
that will be required for workers / members. 

On this basis, Figure 6 illustrates a number of capabilities to allow workers / members to 
access the system in different ways. Access can be via the collective’s website, via a basic 
mobile phone using either USSD or SMS based interactions, or via a smartphone or tablet 
using an app or the web browser. One significant addition would be the provision of a voice 
interface that would allow a worker to dial a telephone number from any phone and to respond 
to a series of questions naturally, using their voice or by pressing a key on the keypad (See 
Section 7.2.1).  

In addition it is recognised that initially it may be necessary for registration and access to be 
carried out with the support of another member of the collective, for example an SHG leader, 
acting as an intermediary. This of course raises a number of questions about maintaining 
security and privacy for the individual which will be discussed in Section 7.1.3 but will also be 
a subject for further investigation. A key factor in the use of these different access mechanisms 
will be ease of use for the workers. 

It is anticipated that over time digital literacy will improve and access to smartphones will 
increase and so workers / members, in due course, will be able to manage their own digital 
identity, access and the associated digital wallet that will record various interactions between 
the worker and the system. 

6.2.2 Data Capture 
Data Capture is seen as a key step in obtaining information on working conditions on a regular 
basis to help the collective understand what and how much work is being carried out, and 
what rates are being paid, etc. This information can then be used in direct engagement with 
different supply chain actors but it can also be made available in an aggregated form to brands 
and suppliers to given them visibility of what are the conditions for workers in a particular 
location and associated with the collective. This aggregated data can be made available to 
brands and suppliers that have registered via a web portal, for example, in the form of a 
dashboard with the ability to ‘drill-down’ into the data. 

This information can then be used by brands and suppliers to cross-check what they see 
happening within their supply chains and if there are any anomalies arising between data 
captured at the collective level and what they are seeing through their own systems. Over time 
the aim is that this information will help to improve working conditions for homeworkers and 
other members. 

In addition, based on workers / members trusting the collective as an organisation, the 
collective can also support a grievance management process where workers are free to raise 
grievances relating to non-payment, disputes, harassment, etc. in a safe and secure manner 
and in a way that the collective can manage the process of addressing the grievance and 
seeking redressal on behalf of the worker. Some data may also be anonymised and 
aggregated from this process to include within the dataset made available to brands and 
suppliers via the web portal. Specific issues and grievances that require escalation would be 
directed to the relevant supplier or brand in confidence, as required.  
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The system would also be used to indicate the status of each grievance to allow tracking and 
ensure each grievance is handled appropriately. The aim would be for grievances to be 
handled and resolved at the collective level as far as possible. 

The data captured and presented through this process can cover a variety of aspects in order 
to improve visibility within the supply chain. 

Within these different interactions the worker can be identified via their digital identity within 
the collective (i.e. authorised collective personnel) but information that is shared outside of the 
collective, for example, with brands and their suppliers cannot be traced back to an individual 
or the SHG, but only to the collective. There may be cases in exceptional circumstances where 
identification is required in relation to a specific grievance, for example, and then only with the 
informed and explicit permission of the individual concerned. What data and how data is 
shared and with whom within the collective also needs to be carefully managed.  

In order to be able to identify the relevant suppliers and brands it will be necessary to 
undertake some form of supply chain mapping to establish existing relationships and to 
monitor changing relationships on an ongoing basis. In discussion we envisage an initial top-
down mapping will be required which can be complemented by a bottom-up mapping as a part 
of the data capture mechanism that can be used to keep track of those relationships and 
therefore to enable data to be shared with the relevant brands and suppliers, as appropriate. 

What data is captured and how regularly it is captured would be determined by the collective 
in conjunction with what brands and suppliers would want to see. Ideally a common dataset 
and a regular rhythm would be established which would be consistent across all collectives 
that may adopt this approach. 

6.2.3 Other Services 
Figure 6 also illustrates the capturing of training and skill accreditation for a particular worker 
in the form of digital certificates. This is linked to another capability which may be an option to 
provide an online marketplace that would allow workers to produce their own garments and 
accessories and to sell them through the marketplace which would be operated by the 
collective or across multiple collectives. The training and skills accreditation would allow the 
collective to promote the wider capabilities of its members and also to facilitate other streams 
of work to improve resilience. 

Figure 6 also illustrates the capability to capture information on any loans and the associated 
repayment by an individual. In our research there have been examples of homeworkers having 
to obtain a short-term loan due to late payment and in order to make ends meet. Whilst 
contractors and sub-contractors will not provide payment in advance for any work there are 
cases where a sub-contractor pays a homeworker out of their own pocket when payment is 
late.  

One of the elements around the establishment of self-help groups is the regular meeting and 
regular saving coupled with accurate work records to enable microloans to be issued to SHG 
members to meet short term needs to support future loan applications with a credit history. By 
keeping track of such saving, loans awarded and repayments this process can be managed 
at a collective level and serves to provide a credit history for each member. Whilst this might 
be used to support workers where there has been a delay in payment it may also be used to 
support the awarding of larger loans to support the provision of additional tools, for example, 
to enable the production of garments or accessories or to improve working conditions (e.g. the 
purchase of a light or a seat). 
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Both of these are based on the use of a standardised data structure known as Verifiable 
Credentials that can be digitally signed by a training provider, the collective or a recognised 
(approved) money lender to support these two applications. The approach is flexible and can 
support a range of other services. This is described in more detail in Section 7.1.2. 

 

6.3 Scale Approach 

 
Figure 7 – Collective in a Box 

Figure 7 illustrates the idea of being able to take the same basic capabilities provided at a 
collective level and to be able to extend these services to other collectives, whether they are 
new organisations or existing organisations. This allows these capabilities to be launched 
incrementally – collective by collective and to enable engagement with more brands and 
suppliers and to provide enriched insights based on aggregated data. 

What capabilities are included within the collective-in-a-box depends upon the core 
capabilities that have been proven to work at an individual collective level and in this 
illustration, it assumes that these are the same capabilities that are presented in Figure 6. 
There may also be optional capabilities that could be selected by a collective. In addition, 
collective-in-a-box may also incorporate a compendium of guidelines, process definitions and 
best practice to support any new collective that is being established.  

The aim is to simplify and speed up the adoption and deployment of such technologies by 
different collectives and to achieve economies of scale as far as possible as well as to provide 
standard services and consistent data to improve visibility in the supply chain and to improve 
working conditions for informal workers. This requires clarification on what technology can be 
scaled, and on what interfaces, APIs and data models are required. This will also include the 
deployment and testing of collective-in-a-box. The precise specification of collective-in-a-box 
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including governance and the commercial model will need to be defined as part of the next 
phase in developing this concept. 

6.3.1 Scaling Capabilities 
It is envisaged that: 

• Access systems such as a smartphone app and IVR platform would be common with 
potential for customisation to support different services/functions and to support 
different local languages. It is not clear at this stage whether a single hosted voice 
platform or multiple instances would be deployed which will depend upon selection of 
a particular solution and the associated costs of deployment and operation. 

• Current thinking is to use a decentralised approach for digital identity and management 
of credentials. This would allow the same mechanism for digital identity to be easily 
scaled to multiple collectives and to all supply chain actors and would allow the many 
different relationships within the supply chain to be managed in a secure and privacy 
preserving manner. Where, for example, credentials are used to provide a record of 
qualifications and accreditations achieved by a worker or to capture a credit history, 
this mechanism would also allow those credentials to be recognised across multiple 
collectives and other organisations (See Section.7.1 ). 

• Data aggregation and associated analytics would initially take place at a collective level 
but would then be handled across multiple collectives with collective-in-a-box. Many 
organisations make use of cloud platforms for data analytics, subject to satisfying any 
regulations on data residency as this can be very cost-effective and can easily scale 
to handles increasingly large data workloads. Responsibility for managing this function 
would need to be clarified (See Section 7.3). 

• Certain capabilities outlined in Figure 7 such as a website and an eMarketplace 
(eCommerce site) may be deployed by each collective and may be customised based 
on the particular needs for the collective and the members they serve. While it is 
possible to define a standard structure and format to be used this will not necessarily 
be a requirement. However, interaction with a common registration platform to support 
initial registration and authentication/log-in will need to be standardised and the use of 
the website for capturing data will need to be able to support the relevant standardised 
data formats. This will allow data to be captured in a consistent manner across 
collectives to facilitate consistent and enriched reporting to brands and suppliers 

• A key factor in being able to deploy collective-in-a-box is how the system is managed 
and trust is maintained as it scales. This is often referred to as a trust framework or 
governance framework and it describes the rules and processes by which the system 
is operated and who is responsible for what. Conceptually, as collective-in-a-box is 
deployed then each collective would become part of the governance framework. (See 
Section 7.3) 

6.4 Digital Supply Chain 
Based on Figure 7, the digital supply chain is shown as an extension to the capabilities offered 
at a collective level and that have, ideally, been scaled to a number of other collectives. This 
provides:  

• Multiple collectives with members registered 

• Established regular rhythm for capturing and reporting data 
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• Aggregated views across multiple locations & communities of workers 

The Digital Supply Chain system enables other supply chain actors (such as contractors and 
sub-contractors to be registered on the system to enable them to track the receipt and 
distribution of work.  The role of suppliers changes from being able to view information 
supplied by collectives to being able to also initiate orders to sub-contract work out and to 
define specific jobs (e.g., a pack of garments for finishing) and tracking of the orders and jobs 
through different actors checking garments in and out at different stages including work 
allocated to informal workers 

This provides a more granular audit trail and could support additional features such as: 

• Discovery of available work and specialist capabilities 

• The system could allow brands and suppliers to be able to communicate with workers 
including homeworkers 

• Where appropriate the system could support the automation of payments as a result 
of tracking when garments are checked out and checked back in when work is 
completed at different stages 

The system would continue to support the same services (e.g. grievance reporting and 
redressal) but with more data around supply chain performance being captured. 

Although this is based upon the collective-led interventions described previously, the 
realisation of the digital supply chain system represents a significant leap in capability and will 
require pro-active involvement from manufacturers and brands working in co-operation with 
the various collectives that have provided the mechanisms to provide greater visibility bottom-
up. This will depend upon the perceived incremental value provided by this solution. 

If this approach can be adopted more widely then the “Digital Supply Chain” provides a new 
opportunity for supply chain actors in India to build something that is very transparent, robust, 
worker-friendly, bottom-up, and that strengthens the industry and helps to bring in the visibility 
that: 

• Reduces risks for brands  

• Helps to conserve resources 

• Recognises diversity in the workforce 

• Helps to build a strong and resilient community of home-based and other workers.  

This could represent a positive “Made in India” story that provides a model in ethical supply 
and sustainable business that could also be adopted by others 
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Figure 8 – Digital Supply Chain 

Figure 8 illustrates the digital supply chain system and the underlying interactions.  

• Brands who may be already registered are able to monitor interactions within the 
supply chain. Whereas they were previously provided with aggregated information 
from informal workers via data captured by different collectives, it is now possible to 
also have visibility of orders as they are fulfilled at different levels within the supply 
chain at any given time. The system could optionally also allow brands to initiate 
orders and to communicate directly with all workers. 

• Suppliers are already registered and are able to now initiate orders through the 
system. The supplier would advertise the requirement for work through the platform 
or may already have pre-existing relationships with contractors & workshops and 
allocate work directly – it can support existing relationships, frame agreements etc. 
Supply Chain actors can monitor what work is available, check work out and in again. 
Suppliers would determine what information is made visible to different supply chain 
actors. 

• Contractors / Fabricators are allocated work or potentially can bid for work through 
the system.  

o They would collect garments/materials to be processed in the same way but 
the system supports the collection (checking out) and the return (checking in) 
of jobs. This could be at the level of acknowledging receipt of a particular job 
or through a mechanism of scanning barcodes or similar associated with a 
particular job. 

o Contractors would allocate work to their sub-contractors and workers though 
the system. 
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o They would check work out and check it back in based on visual 
inspection/acceptance of the completed work e.g., by scanning QR code with 
a smartphone 

o This can be correlated with details provided by workers 

• Sub-contractors would continue to interact with homeworkers to distribute and collect 
finished garments and to check quality. They would acknowledge the receipt of a job 
or part job and the completion of a job within the system. 

• Homeworkers continue to be linked to contractors/sub-contractors in the same way 
and can interact directly with them. The same is true for normal interactions for other 
informal workers e.g. with Fabricator units, etc. 

o Interactions can also be supported via the collective - e.g., the collective 
operating as a custodian or guardian in the event that a member does not 
have access to a smartphone. The same access mechanisms exist as with 
collective-in-a-box. 

o Informal workers are able to acknowledge the receipt of a job or part of a job 
through the system. This may be achieved either by acknowledging receipt 
(using the existing mechanisms provided by the collective) or by scanning a 
barcode from a smartphone on a job-by-job basis.  

o With smartphone access this could become more of a near real-time process 
with the ability to scan jobs in and out 

o When a job is completed, it would be returned to the appropriate contractor / 
sub-contractor in the same way and quality checked. The contractor / sub-
contractor would then acknowledge receipt in the system. At the same time 
the homeworker would also indicate that they have completed the work. This 
could be achieved in a number of different ways – any discrepancy between 
what is recorded by a contractor / sub-contractor and a worker would be 
flagged in the system – for example it could be managed through the 
grievance reporting mechanism.  

o Informal workers including homeworkers are also able to see what work is 
available and what has been allocated – from which supplier and to which 
contractor. 

o Informal workers could optionally indicate their availability for work. 

o With a phone, workers or the collective could receive notifications of work 
(SMS or notification),  

o With Smartphone access, more sophisticated interactions could take place 
such as requesting work, indicating availability etc. 

• The collective also continues to provide more general support and representation for 
its members.  

o The collective could also facilitate different interactions within the supply 
chain e.g. provide drop-off points for garment drop-off and collection, as 
appropriate. 
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Based on the greater visibility of work allocated down the supply chain and its status, the 
system can also be used to track payments due and payments made and where appropriate 
to support the automation of digital payments. Whilst, at this point in time, the preference for 
homeworkers is to be paid in cash, the mechanisms can still support the tracking of what has 
been paid and what payment is due at each stage and can be used as a basis for discussions 
within the supply chain where there is a need to push for better working conditions. In this 
situation, where a worker is paid in cash: 

• Contractor / sub-contractor would make a cash payment based on what is owed and 
would record making the cash payment in the system 

• This would require confirmation by the worker or the collective before being committed. 

• Workers can flag non-payment through the grievance reporting mechanism  

Optionally, additional features could also be implemented to assess the average time taken 
to complete a particular type of work and to use that to set a nominal piece rate for 
homeworkers that would ideally be consistent with the minimum wage. This may take time to 
achieve but the analysis of data would allow such metrics to be monitored over time and 
across different communities/collectives in a similar way to the data provided by collectives. 

 

6.4.1 System Implications 
Whilst different elements of the pre-existing system(s) can be directly re-used, additional 
processes will need to be supported: 

• Different supply chain actors will need to be registered and would be issued a digital 
identity – this would re-use the same approach as previously. 

o Workers would need to identify/select the contractor(s) / sub-contractor(s) with 
whom they are working within the system (this can be multiple contractors / 
sub-contractors) 

o Notification is sent to contractor or sub-contractor for them to confirm 
relationship (by adopting a decentralised digital identity system based around 
the use of Decentralised Identifiers (DIDs) this could be managed via a peer 
relationship – see Section 7.1) 

o Sub-contractors would also identify the contractors with whom they work in the 
same way 

o This process could be supported at a collective level 

• Brands and suppliers can already register to view aggregated data – access to 
additional features is now supported 

• Collectives and their members (informal workers) are also already registered 

• This now extends to include contractors and any sub-contracting workshops, etc. 

• Different supply chain interactions would now need to be managed within the system 

• The identity system allows multiple relationships to be managed via digital identities 
(See Section Error! Reference source not found. ). The system would aim to protect 
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privacy and commercially sensitive interactions which are only accessible to 
authorized entities/people. 

• Process for advertising requirements and allocation of work by suppliers through the 
system would need to be implemented with appropriate permissions. 

• In a similar way the process for allocating work to sub-contractors and homeworkers 
and other workers would need to be implemented within the system to allow the 
tracking of jobs (or parts of jobs) – for example the approach for checking out and 
checking in garments and how these are identified  

• By allocating and keeping records of garments checked out and checked in this 
increases timeliness of information on work done, time taken and rates  

• The ability of workers to use a smartphone app for scanning garments could simplify 
the process but this could also be handled through regular reporting via the collective 
that has already been established through collective-in-a-box. 

• Extension of the services or features supported via the voice interface, website, 
smartphone app etc. would be required:  

• Functionality for contractors and sub-contractors and fabricators would be different to 
usage by an end worker 

6.4.2 Implications of the Evolution to the Digital Supply Chain 
In many respects the digital supply chain system is similar to the original strawman discussed 
in Section 5.1. The main difference is that by building bottom-up with the support of collectives 
then:  

• Informal workers are known and can be identified by the collective(s) including the 
work being carried out by them.  

• The necessary support for informal workers and in particular homeworkers is in place 
to enable them to interact with the digital systems,  

• Different access mechanisms have been established and workers have learned how 
to use them 

• Access to smartphones may well have increased due to lower costs, clearer reasons 
for ownership and increased digital literacy 

• A regular rhythm for capturing data should have already been established and a better 
understanding of working conditions including average pay rates per type per piece 
has been gained,  

• This mechanism provides a separate channel to provide visibility of working conditions 
for informal workers which provides greater visibility but also introduces some checks 
and balances to allow correlation between work allocated and what work is being 
carried out by members of a collective. 

• Through the collective-in-a-box concept then, in principle, a number of workers in a 
larger number of locations are already registered on the system as well as a greater 
number of brands and suppliers potentially being engaged. Contractors and sub-
contractors are also likely to be aware of and familiar with the system which will simplify 
acceptance by different supply chain actors 
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This would have been very difficult to achieve by deploying the digital supply chain directly 
because it would have been unlikely that visibility of work being carried out by informal workers 
and their working conditions would have been available. 

It is also possible for the collective(s) to play a more active role within the supply chain – for 
example, collectives could act as the contact point on behalf of the workers within the supply 
chain i.e., work is allocated to the collective 

6.4.2.1 Impacts	on	the	Supply	Chain	

Whilst adopting a bottom-up, collective-led approach goes some way to address the issues of 
engagement and buy-in from informal workers there are clearly concerns around the impact 
on the supply chain which is most relevant for sub-contractors and contractors.  

Initially the role of the collective will be to support its members and the impact on the supply 
chain should be small. However, the capture and availability of data on work and pay rates 
amongst informal workers may cause some concerns.  

The setting up of a new collective and the associated interventions will take some time to 
become established so in practice any changes are expected to be gradual and examples 
from other community-based organisations suggest that this can be achieved although the 
situation needs to be handled in a sensitive manner. 

Over time, the impact of greater visibility, particularly with the digital supply chain system is 
likely to have a greater impact on the supply chain. One aspect may be that the ease with 
which work can be distributed as a result of knowing who the informal workers are and what 
their capabilities are may tend to simplify the supply chain, reducing the number of 
intermediaries that might have existed previously, for example. This is only likely to happen 
gradually and through the work of the collective, it is hoped the impact would be minimised as 
far as possible. 

With the possible transition to a digital supply chain system, this will ideally require all other 
supply chain actors to register and start to use the system. There will need to be some 
incentive for different actors to participate. Feedback from discussions suggest that this would 
probably require suppliers to encourage their contractors/sub-contractors to participate, with 
the support of the brands.  

 

7 Technical Design Considerations 

Based upon the roadmap that has been outlined there are a number of technical design 
considerations that require more detailed analysis and design before initial deployment of a 
system. 

The use of pre-existing solutions and components would be used where appropriate including 
open-source solutions. However, the complexity is around the integration of different 
components to provide a set of services and features as the system is deployed and extended. 
A key factor in this will be around simplifying access for informal workers and to provide a very 
simple and easy to use interface, as appropriate. Although the elements described in this 
system may appear complex that complexity would typically be hidden from the users of the 
system. 
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7.1 Digital Identity 
A key enabler in being able to register members within a collective in such a way that they can 
interact digitally is the provision of a digital identity or identities. There will be a requirement to 
be able to register (and therefore identify) the informal workers, as well as other supply chain 
actors, but also in such a way as to minimise exposure to abuse. This can be achieved to 
some extent by anonymisation and aggregation of data that is shared outside the collective 
but as interactions between different supply chain actors starts to take place this will have an 
impact on the identity mechanism8 that is adopted. The identifier would need to: 

• Be capable of identifying an organization and authorised employees within the 
organisation – for example brands and supplier organisations. 

• Be opaque – that is to say that for workers, for example, they are recognised within 
the system but their real identities cannot be determined from that identifier, to protect 
the vulnerable. 

• Allow linkages between different actors, for example, contractors, sub-contractors and 
workers, to be established within the system without compromising privacy. 

• Prevent correlation of those different interactions as far as possible9 

India has a national identity system known as Aadhaar which provides an identity number 
(Aadhaar number) for Indian residents that can be used across a number of government, 
financial and other services. When a resident enrols for Aadhaar a scan is taken of 10 
fingerprints and both irises which are stored in the Unique Identity Authority of India’s (UIDAI) 
central repository to support authentication and authorisation.  

The purpose of the Aadhaar was to make it simpler for people to obtain government subsidies 
and have one number that would work as proof of address and proof of identity. It does not 
replace the need for a driver’s licences or passport. It also does not identify a person as part 
of a family nor can any individual own more than one Aadhaar number. Aadhaar has been 
used to support various initiatives around financial inclusion through the introduction of 
Aadhaar enabled payments where the Aadhaar number can be used to identify the holder’s 
bank account and also be used to authenticate and authorise transactions from that account. 
Aadhaar has been approved for use for authentication (Aadhaar Authentication), electronic 
Know your customer (eKYC) checks as well as Aadhaar enabled payments. Concerns around 
privacy and companies mandating the use of Aadhaar resulted in a revision of the Aadhaar 
legislation in 2019 with some restrictions on its use by the private sector10 . There have also 
been a number of changes to Aadhaar to improve privacy and security11. 

The use of Aadhaar as an identifier within the system and approach outlined in this report 
would allow individuals to be identified directly which could increase vulnerability. In addition, 
while Aadhaar could offer a means of identifying individuals, it does not support identification 
of organisations or groups and associated relationships and so within the context of potential 

 
8 In this context identity refers to identification of an entity, verification of identity and the use of identity for 
authentication or authorisation  
9 This enables the same actor to play different roles in the supply chain at different times This will need to be 
thought through so that the system cannot be gamed.  It will also be necessary to consider this question around 
child labour, and challenges around age verification etc. 
10  See https://www.prsindia.org/billtrack/aadhaar-and-other-laws-amendment-bill-2019  which outlines the 
changes to Aadhaar legislation 
11 See: https://uidai.gov.in/290-faqs/your-aadhaar/protection-of-the-individual-in-the-uidai-system/1945-how-
does-the-uidai-protect-the-individual-and-their-information.html. This represents the current UIDAI policy 
reflecting the many changes and improvements to security over the past few years. 
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solutions is not appropriate to make use of Aadhaar in this way - the use of a different identity 
mechanism will better serve to help protect privacy to minimise exploitation whilst providing 
the desired level of transparency and recognition for informal workers within their roles in a 
supply chain.  

Whilst some bespoke identity scheme may be defined to satisfy a particular solution, the 
potential use of self-sovereign identity (SSI) and decentralised systems can serve to both 
satisfy immediate requirements and provide a straightforward mechanism to expand the 
solution in terms of features and services, and within the supply chain and to scale to satisfy 
the requirements for other informal workers and collectives and/or other supply chains. 

Self-Sovereign Identity [2] represents an approach for an individual to be able to prove and 
verify their identity in an online world in which they can control their credentials and present 
the appropriate credentials only as required for a specific interaction. It is consistent with 
recent regulations around personal data protection which is built on the principle that personal 
data is owned by that individual, that the data can only be used for a clearly stated purpose, 
and also that the individual has the right to be forgotten i.e. an organisation must remove 
personal information relating to that individual upon request.  

A self-sovereign identity system is based on the use of: 

• Decentralised Identifiers (DIDs) that do not require a central authority to administer 
and issue them 

• Verifiable Credentials that enable claims and attributes relating to an organisation, 
individual or thing to be validated through cryptographic signing and that can then be 
used by the credential holder to establish identity and entitlement. 

• A publicly accessible trusted data store that allows users to verify the details of an 
organisation, individual or thing including identities, cryptographic keys, service 
endpoints, schemas for verifiable credential and including a mechanism to check 
whether verified credentials are valid or not (revocation registry). This is typically based 
upon the use of distributed ledger technology (DLT). 

These are described in more detail below. 

Adopting a self-sovereign identity system would serve to: 

• Enable organisations, their representatives as well as individuals to be identified and 
associated relationships to be established 

• Identify key supply chain actors – brands, suppliers, collectives, and others through 
the use of public identities (for example published on a distributed public ledger) 

• Establish relationships between workers (home-based, informal and others) and 
different supply chain actors which can be private (e.g., between the worker and their 
contractors/sub-contractors and with their collective)  

• Use Verifiable Credentials to enable work, experience, skills, qualifications, credit 
history, supply chain transactions to be digitally signed and provide an audit trail to 
support home-based worker recognition 

• As a decentralised system, the solution is directly scalable to support other collectives, 
other supply chain actors and other geographies 
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• This will require a suitable governance framework to manage and operate the system 
and to provide a suitable basis of trust for all users of the system  

One of the challenges with using a decentralised identity solution is that it is based around the 
premise that an individual, organisation or thing stores the relevant cryptographic keys, 
verified credentials, etc. in a digital wallet associated with that identity. For an individual this 
might typically be stored on a smartphone or similar. As we have already observed the number 
of informal workers that own or have access to a smartphone is low. The potential for a third 
party to host the digital wallet (a custodian) or to initiate transactions on behalf of an individual 
(a guardian) requires further consideration (See Section 7.1.3). This is an essential interim 
step to being able to deploy a practical system. 

7.1.1 Decentralised Identifiers 
Decentralised Identifiers (DIDs) are an approach to enable a person, organisation or thing to 
have a digital identity that can be verified without the requirement for a central registry or 
authority to resolve the identity.  

DIDs are a form of Universal Resource Identifier (URI) that are self-generated and similar to 
a URL web address that associates a DID subject with a DID document. The DID format, 
structure and usage are being standardised within the World-Wide Web Consortium (W3C) 

[3]. 

Each DID has a single DID Document associated with it which is returned or can be accessed 
in response to addressing a DID (e.g. via a browser). The DID document contains relevant 
information to allow an entity to interact with that DID in a secure manner.  

1. DID (the DID Document data structure is self-describing) 

2. List of public cryptographic keys (for the owner)12 

3. List of service endpoints (for interaction) 

4. List of controlling DIDs (for key management) 

5. Timestamps (for audit history) 

6. Signature (for integrity) 

In many cases, the DID controller is the same entity as the DID subject, but they could also 
be different. For example, a parent may control a DID that identifies their child—the DID 
subject is the child but the DID controller (at least until the child comes of age) is the parent. 

An organisation, individual or thing may have many DIDs associated with it. A public DID may 
be published on a public ledger to enable anybody to interact with and to establish a 
relationship with that entity. The public DID is a globally resolvable, cryptographically verifiable 
identifier because it is registered directly on the public ledger for anyone to see. It is not 
necessary for every organisation, individual or thing to have a public DID. However, where an 
entity issues verified credentials then a public DID is essential in order to provide a basis of 
trust13. 

 
12 Private cryptographic keys are stored in the relevant DID controller’s digital wallet and must not be shared. 
13 Strictly it needs to be public to the eco-system and any potential verifier to which verified credentials or claims 
are presented. In practice this would typically be based on the registering a public DID on a public permissioned 
ledger. 
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In the context of the approach outlined in this report it would be expected that any collective 
would have a public DID plus any organisations that might issue verified credentials. Initially 
brands and suppliers that need to register to access a web portal providing information on 
what work is being carried out and the working conditions of members of a collective would 
not require a public DID but if the system transitions to the digital supply chain then it is likely 
that suppliers and possibly brands would then require a public DID. 

Private DIDs (also referred to as peer DIDs) are used to establish peer-to-peer relationships 
between different entities as required. Private DIDs are not publicly accessible but only 
accessible to the relevant parties in the peer-to-peer relationship which allow interactions and 
sharing or credentials between the parties in a confidential and secure manner. 

As part of registration with a collective, informal workers would be issued with a digital ID in 
the form of a private DID that is only used in interactions between that individual and the 
collective and such interactions are not visible to any other actor within the supply chain. If the 
system transitions to the digital supply chain, then additional private DIDs may be generated 
to establish the relationship between a homeworker and a sub-contractor or contractor, for 
example. This may also involve several parties so for example a relationship between the 
individual and a sub-contractor or contractor and also including the collective can be 
established. Other relationships can also be established, as required. 

The key requirements are around protecting vulnerable workers so there needs to be a clear 
hierarchy around who can see what and when in order to establish the data model. The use 
of public and private DIDs fits this approach well. This needs to be explored in more detail as 
part of a next phase of development. 

7.1.2 Verifiable Credentials 
A Verifiable Credential (VC) is a machine-readable data structure that contains a set of one or 
more claims made by the same organisation (i.e. an issuer) relating to a person, organisation 
or thing. It is being standardised within the World-Wide Web Consortium (W3C) [4]. The 
credential is cryptographically signed by the issuer to prove that the credential was issued by 
them. 

The holder to which the verified credentials refer holds the verified credentials in their digital 
wallet and can select and present the credentials that are sufficient to prove their identity, their 
entitlement and to provide their authorisation, as required, to another entity who will then seek 
to verify the credentials. The holder would typically hold a number of credentials from a variety 
of issuers. 

The format of the credentials is defined using a schema which is publicly accessible. The 
structure is very flexible and so, based on the schema, can be used to issued training 
certificates, verification of skills and experience, and to record a credit history. It can also be 
used to keep track of the garments that a worker has worked on for the purposes of 
maintaining an audit trail in the supply chain and to monitor the checking in and out of 
garments at different stages. It can also provide a standard format for capturing data from 
informal workers. 

In order to be able to verify a credential, the issuer will have to have a public identity (a public 
DID) and provide access to a public key to enable verification of the cryptographic signature. 
This must be accessible by anybody – typically via a distributed public ledger14. 

 
14 It is important to note that the roles of issuer, holder and verifier are dynamic – an organisation or individual 
could operate as an issuer, holder, and verifier in different contexts. There is also a growing recognition of the 
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Collectives, external training organisations, third party trusted lenders (if they are involved) 
could be issuers of credentials and therefore would require public identities. As the system 
evolves towards the digital supply chain, brands and suppliers may also be issuers of verified 
credentials.  

The implications of the use of verifiable credentials for collective-led interventions and then for 
collective-in-a-box is that the participating collectives would make use of the same verifiable 
credentials (i.e. the same schema). In addition by having a common format for decentralised 
identifiers then workers in one collective can be identified by another collective and verified 
credentials associated with a worker, for example, can be recognised by the other collective. 
Workers can also issue their own credentials (self-asserted) which means that they can self-
assert attributes like ‘I am a tailor’ or “I belong to this SHG” or “I have worked on this job”. 

For certain uses cases it may be useful to have some form of physical copy of the verified 
credentials, for example, having a paper-based curriculum vitae (CV) that is backed up by the 
training and skills accreditation. This would require further consideration. 

In principle, verifiable credentials can support selective disclosure where for example only one 
claim within a credential is shared and can also support the use of zero-knowledge proofs 
where limited information is shared without having to disclose other information e.g. the 
attribute “is over 18” can be shared without disclosing the individual’s date of birth. 

7.1.2.1 Potential	Use	of	Aadhaar	for	Digital	Payments	

It has already stated that the use of Aadhaar as an identifier within these digital systems is 
inappropriate for a number of reasons. However, it may be used to identify a particular bank 
account to support automated digital payments, which is likely to become more relevant within 
the digital supply chain system. There are also other alternative ways to identify a bank 
account in India. 

In general terms this information could be provided by a payee to the payer using a verified 
credential. The precise structure and how confidentiality is maintained requires further 
consideration. 

While most of informal workers are likely to have an Aadhaar number and many have bank 
accounts, people are wary of sharing their Aadhaar number or bank account details and 
currently prefer to be paid in cash. This may change over time as awareness of how to handle 
digital banking and payments increases. 

7.1.3 Custodianship and Guardianship 
In the event that an informal worker does not own smartphone then it is necessary for a third 
party to handle the digital wallet on behalf of that worker. In this context, based upon the 
approach that has been proposed, this would naturally be handled on behalf of the worker by 
the collective. There are two different approaches to this, referred to as custodianship and 
guardianship.,  

• Custodianship means that a third party is hosting the wallet and providing access but 
is not initiating any transactions from that wallet - the user remains in control. This 
raises questions about how the worker is able to initiate a transaction and how security 
and privacy is maintained 

 
importance of being able to ensure that verifiers who might typically be some service provider with which an 
individual wishes to register can also be checked. In this case it may be necessary for organisations acting as 
verifiers to also require a public DID. 
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• Guardianship is akin to a person or organisation being given power-of-attorney by an 
individual to provide them with the authority to act on behalf of that individual. A 
guardian may be appointed by a recognised authority issuing a guardian credential. 
The guardian is then able to initiate digital transactions on behalf of the individual. In 
the context of the identity mechanism, DIDs allow for the distinction between the DID 
controller and the DID subject and verified credentials are able to distinguish between 
the holder and the subject of a verified credential. This would allow a collective 
representative, for example, who has been approved as a guardian to submit a 
transaction on behalf of a worker.  

• This has implications around the management of private keys and also there are 
(human) trust issues associated with that. 

By default it is likely that the collective will need to act as a custodian for the digital wallets 
held by many of its members. However, in situations where information is submitted by a 
trusted person in the collective on behalf of the worker, for example as part of the process for 
capturing data on working conditions, then it may be that that trusted person is established as 
a guardian.  

More detailed analysis around this will be required during the next phase of development. 

Over time it is expected that improved access and improved literacy will allow members to 
take full control of their identity and digital wallet using their own smartphone. 

7.1.4 Distributed Ledger 
In order to provide a basis of trust, a self-sovereign identity system publishes the public 
identities (DID) and associated information (DID Document, VC Schemas, etc.) on a publicly 
readable repository (i.e. accessible to all possible actors that might make use of the system).  

Because many different organisations might need to publish information and may not know 
one another or indeed trust one another, this repository is usually a distributed ledger. A 
distributed ledger consists of multiple nodes which each retain a copy of the ledger and a 
consensus mechanism is used to ensure that what is written to the ledger is accurate. Once 
written to the ledger a transaction cannot be changed which provides an immutable record of 
transactions. 

There are a number of different distributed ledgers that are already capable of supporting the 
use of DIDs and verifiable credentials. Hyperledger Indy15 was developed specifically to 
support self-sovereign identity but other solutions have been built. For example some 
implementations have been built on Ethereum16. 

As a principle, the minimum amount of information is stored on the public ledger to meet the 
requirement of the identity system and, in particular, no personal information is stored on the 
ledger. Where the sharing of other data is required the use of an “off-ledger” mechanism such 
as the interplanetary file storage system17 (IPFS) is typically used.  

The governance framework and how data is managed are factors to consider in the next phase 
of development. 

 
15 See https://www.hyperledger.org/use/hyperledger-indy  
16  The Ethereum (https://ethereum.org/en/ ) implementation makes use of the sidetree protocol 
(https://identity.foundation/sidetree/spec/ ) 
17  See https://ipfs.io  
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7.2 Access 
7.2.1 Voice Platform  
The voice platform provides a voice driven interface for workers (homeworkers and other 
workers) where levels of literacy may be low and who may not own a smartphone or the 
internet but do have access to a phone or prefer this option.  

It is assumed that this will be based around an interactive voice response (IVR) system which 
will be familiar to the workers. A worker would call a telephone number and would be 
presented with a number of voice-based instructions followed by a series of questions to which 
they respond. Responses would be either by speaking or via a number keypad. The system 
would need to support a range of languages. 

Voice based systems are already in use and typically support top-down audits of supply chain 
and provide grievance reporting mechanisms.18. As such they would typically only capture the 
views of formal workers that are already known. 

In the case of the Ulula platform, there are a range of access methods including the voice 
interface and social media which ask the worker to respond to a series of questions. Care 
must be taken in posing the questions to minimise the chance of drop-out by a worker. The 
platform has no knowledge of the respondents - at the beginning of a campaign it would be 
supplied with a set of mobile numbers - but may ask some demographic questions to assist 
with analysis. Ulula normally offers this as a managed service and their platform also 
incorporates data analytics to allow the data to be analysed. It provides an API for integration 
with external systems. There is some rudimentary speech recognition – most surveys involve 
responding using the keypad.  

The potential to integrate such a system as an access channel with the registration and data 
capture system which could support device-independent worker identification and 
authentication requires further investigation. There may also be other options to support voice 
interaction. This will also require assessment of the user experience to ensure the process is 
easy to use, as far as possible. 

The voice platform could be deployed as a central system to support access for multiple 
collectives and their members or as a separate system for each collective. If a centralised 
system is preferred (dependent upon the economics and practicality) then the question arises 
about who will operate the platform. 

7.2.2 Smartphone Apps 
Smartphone access could be via a telephone call (using the voice interface), via a web-
browser (accessing the collective’s website) or via an application (app). The app simplifies the 
user experience and can be optimised for workers who cannot necessarily read or write19. The 
smartphone app can be used to: 

• Support various services/features such as grievance, reporting, timesheet, checking 
garments in & out, etc. 

 
18 Ulula (https://ulula.com) provides an assessment and analytics software platform to supports audits and 
assessments. Elevate https://www.elevatelimited.com/services/advisory/worker-engagement/ also offers the 
Laborlink platform which they describe as a mobile platform that establishes a two-way communications channel 
so that workers can share their viewpoints in real time.  
19 As an example, a smartphone app is currently being trialled to support uploading product information and 
pricing for an eMarketplace by SABAH, Nepal. 
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• Support training 

• Coupled with a digital wallet, the app enables the home-based worker to have 
independent control of their identity, including verified status, curriculum vitae (CV), 
etc. and gives them the right to have their identity and data to be removed from the 
system. 

• Initially this would only be available to a few workers or selected collective 
representatives (subject to being provided with and trained to use a smartphone or 
tablet) but as smartphone penetration increases over time and users become more 
educated this is expected to play a more significant role 

The ability to use common apps across collectives would help to standardised certain services 
and achieve economies of scale which would fit naturally within the ”collective-in-a-box” 
concept. There may also be scope for customisation on a collective-by-collective basis – the 
underlying data model and workflow needs to be common20. This will need to be explored in 
more detail within the next phase of development including the support for custodian and 
guardian modes. 

7.2.3 Authentication and Authorisation 
Once a worker or any other user has been registered, there will be a need at different times 
for that user to authenticate themselves for the purposes of logging-in, confirming a 
transaction or authorising an action. For example, authorisation for someone to enter data on 
behalf of a worker would require explicit authorisation by the worker. 

As with other systems this might be based upon a username and passcode, possibly 
supplemented by a second factor, or on a biometric token or similar. Amongst workers literacy 
levels are low and many might sign something using a thumb print or similar. They would also 
be used to using a fingerprint typically when authenticating themselves using Aadhaar. 

Use of a smartphone which is equipped with a biometric scanner can be used for biometric 
verification where it is used in place of an existing passcode to simplify access. However, 
where a smartphone is shared amongst a number of workers, for example, or where 
authorisation is required via someone else’s device then it will require a different approach.  

Biometric authentication is where a biometric scan can be taken at the device or terminal and 
cross checked against biometric scans that have been stored in the system (as opposed to in 
a smartphone). This is similar to how Aadhaar operates for example where 10 fingerprints and 
two iris scans for an Aadhaar holder are held in encrypted form in a central repository to enable 
authentication from a range of approved terminals (including approved biometric scanners). 
Using Aadhaar authentication is a possibility, but as stated previously use of Aadhaar 
authentication has been restricted for the private sector and also workers would be 
uncomfortable sharing their Aadhaar number. 

Authentication and authorisation approaches needs to be considered in more detail. A 
biometric scan could, for example, be stored as a verified credential and then used with 
devices equipped with a suitable biometric scanner to allow authentication and authorisation. 
It is not currently possible to use the built-in biometric scanners of smartphones or tablets for 
biometric authentication in this way and so a separate scanner or device would be required.  

 
20  The data model itself must be extensible to accommodate local differences in language, literacy, socio-cultural 
factors etc.  Given the issues around connectivity in many parts of India, consideration of on-line and off-line 
modes need to be considered 
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A different approach may be required using the voice interface. In this case a knowledge-
based authentication (KBA) and/or passcode maybe possible but requires further 
investigation. 

Again, the user experience is likely to be a key factor in making it easy for a worker to interact 
with digital systems in order to support the capture of data around work. 

7.3 Management, Governance and Trust 
A governance framework defines the roles and responsibilities, the rules/policies (business, 
technical and legal), processes, tools, and standards that govern the participation in and 
operation of a specific system or application. This includes the development of the underlying 
software protocols to meet the requirements for performance, security, privacy of data, 
operations, and maintenance and also the process of managing how the system evolves over 
time to meet the demands of changing needs or operating environment. The Trust Over IP 
(ToIP) Foundation21, which is working on defining a framework for establishing trust on the 
Internet at scale emphasises the relationship between human trust and technical or 
cryptographic trust – some human trust can be built upon technical trust. 

Within decentralised systems, where there are a number of different unrelated actors involved 
that may not know or trust each other, the governance framework becomes more significant 
in establishing whether there is a sufficient basis of trust for the different entities that use or 
interact with the system. 

In the context of this project where the potential use of technology is being considered to 
improve visibility within the supply chain and to reduce vulnerability for informal workers the 
question of trust is very relevant in terms of different actors adopting the solution or accepting 
its use within the supply chain. The role of the collective is key in this regard particularly in 
being able to engage with homeworkers and other informal workers.  

A governance framework would need to be established to define and manage the rules around 
these collective-led interventions. Note that where an existing distributed ledger is being used 
to support the management of identity and verifiable credentials then this will have its own 
governance framework which will also be relevant.  

Some information, such as data captured from individual homeworkers and the anonymisation 
and aggregation of that data would be handled at a collective level. This would also include 
responsibilities for custodianship and possible guardianship on behalf of informal workers.  

As this approach scales through collective-in-a-box, then it is expected that other collectives 
would need to agree to, and become part of that governance framework. 

With the possible transition to the digital supply chain system then a different governance 
framework would be required that also included other supply chain actors such as suppliers 
and brands as well as collectives which would operate on top of the collective based 
framework. As outlined previously many of the mechanisms around the use of decentralised 
Identifiers, verifiable credentials and a distributed public ledger (and the technical trust 
established by these) would continue to be used but the scope of their use would be wider 
and involve different actors.  

 
21 The Trust over IP Foundation (ToIP), is an open-source community that is seeking to build trust on the Internet 
at scale by addressing both technical and human trust within a layered and decentralised system and is derived 
from the work on self-sovereign identity ( https://trustoverip.org/ ) 
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Closely associated with the governance model will be the associated commercial model in 
terms of how the system is funded including operations and maintenance and including where 
some services might be chargeable. This will be explored in more detail in the next phase of 
development. 

8 Feedback from Phase 2 Research 

Feedback on the approach has been sought from a number of supply chain actors and other 
organisations involved in the garment sector and its supply chains. In all of the meetings with 
brands, suppliers and community support organisations there was a willingness to have follow-
up discussions about the next phases of development. 

8.1 Feedback from Brands 
Online meetings took place with 3 UK brands. In relative terms, more time was spent during 
these meetings in understanding the issues for these brands. 

One brand, a supermarket chain, had garments as one part of their portfolio and was 
interested any solutions that improved visibility across all of their supply chains across South-
East Asia. They confirmed the issue with visibility and that they can only engage with the 
supplier and not further down the supply chain. They also highlighted the issues with low 
literacy and therefore the ability (and willingness) to record information as part of the data 
capture. It was explained that this was why the approach to introduce such capabilities was 
tied very closely to the establishment or empowering of a collective to provide practical support 
and impetus to make this happen. The brand is currently in the process of finalising a 
homeworker policy. 

The second brand provided a lot of information in relation to their particular supply chains 
making it clear that while they had had homeworkers in their supply chain in the past, they 
currently don’t have any homeworkers and have adapted their designs to use machine 
stitching rather than rely on informal workers. The brand pointed out that from a compliance 
point of view the number of requirements placed on brands is only going to increase going 
forwards and welcomed anything that would improve traceability and transparency. Concerns 
were expressed about: 

• The impact of yet another layer in the supply chain and the potential disruption to the 
supply chain 

• Who was going to own and operate such a solution i.e. who would fund the 
development and pay for the operation of the system? 

The third brand indicated awareness of the multiple layers of sub-contractors in the supply 
chain and that since 2007, brands had started to take more notice of what is happening in 
lower tiers of the supply chain. Prior to that they simply accepted declarations by the suppliers. 
Homeworking from their perspective is mostly found in high fashion garments where there is 
seasonality in demand and where factories require flexibility in their workforce. The brand as 
a policy does not use homeworkers in its supply chain and does not see the use of 
homeworking as a viable business model in the future. Different brands currently adopt 
different approaches to auditing their supply chain. In order to deal with unauthorized sub-
contracting, brands could tighten their internal systems and procedures or, as proposed in this 
project, could work with a community based organization.  
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• The brand indicated how 4 brands have come together to establish a grievance 
reporting mechanism in southern India and highlighted one issue with the fact that not 
all complaints received were related to the supply chain.  

• “Conceptually” the proposed system makes sense but there are questions around how 
this can be implemented. A mapping of the supply chain is required as a first step – it 
was suggested that there would be benefit in forming a consortium of brands/multi-
stakeholder initiatives (MSIs) who can rally brands to take this forward. 

The discussions with brands were constructive and informative. On the whole, they were more 
cautious and more sceptical of the approach without necessarily dismissing it. They were 
happy to continue discussions as the work develops and to support associated initiatives e.g. 
supply chain mapping. 

The analysis and approach were also shared with the Mekong Club22 which is a membership-
based business association focused on the abolition of modern slavery. The focus of the 
discussion was around the possibility of engaging with a number of brands within its 
membership for whom this approach may be relevant, for example, those brands who source 
from the Delhi National Capital Region (NCR) in India. 

8.2 Feedback from Suppliers 
Online meetings took place with 2 suppliers to validate assumptions and to test the concepts 
with a particular focus on efforts to improve visibility and establish a grievance mechanism. 
Both suppliers proved to be very sympathetic to the needs of homeworkers and other informal 
workers.  

One supplier had already taken steps to capture data on the homeworkers that did work for 
the supplier – this is, we believe, an isolated example. This included capturing data about not 
just the workers but also their families with a specific concern about ensuring no children were 
working in the supply chain.  Whilst compiling this data, contractors were wary of the intentions 
of the supplier. They were informed that this would be a requirement for continued basis and 
gradually they became more accepting of the process once they saw that it was not 
disintermediating them from the supply chain. 

In response to the proposed approach for a collective to capture data on homeworkers, the 
supplier saw some value in this in general terms with reference to the wider industry but 
indicated that from their particular perspective they already have that data. The supplier saw 
benefit in potentially being able to cut costs by another party collecting and maintaining that 
data, but the clear expectation was that the raw data would be shared with the supplier (there 
is currently no overarching personal data protection regulation in force in India, but such 
regulation is currently going through the parliamentary process). The supplier also indicated 
a willingness to deal directly with a collective rather than through contractors if such an 
organization existed to represent workers. 

The second supplier was a larger manufacturer and provided its perspectives on the issues 
around the use of homeworkers and the lack of visibility which was consistent with our analysis 
but also provided further insight. Overall, the supplier was very supportive of the concept of a 
bottom-up approach to providing greater visibility. Whilst not explicitly distinguishing between 
the different stages of evolution, the supplier seemed to be supportive of many of the features 
that would be available with the more sophisticated digital supply chain concept including the 
attraction of supporting digital payments throughout the supply chain. In the discussion the 

 
22  See https://themekongclub.org  
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supplier believed that this initiative needed to be owned and operated by suppliers although it 
was recognised that there would need to be a drive from brands to get different suppliers to 
participate23. 

Overall, the feedback was positive and both suppliers are open to further discussions to refine 
the thinking.  

The question of ownership and governance as well as the commercial value proposition 
requires further analysis and discussion. 

 

8.3 Feedback from Other Organisations (CSO, NGO & MSI)24 
Discussions took place with Homenet South Asia25 and the Self-Employed Women’s 
Association (SEWA)26 in India where the approach and roadmap were described. The 
response to the ideas was positive but the following observations and concerns were raised: 

• The process of engaging with a community to build trust and to explain the benefits of 
homeworkers joining an organisation can take a long time and should be reflected in 
the approach (See Figure 5). 

• Concern was expressed that brands could misuse the data that provides visibility of 
working conditions and work being undertaken by homeworkers and, for example, 
withdraw business from a particular area which would cause more harm for those 
homeworkers27.  

• This highlighted the need to ensure that any brands and suppliers that register to 
access such data would be required to abide by an appropriate code-of-conduct in 
order to minimise this risk 

The work was also shared with the Fair Wear Foundation28, a non-profit organisation seeking 
to work with brands and other stakeholders to work towards a more ethical garment industry. 

The approach to capture homeworkers’ data through technology and provide visibility to them 
was seen as a good proposal. Several questions were raised and the questions and responses 
to those questions are included below: 

• Is the project going to differentiate between workers working on products for domestic 
market or international market? 

o The system under design would focus on workers per se rather than those in 
global value chains only. 

o However - any collaborative initiative to incubate/embed the system would seek 
to enlist brand support in identifying their workers through complementary 
supply chain mapping processes. Thus, with brand partners (and potentially 

 
23 Reference was made to another project where a third-party organization was operating a system which wasn’t 
working, and it was decided that this needed to be transitioned to the supplier where the third party trained the 
supplier’s personnel 
24 That is: Civil Society Organisations (CSOs), Non-Governmental Organisations (NGOs) and Multi-Stakeholder 
Initiatives (MSIs) 
25 See https://hnsa.org.in  
26 See https://www.sewa.org  
27 This concern was also shared by Traidcraft Exchange, and guidelines were developed to ensure homeworker 
livelihoods would be respected in the context of any deployment. Further details are included within reference [1] 
28  See www.fairwear.org  
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also some level of 'bottom-up' supply chain mapping) there would be effort 
made to identify who is in global value chains and who are not. 

• How is project going to ascertain that the homeworkers are working for domestic 
market or international market? PS: as an MSI our interest 

o (As alluded to above) early groundwork is supply chain mapping starting top 
down, then bottom-up data from workers and system to start enabling us to 
ascertain which market they are working for. A local CBO will monitor on an 
on-going basis. Brands will be expected to agree to participate and help w/ 
supply chain mapping top down as part of their contribution & commitment. We 
should also mention that participating brands would need to commit to 
livelihood protection – not to move their business. 

• Providing recognition system for workers is a great idea. Does the system plan to 
involve contractors/agents handing out work to homeworkers? At what level? Why will 
they join or support this initiative 

o Yes - we have tried to consult with contractors as part of this small-scale study. 
Clearly many contractors and agents are also vulnerable and subject to labour 
exploitation and harassment.  So yes - the system would plan to involve them 
in different ways: 

o -for instance to get work for the collective 

o -provide more transparency on their working conditions.  

o (whilst working with lead firms to ensure that product costing includes the role 
that they play in the supply chain too) 

o Male contractors and those more closely connected with factories will be more 
likely to resist but may participate if they see value. 

• What is the mechanism to establish the connect of homeworker to sub-
contractor/agent to contractor to factory to brand? We need this for the grievance 
mechanism to work effectively and hold the supplier/brand accountable for the 
complaint. 

o If member brands have participated in supply chain mapping, then we will have 
visibility of the chain, and this would enable us to make the link. So it depends 
on granularity and scope of the data and our ability to trace - which depends 
on brands and suppliers collaborating. 

o Certain cases (not the more serious grievances) could also be managed within 
the context of the collective and the community - where a constructive solution 
can be found. In some cases judicial mechanisms would also be followed.  

• How will the project ensure data protection of these workers? 

o Data will be anonymised as far as possible and aggregated so that it cannot be 
traced back. Personally Identifiable Information (PII) would be withheld so that 
the principles of data protection regulations29 aren't violated and so that 

 
29 A draft Indian Personal Data Protection Bill was issued in 2018 and revised in 2019. This is similar to the 
General Data Protection Regulation (GDPPR) in the European Union. At the time of writing, it continues to be 
under parliamentary review. Personal-data-protection-bill-2019 provides an overview of what the bill covers 
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workers are not put at risk (there will be a need to test what kind of PII data can 
be shared with brands without leading them to change suppliers). 

o The system envisages differentiated access to data on the part of different 
stakeholders including a separate channel of visibility that can support brands 
and suppliers and contribute to due diligence. 

8.4 Feedback from Informal Workers 
The original plan was to go back to the home-workers and sub-contractors that had been 
interviewed during the first phase of this research with a view to testing some of the ideas with 
them as a result of the analysis. Unfortunately the timing of this coincided with the major 
escalation of the Covid-19 pandemic in India and the associated lockdown which meant that 
it was not possible to contact many of the informal workers that had been interviewed during 
the first phase.  

As a result interviews to test these concepts were limited and also made use of representatives 
from different Civil Society Organisations (CSOs) who were interviewed as proxies for the 
homeworkers that they represent or with whom they work [1].  

Interviews took place with 2 homeworkers, 1 homeworker who is also a community mobiliser, 
1 female community-based sub-contractor in Kapas Hera and 6 CSO proxies 

The questions asked of the informal workers in Kapas Hera were at a basic level as it was 
realised at an early stage that they did not necessarily understand all the concepts that were 
being discussed. Questions posed to the CSO proxies were at a more detailed level. 

8.4.1 Willingness to join a collective 
Some of the interviewers were already known to the informal workers and there was already 
an element of trust with them. Trust was cited as an important element in how homeworkers 
would respond to a collective as some may not be so familiar with such organisations or with 
self-help groups. 

When asked about whether they would be willing to join a collective, the overall response was 
positive and the homeworkers would be willing to join as long as it helped to improve the 
amount they were paid for work, if it would help with getting paid on time and if it enabled them 
to get steady work. These represented their priorities.  

It was noted that there would be concerns if it was perceived that being a member of the 
collective impacted their ability to get work. 

In some cases women might need to seek permission from their respective husbands / families 
in order to join a collective which would need to be taken into account. 

There was overall a positive response on the opportunity of being able to access human rights, 
access to market and livelihood support, access to financial services and access to digital 
services. One CSO representative was more cautious about supporting financial services but 
this has already been successfully deployed by others.  

 
and access to the text itself. Personal-data-protection-bill-status provides an overview of the current status. 
Any solution will need to comply with this regulation when it comes into force. 
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8.4.1.1 Contractors	and	Sub-Contractors	as	members	of	the	collective	

When asked about contractors being part of the collective, it seemed that the homeworkers 
were comfortable with female sub-contractors being members and it was observed by one 
CSO that “honest” contractors may be instrumental in getting work orders. 

There was more caution with regards to men joining the collective from the point of view of 
making the women feel uncomfortable. Managing these concerns would need to be 
considered carefully by the collective. 

The community based sub-contractor was more wary of joining a collective (“a lot of 
apprehension”) and would want to understand the potential impact it might have on her 
livelihood.  

8.4.2 Access 
The limited access to smartphones or even basic mobile phones was established during the 
first phase of research. Respondents from the homeworkers during phase 2 were those that 
were contactable by phone. The informal workers interviewed did have a certain level of 
comfort with the use of technology 

There were examples of homeworkers having learned to make use of WhatsApp on a 
smartphone by recording and sending voice messages even though they were not able to 
read and write due to its simple interface and with the help of someone to show them how to 
use the app.  

For the female sub-contractor, she was, in addition, familiar with the use of email 

In addition some were familiar with interactive voice response (IVR) systems having had to 
negotiate them in order to access government services and subsidies (for example, ordering 
LPG cylinders and government helplines). 

It appears that there has been some increase in ownership of smartphones (within families) 
to enable children to access online lessons during the pandemic. 

While digital literacy is generally low, the women are quite capable and have an appetite to 
learn.  

8.4.3 Grievance Reporting and Redressal and Data Sharing 
This was explored through a number of scenarios around payment, sexual harassment, 
sharing data with suppliers and brands for increased visibility or in the event that a supplier is 
looking for homeworkers 

The element of trust associated with whom they share that data with was particularly relevant. 
They seemed to be comfortable in sharing information with the collective (NGOs, trade unions 
etc.) in order to get the improvements they are looking for and even to the extent of sharing 
cases of sexual harassment, although a big factor in this relates to awareness on such issues.  

They were more wary of data being shared with brands, suppliers, and contractors but on the 
whole were comfortable if certain anonymised data was shared for specific purposes. There 
was a varied response in the case of raising a grievance around non-payment, for example, 
but a Kapas Hera based NGO indicated that anonymity and support from the collective would 
be helpful where the women are migrant workers. 

There was particular sensitivity in sharing their Aadhaar number and banking information (an 
Aadhaar number can also be used to identify a bank account). This stems from being 
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conscious that they don’t fully understand the process or the management of payments and a 
bank account from a mobile device. While they are used to watching news and videos on a 
phone, they are wary of mobile technology for banking due to fear of making a mistake or 
sharing information which could compromise their bank account. 

9 Conclusions and Next Steps 

In co-operation with Traidcraft Exchange and its partners we have been able to gain a valuable 
insight into the situation and needs of homeworkers, other informal workers and other supply 
chain actors. This has served to shape our thinking around possible technology interventions 
that might help to improve visibility and to support other initiatives to reduce vulnerability and 
improve resilience within the apparel sector. 

While the use of technology isn’t necessarily new, the innovation comes from adopting a 
bottom-up approach that can be supported and managed by collectives whose aim is to 
represent and empower informal workers and at the same time, through the use of technology 
enable workers to be recognised and for visibility within the supply chain to be improved. 

Having said that, this particular application will put many aspects of self-sovereign identity 
technology to the test in a real-world use case with many issues around access and digital 
inclusion that need to be explored further. The use of decentralised identifiers and verifiable 
credentials lend themselves very well to the multiple complex relationships that exist in the 
supply chain and to the need to provide security and preserve privacy in order to protect 
vulnerable informal workers within the supply chain. It also provides potential for the self-
assertion of identity and related attributes, i.e. workers are not reliant on the supplier, 
contractor or brand to issue credentials for them. 

The possibility to scale this and to provide a standard approach to the capture of data provides 
greater visibility within existing supply chains and can be managed in a straightforward manner 
through this decentralised approach. 

A key limitation in any top-down approach is the lack of visibility of informal workers for brands 
and their suppliers. By combining this bottom-up approach with more of a top-down 
intervention some of those hurdles we believe can be overcome. However, having said that, 
if only one collective derives value from this approach, then this is an improvement on the 
current situation, based on the research in Kapas Hera. 

Feedback on the concepts and the roadmap has been broadly positive and encouraging 
although some respondents were more cautious and have a number of questions – many of 
which can only really be answered after further, more detailed design and development. The 
positive reaction does support the desire to take this project forward to a second stage of 
development. As ever, “the devil is in the detail”. 

In the discussion in this report there have been many references to the requirement for further 
investigation and the following summarises what are seen as the next steps. 

• Top-down mapping of the supply chain, to establish a baseline and inform the data 
model to support existing CSO and brand and regulatory requirements on reporting 

• Identify what represents the minimum viable product (MVP). The assumption is that 
this is based around the basic capability of access, registration, data capture and 
grievance reporting mechanism at a collective level. This will ideally be carried out in 
cooperation with relevant community-based organisations / collectives. 
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o It may be that there is interest in accelerating the digital supply chain. Since 
this builds upon and is dependent on the collective-led intervention in the form 
of the MVP, then this may be explored in parallel. 

• Data Model – Understand what data needs to be captured and where. This can be 
used to map out various interactions in the form of user journeys from which can be 
derived requirements around identifiers (DIDs and DID methods), verifiable credentials 
and transactions. This would be based initially on the MVP but with an assessment for 
future requirements. A key consideration here is to test the user journeys to identify 
any harms that could arise as a result of these interactions and to mitigate these 
potential harms. 

• Access – need to explore in more detail different access mechanisms, particularly 
around voice access, authentication including biometric authentication, guardianship 
and custodianship. This would also include reviewing various options in terms of third-
party solutions and associated costs. The user experience would also need to be 
explored. 

• Self-Sovereign Identity – explore the platform and what tools will be used. A 
consideration in this would be costs to deploy and operate and would also include 
requirements for off-ledger storage and data residency. This would also include ability 
to support custodian and guardianship models. 

• Engage with existing initiatives, applications and services such as SABAH, SEWA and 
cooperatives to explore interoperability to accelerate adoption and create a ‘network 
effect’ 

• Governance framework – define an outline governance framework at a collective level 
and the transition to the digital supply chain. This needs to be considered in the context 
of the wider global regulatory framework – ILO standards etc. – and also needs to be 
interoperable. 

• High Level Design, technical options and product backlog – articulate the solution 
design, any trade-offs and define the product backlog (more detailed design) for the 
solution. This will also include definition of any APIs and interfaces required. 

• Commercial model and business case – This will seek to understand costs for 
deployment and operation (at each stage) and options for funding resulting in a 
commercial proposition and business case. This can be used as a basis for 
discussions with supply chain actors and other organisations associated with the 
apparel sector in order to take this forward. 

• Once the design has been finalised at a sufficient level of detail, more substantive 
discussion may take place with a view to establishing a pilot. 

• It may be at different stages demonstrators or mock ups may be used to test particular 
features but these will only be used to test particular aspects and not the whole system. 

• As stated previously the intention is to work closely with a collective or similar 
organisations in this phase, continuing to use a participatory and inclusive design 
process, and to be able to test things further with supply chain actors. It may be that 
working with established collectives may enable the process to be accelerated but 
currently the view is that this next phase will take approximately 12 months to 
complete, subject to more detailed planning and appropriate funding. 
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