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1

Executive summary

1.1

Challenge overview
The Department for Work and Pensions (DWP) collects and administers
a large quantity of sensitive personal data in the course of its day-to-day
functioning. This includes, for example, information about demographic
characteristics of individuals, whether they are in receipt of Universal Credit,
and how much.
The DWP Innovation Lab have a particular interest in exploring how cuttingedge data analysis techniques might be applied to these datasets, and
naturally this work is strengthened by collaborating with researchers and
sharing data across services. However, the high degree of sensitivity of the
data in question presents a great challenge to working collaboratively.
The difficulties and risks inherent in making such sensitive data more available to analysts and data scientists can mean long lead-times before data is
made available, and work having to be conducted in restrictive computational
environments. Anonymization and disclosure control techniques can permit
a version of the data to be shared more widely: Synthetic data are a promising alternative or addition to standard anonymization procedures.
This challenge explored methods to gauge the suitability of synthetic data
(including particular datasets provided by two commercial teams). The
methods for synthesising data that we are considering start from an original,
sensitive dataset. This raises two key questions. First: How well is the
privacy of individuals present in the original dataset protected? (alternatively,
how much can be inferred about the original dataset from the synthetic data?)
Second: How suitable is the synthetic data as a substitute for the original
data, for its intended uses? The latter we refer to as its utility.
This aim of this challenge is to explore these questions, with a focus on (but
not limited to) several synthetic datasets provided by DWP, and how issues
of privacy and utility trade off against one another.
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1.2

Data overview
The DWP provided two datasets of Universal Credit claimant data. Both
datasets were synthetic data, in fact; the challenge did not work with real
sensitive personal data. These represent the original sensitive population,
and are close in structure to existing DWP datasets: One of these datasets
is cross-sectional and the other is longitudinal. Together they form the
original data on which the synthetic data is based. DWP also provided a
number of corresponding synthetic datasets generated by two commercial
teams.

1.3

Main objectives
The objectives of the challenge were:
• To investigate synthetic data generation methods, and their suitability
for use with the DWP data
• To better understand available measures of privacy when used to
evaluate synthetic data, and under which settings they apply
• To use these measures to understand how well synthetic data techniques preserve the privacy of individuals in the original datasets
• To determine whether the synthetic datasets represent a reasonable
trade-off between utility and privacy, by performing some representative analysis tasks on the synthetic datasets and comparing with the
original data.

1.4

Approach
Initially, we explored the datasets (both original and synthetic) by plotting
univariate distributions and correlations between features of the data. This
served as a basic quality check of the data, and allowed simple comparisons
to be made between the original and synthetic data.
To have additional ‘baseline’ datasets for comparison with the team synthetic datasets, we explored several techniques for generating synthetic data
3

from the literature. This also was a practical requirement to provide the quantity of synthetic data needed to evaluate privacy and utility metrics.
Given time and resource constraints, we focused on two approaches which
appeared most suitable to our challenge: the Gaussian Copula method,
which implements a simple statistical transformation, and CT-GAN, a deep
learning based synthetic data generators (Generative Adversarial Network)
model used specifically for single table data which are able to learn from real
data and generate synthetic data. We used the implementations of these
methods from the SDV (Synthetic Data Vault) framework [42].
The second component of the work was to develop an evaluation framework
to assess both the privacy and utility of the synthetic data, and the trade-off
between these two criteria. We explored a number of ways to define and
measure privacy, implementing a set of metrics to evaluate the distributional
similarity of the datasets.
To assess utility, we performed regression tests and investigated a set of
modelling questions, proposed as part of the challenge, and considered
representative of questions that the data might be used to investigate.
We augmented the evaluation framework to also consider the robustness,
namely adversarial robustness, and fairness, in terms of equality of outcomes, of the synthetic data.
1.5

Main conclusions
Our evaluation of the team synthetic datasets for utility and the results of
the modelling experiments are broadly in line with the results of the
performance evaluation already conducted by DWP: We established that
team B has produced superior distributional similarity when modelling
dataset A, but that the similarity indices we establish are less convincing for
this team with respect to dataset B. Indeed, team C produces superior
results in some of our simulations of downstream tasks on their sets based
on dataset B, which may indicate that team B’s generation algorithm scales
better to larger source datasets.

4

We also establish some intriguing initial results in fairness evaluation, which
indicate that team C may have introduced additional sources of bias
related to the gender of the respondent in their generation process. This
finding requires additional research to validate, and tracking down the source
of such additional bias would prove a fascinating field of work in and of
itself.
We conclude from our limited exploration of synthetic generation that we
obtain superior results from a tailored Gaussian Copula statistical process
rather than a more general approach utilising neural network generation.
We conclude that the CTGAN model we attempted to utilise produces more
variation in the results and hence a lower level of distributional similarity with
the original datasets. However, it is clear that fine tuning the hyperparameters
of a GAN-based model such as CTGAN and increasing the size of the
original dataset could prove beneficial to the observed performance level.
For this reason, we would indicate that further experiments must be carried
out on dataset A before we can confidently s tate t he s uperiority o f the
Gaussian Copula method.
1.6

Limitations
We recognise a number of limitations in this work. Among them are the
limited number of potential generative models we have assessed, as well as
the textual features present in the original dataset that we were unable to
synthesize.
We have explored only a very small number of the potential privacy metrics
that have been proposed—there are certainly many more suitable candidate
metrics discussed in the literature on this topic. Wagner and Eckhoff [59]
provide an excellent overview of the field.
Notably excluded from the privacy evaluation was differential privacy, a
general information privacy field which provides a measurable level of privacy
by measuring the sensitivity of particular queries applied to the dataset and
using noise to enforce single-record-level indistinguishability [10]. It would be
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valuable future work to investigate the differential privacy properties of the
synthetic generators (where these are known), or give empirical estimates of
differential privacy from data, of which a few are documented in the literature.
See section for more discussion.
1.7

Recommendations and future work
Future work on synthetic data evaluation could focus on the expansion of
the techniques and metrics used to evaluate privacy provided by synthetic
datasets—empirical estimates of differential privacy could be particularly
interesting—as well as expanding the definition and scope of privacy risk.
Future work should also include more diverse types of attack (e.g. membership inference). Finally, some novel evaluations techniques aiming to have a
more easily-understood output deserve consideration in future work. Such
is the case of table-to-text generations models, which emits easy-to-read
structured text.
Generation of text fields based on conditional distribution of original data
is a natural follow-up for this project, as it would increase the utility of the
synthetic sets. We also strongly suggest incorporating differential privacy in
future model-based synthetic data generations attempts, in order to establish
strong row-level privacy from the model training step onwards. We suggest
two promising approaches to include differential privacy: Local differential
privacy by including perturbations in the sample training dataset and Private
Attribute Adversarial Training, in which an adversarial model attempts to
infer protected features from intermediate representations of the generative
model, providing the latter with an objective measure to minimise.

6

2

Data overview

2.1

Dataset description
The data provided by DWP consisted of two ‘real’ datasets. These data were
in fact generated by DWP using a microsimulation method for the purpose
of the challenge.
Dataset A A household-level repeated cross-section survey of approximately 5 million observations. It consists of around 2.5 million observations each for the months of January and February 2020. This dataset
is derived from Stat-Xplore, an open database of DWP benefit statistics
(https://stat-xplore.dwp.gov.uk). In preparation for the challenge
(both for the teams and DSG), this was augmented by DWP to include
(synthetic) personal data, to add precision to binned variables, and to add
deliberate errors (discussed below).
Dataset B A time series dataset of approximately 20 000 households,
observed for 12 months from January to December 2020. No deliberate
errors are included in this dataset.
Both datasets include the demographic characteristics of the household,
including the address and family type (Single or Couple); the name, date
of birth, age, National Insurance (NI) number, gender, employment status
and occupation of each of up to two adult household members; number of
children and, for each child, date of birth and an indicator for child disability;
and quantity of benefits received, including the Standard Allowance, Carer
Allowance, Housing Allowance and Child Allowance, and Total Deductions,
Total Additions and the Total Allowance received. Dataset B also includes
an additional variable of Disabled Child Allowance.
team data DWP also provided multiple synthetic datasets constructed by
two external commercial teams (denoted team B and team C), who had been
previously identified by the DWP as potential candidate institutions to
synthesise DWP data. Each team provided two synthetic datasets
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derived from Dataset A, and three synthetic datasets derived from Dataset
B. These have the same columns as the original datasets.
DWP deliberated introduced errors into Dataset A, with the purpose of
testing the robustness of the teams’ data generation processes. These
errors include:
• 10 000 duplicate records
• Mismatch between certain individuals’ DOB and age
2.2

Data quality issues
We identified a number of issues that may affect the outcome of this piece
of research:
• Post Code/District: Through discussions with the data provider, we
determined that the post codes within the dataset were generated
from a real stem value, but were not necessarily genuine postcodes,
corresponding to real habitations. It was therefore not possible to
validate the relationship between District as a local authority or
regional designation and the post code.
• Generated data columns: Several fields within the dataset, including
the post code and name columns, were generated using the Python
Faker package [26]. We therefore would not expect to find realistic
results when basing the results of some tests on these attributes. Consider for instance Name, which may encode useful information about
socio-economic or cultural background which will not be accounted for
in a synthetic set that is composed of semi-randomised results.
• Occupations: Occupations are produced by Faker, but are more typically a free-text field in the real DWP data. To group these by occupation, we performed string matches to match to the ILO occupational
groupings1 .
1

https://www.ilo.org/public/english/bureau/stat/isco/isco08/
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• NaN values: Dataset B contains some NaN2 values, mostly in the
optional columns. e.g. Gender 2. For data generation, either dropping
any row containing a NaN, or imputing the missing data might be
considered. Imputation might affect the quality of synthetic data.

3

Data exploration and visualisation
The exploratory data analysis included building feature histograms and
computing correlations between features. We also considered the number
of unique values present for each feature.
The marginal distributions for the real and synthetic versions of both datasets
were found to be similar in many cases (by observation of the distribution
plots), presented in Figures 1-4. The largest difference between real and
synthetic data is observed for some categorical variables, and for team C
in general (as shown in Figure 1). Largely the same observations can be
made between Dataset A and Dataset B for these purposes. The full
analysis, including a large number of additional plots, is presented in the
notebook eda/EDA.ipynb included in the code artefact, and reproduces
several figures found in the team reports on the data.
Figure 2 shows a surprising anomaly in the distribution of dates of birth in
the original dataset. These dates are clustered into tight groups at five-year
intervals, leading to a distribution with many separate peaks. The same
anomaly seems to have been well captured by both synthetic datasets (as is
desirable). Overall, the range of ages represented is as would be expected—
the youngest are 16 years old, and the frequently mostly drops to zero after
retirement age. There are a number of outlying individuals older than this,
however, including some much older.
Figure 3 shows the distribution of the most frequent Surnames found in the
dataset. The most frequent names in the original dataset and team B’s
synthetic dataset are similar (with the exception of Martinez/Thomas), but
2

Not A Number, a Python language convention for a missing numeric value

9

Figure 1: Distribution of Housing Allowance for the original and synthetic data from both teams,
for dataset A. Note the somewhat unrealistic distribution for team C. The apparent density
present for negative values in the distribution of Housing Allowance is a plotting artefact.

Figure 2: Distribution of DOB 1 (date of birth) for the original and synthetic data from both teams, for
Dataset A. Note the unusual and unrealistic multimodal distribution, with peaks every five
years (but not completely discretized). This seems to be a genuine feature of the original
underlying data (and not a plotting artefact), and is perhaps caused by the mechanism used
for the initial synthesis. This anomaly is reproduced by both synthetic datasets.
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Figure 3: Distribution of the Surname 1 field of the original and synthetic data, for Dataset A, with the
ten most frequent names shown for each. The horizontal axis shows the proportion of rows
with a particular surname. The most frequent names in the original dataset and team B’s
synthetic dataset are similar (with the exception of Martinez/Thomas), but those for team C
are completely disjoint from the original.

those for team C are completely disjoint from the original, and follow a
distribution close to uniform, which is rather different from the original.
These figures used the columns S urname 1, D OB 1 and so on, rather than
Surname 2, DOB 2. The latter represent a second adult (perhaps a partner)
for claims in multi-adult households. These fields w ere n ull ( NaN) i n for
>85% of the records.
A correlation analysis of numeric columns carried out on Dataset B, as
shown in Figure 5, shows a low level of linkage between most attributes,
while exposing the key insight that the number of children in a household
is unsurprisingly correlated both with the amount of child-related allowance
and the total amount awarded.

4

Generation
Several generation methods were considered, including PATE-GAN [27],
Rob-GAN [33], RDP-GAN [34], or DP-CGAN [55], since these models in-

11

Figure 4: Distribution of the Postcode field of the original and synthetic data, for Dataset A, with the
ten most frequent postcodes shown for each. The horizontal axis shows the proportion of
rows with a particular postcode. Notice that the most frequent postcodes for each team are
disjoint.

Figure 5: Heatmap showing the correlation between the numerical columns of Dataset B. Most pairs
of columns are completely uncorrelated, but several are closely correlated. Many of these
are unsurprising (e.g. Number Children with Child Allowance and with Child Care Allowance, both types of child benefit). See the text for further discussion.
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clude various approaches towards implementing privacy mechanics within
the generative mechanism, including achieving a measurable privacy guarantee via the implementation of a differential privacy system.
However, these methods proved too time-consuming to implement with the
resources available to us. We refer to some of these methods in the further
work section as possible avenues for continuing research.
4.1

Gaussian Copula method
The Gaussian copula provides a particularly simple method to synthesize
data. It is implemented by SDV [42].
Copulae capture the dependence between random variables. An important
theorem, attributed to Sklar, is that the joint cumulative distribution function
of a multivariate distribution may be represented in terms of the cdfs of its
marginals, and a function linking them—this latter function is the copula. The
marginal cdfs are functions of one variable alone, containing no information
about the dependence of the variables on one another, and the copula
After an overview of copulae, we describe how we used them to produce
synthetic data: In short, we determine the marginal distributions from the
data, and make the assumption of a Gaussian copula, with covariance also
fit to the data.
Under some weak conditions, a distribution whose cdf is F can be expressed
as
F (x1 , ... , xK ) = C(F1 (x1 ), ... , Fk (xK ))
(1)
where Fk is the marginal distribution of Xk , and where C : [0, 1]K → [0, 1] is
the copula.
The Gaussian copula is given by


CN (u1 , ... , uK ; µ, Σ) = ΦK Φ−1 (u1 ), ... , Φ−1 (uK ); µ, Σ ,
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(2)

where Φ is the (univariate) standard normal cumulative distribution function,
and ΦK is the multivariate cumulative distribution in K variables, with the
specified mean µ and covariance Σ.
If the marginals Xk have standard normal distributions, it can be seen that
equation 1 recovers a multivariate normal distribution, since
F (x1 , ... , xK ) = CN (F1 (x1 ), ... , Fk (xK ); µ, Σ)

(3)

= CN (Φ(x1 ), ... , Φ(xK ); µ, Σ)

(4)

= ΦK (x1 , ... , xK ; µ, Σ).

(5)

In general, a particular joint distribution may not have Gaussian marginals,
and yet may still have a Gaussian copula.
Suppose now that we want to produce synthetic data based on N observations of K features. Let (X1 , ..., XK ) be random variables corresponding to
a particular observation, and suppose that the distribution underlying the
observed data is given by
F (x1 , ... , xK ) = C(F1 (x1 ), ... , Fk (xK ))

(6)

where C is the copula, and Fk is the cdf of the marginal distribution of the
k th feature, and these are all unknown.
ek , from the observaFor each k, we determine an approximate marginal, F
tions (xki )N
i=1 , and approximate the joint distribution as
e (x1 , ... , xK ) = CN (F
e1 (x1 ), ... , F
ek (xK ); µ
e
F
e, Σ),

(7)

e are estimates of the mean and covariance matrix.
where µ
e and Σ
Synthesizing new data is now a matter of sampling from the distribution with
e.
joint cdf F
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4.1.1

Applying the Gaussian copula to Dataset B
As noted earlier in the report, Dataset B is monthly time-series data. We can
see that for a given UC Ref, most of the data except the last two columns
for the Total Addition and Total Deduction remain constant over
time, unless Family Type or Number Children change. Therefore, we
will omit the generation for those two exceptional columns and also the
Total Award column.
There are two main difficulties with directly applying a Gaussian copula to
this dataset. The first difficulty is the appearance of ‘NaN’ values, and the
second is the change in award amounts for a household when particular
events occur (such as having children or getting married).
To overcome these difficulties and apply the Gaussian copula method,
we split the data set into 10 groups according to their Family Type and
Number Children. We then generate data corresponding to each household (with a given UC Ref, taking this to be the row of the first month where
this appears in our dataset).
We describe the steps of our synthesis process below.
1: Summarise the original dataset
We first summarise the procedure used to synthesise data corresponding to
the month that the household appears in the data set.
1. Remove the Total Addition, Total Deduction and Total Award columns from the original data set.
2. Remove columns that are unlikely to contribute information to further inference. This includes National Insurance numbers, Names, Postcode
(although we keep District) and ROW ID.
3. Remove the columns that can be computed deterministically from
other columns. In our generation, we remove the following columns:
Count Date, Age, Employment Status, Child Disabled (which
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can be inferred from Disabled Child Allowance, when this field
is non-zero).
4. Construct the new dataset with 40 000 rows, including two rows corresponding to the first and the last months that a given UC Ref appears.
5. For each UC Ref, generate extra columns: Family Type Change
and Number Children Change to indicate the month that those
events occur.
6. Generate extra columns to indicate the last month that each UC Ref
appears in the data set.
7. Split the data set (with 40 000 rows) into ten groups, corresponding to
family type and number of children.
8. For each group, fit a Gaussian copula, and use it to generate the
dataset for each group. The total count of each group corresponds
to the considered dataset, restricted to the month that it first appears.
This results in 20 000 rows being synthesized.
Note: We can see that all of the values in each column are either discrete
number or categorical data. We thus allocate an intervals of a continuous
variate to each category, and with the width of each interval corresponding to
the proportion of each. We then randomly assign a continuous value in the
interval to each data point—in our simulation, we use a truncated Gaussian
distribution. For date of birth data, we convert these to integers. We then
take this transformed data as the raw input to the Gaussian copula and
construct the marginal cumulative density function by using their empirical
distribution.
2: Map family type updates
Suppose that (X , Y ) has a multivariate centred Normal distribution, and that
Var (X ) = ΣX , Var (Y ) = ΣY and Cov (X , Y ) = ΣXY . In this case,


−1 >
X |Y ∼ N ΣXY Σ−1
Y
,
Σ
−
Σ
Σ
Σ
X
XY Y
XY .
Y
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(8)

That is, X |Y is also normally distributed, with the given mean and variance.
We use this fact to generate new observations.
For the 20 000 synthesized data where a particular event occurs (either
they have have a new child or get married), update the Family Type or
Number Children as appropriate. After the update, transform the column to be normally distributed again. If the family type changes, regenerate Standard Allowance, DOB 2, Occupation 2. If Number Children
changes, it can only have increased by one: Randomly assign a date within
the month to the next available DOB column. In this case, also recompute
Child Allowance and Child Care Allowance.
3: Complete generation
1. We construct the complete dataset of 240 000 rows, including every
month included in the synthesis. We also take into account the events
that were identified by the contents of the additional columns Family Type Change and Number Children Change.
2. We drop some rows according to the time that the household participates in UC.
3. This leaves us with data corresponding to each UC Ref. Each UC Ref
has records from January to the month that they leave UC, which
includes some UC Refs that have fewer than twelve months of records
(the smallest in the original dataset had seven months). In our simulation, we see roughly 50–60 rows with missing data caused by an
individual leaving UC in this way. To match the original data, we randomly select particular values of UC Ref that have twelve months of
records, and drop the initial months of data, such that there are exactly
100 values of UC Ref that have fewer than twelve months of data, as
in the original dataset.
4. The columns that can be directly determined from the generated data
columns are completed.
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5. The name and NI fields can be randomly generate (e.g. with Faker),
and assigned to each UC Ref.
6. Total Addition and Total Deduction were generated using a
linear regression model3 . We observe that for the majority of records,
Total Addition and Total Deduction are zero—we only apply
the regression to the rows where Total Addition and Total Deduction are non-zero. To obtain Total Addition and Total Deduction for our generated data, we first choose rows at random
that will have a non-zero value for these columns, and then apply the
regression model. All other rows will have a value of zero for these
fields.
4.1.2

Comment on the code and generated data
Near the end of the challenge, and after generating data in this way, we
identified some issues with the code that we used to generate our data,
which may have an impact on the quality of the generated data.
1. When transforming categorical data to a continuous normal distribution
(as described in the note to the step ‘Determine when an individual
household first appears in the original data set’), immediately transforming the output back results in a change in category for a few
percent of the rows, when they should be identical. Given the time
constraint, we have chosen to ignore this error for the course of the
challenge, which will affect the similarity of the distribution of categorical features slightly. It is likely caused by a bug in the function
used to transform categorical data to continuous data with a normal
distribution.
2. In our generator, children born during the time period of interest (that
is, when a row has Number Children Change of 1) never have
3

These columns (Total Addition and Total Deduction) could also be generated
using a Gaussian copula applied to the dataset, conditional on the synthetic data generated
using the above procedure. However, given the time constraint, we opted for a simple
regression model
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Child Disabled * set (that is, they are never disabled). This will
have a clear effect on the utility of the data, compared to the original
dataset, for related research questions. We also restrict the date of
birth of the new child to be from the 1st to the 14th of the month. This is
to make sure that the date of birth is consistent with the Count Date
column.
3. In the original dataset, the surnames of members of a household are
not independent, and have a high probability of being the same. This
property is not reflected in our generated data, where each surname
is generated independently.
4. As noted, we used a simple regression model to predict Total Deduction and Total Addition. Useful further work would be to
consider other models, and whether more sophisticated models confer
an advantage to the utility of the data.
4.2

CT-GAN
Conditional Tabular Generative Adversarial Networks, or CT-GANs, is a
GAN-based approach to data synthesis, developed to handle a mixture of
continuous and discrete features [62].
For generating synthetic data using CTGAN, we again used the framework
developed by SDV. The Synthetic Data Vault (SDV) enables end users to
easily generate Synthetic Data for different data modalities, including single
table, multi-table and time series data. They also have an implementation of
CTGAN for tabular data.
1: Baseline generation
We generated synthetic data using a baseline model of SDV’s CTGAN with
default values of its hyper-parameters. These are:
• Epochs and batch size: ts default values are 300 and 500 respectively,
and batch size needs to always be a value which is multiple of 10.
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• Log frequency: Whether to use log frequency of categorical levels in
conditional sampling. It defaults to True.
• Embedding dim (int): Size of the random sample passed to the Generator. Defaults to 128.
• Generator dim (tuple or list of int): Size of the output samples for each
one of the Residuals. Defaults to (256, 256).
• Discriminator dim (tuple or list of int): Size of the output samples for
each one of the Discriminator Layers. Defaults to (256, 256).
• Generator lr (float): Learning rate for the generator. Defaults to
2 × 10−4 .
• Generator decay (float): Generator weight decay for the Adam Optimiser. Defaults to 1e-6.
• Discriminator lr (float): Learning rate for the discriminator. Defaults to
2 × 10−4 .
• Discriminator decay (float): Discriminator weight decay for the Adam
Optimiser. Defaults to 1 × 10−6 .
• Discriminator steps (int): Number of discriminator updates to do for
each generator update. Default used is 1 to match the original CTGAN
implementation. source: SDV
The synthetic data generated from the baseline model resulted with numerical columns were not highly accurate but similar to the original data.
2: Hyper-parameter tuning We tuned the hyperparameters of the CTGAN
model by reducing them 10 times to the default values, initially for generating
only numeric columns. The similarity between real and synthetic data was
about 0.77
Here we present loss function of different model setups. As you can see
we we got good improvement in process of model training. We sure that

20

Figure 6: Distribution of Standard Allowance in the original (blue line) and two synthetic data sets
produced by CTGAN: The baseline model (orange line), and a tuned model, after adjusting
the hyperparameters (green line).

model’s hyperparameters can be improved significantly, but it needs much
more times and experiments.
However, generating text or categorical columns using this model does not
produce results close to the original data. We suspect that the use of Faker
in SDV’s implementation of CTGAN could be the reason for the dataset’s
low similarity.
4.3

Text Generation
Ideally, we would jointly generate the textual information in our dataset alongside the numerical and categorical fields to ensure consistency between the
source dataset and the generated data. Our initial research indicated the
best way to achieve this would be to train a model to learn the joint distribution of the numerical fields from the source set and predict the contents of
the textual fields, thereby learning both the plausible content of the field as
well as the format constraints.
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Figure 7: Distribution of Total Award in the original (blue line) and two synthetic data sets produced
by CTGAN: The baseline model (orange line), and a tuned model, after adjusting the hyperparameters (green line).

We determined that a classification system using the Transformer architecture [57] would be eminently capable of generating the range of outputs we
require, using a pre-computed mapping between the output representation
and a corresponding high-dimension vector. This would have the benefit of
allowing us to compute an intermediate representation—what one might call
a row embedding—for any synthetic set in a consistent format, which we
could use to predict the appropriate text field values.
This proved too time-consuming to realistically effect however, and plans
to implement the system were shelved in favour of generating field content
through a semi-randomised process using the Python package Faker. We
would intuitively expect this system to generate content that did not appear
in the original dataset, leading to a less rigorous match to the underlying
distribution of values. It is our belief that a fine-tuned generation process
would produce superior results in terms of utility.
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Figure 8: Loss during training of the Generator (Loss G) and Discriminator (Loss D), for the baseline
model, with parameters described in Step 1 of the CTGAN section of the text.

5

Evaluation
This section will deal with the question of the quality of synthetic data in
comparison to the original dataset. We will examine in turn:
1. The potential level of privacy embodied in the generated set,
2. The effective utility when using the synthetic data on potential downstream applications,
3. Potential effects on the robustness of generated sets,
4. The addition of new sources of bias that may affect the fairness of
generated sets.
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Figure 9: Loss during training of the Generator (Loss G) and Discriminator (Loss D), for model with
smaller learning rate described in Step 2 of the CTGAN section of the text.

5.1

Privacy
There are a number of ways to evaluate the privacy of a dataset. Wagner
and Eckhoff [59] present an authoritative taxonomy based on the output
measure desired, which we reproduce as Figure 10.
Given the scope of the challenge, we were unable to investigate all of
the potential measures included here, and so we chose to focus on some
fundamental measures that we believe give a good measure of the potential
risk of data release, specifically for synthetic data in comparison to the
original set. We encourage further research in the application of additional
metrics to the problem, and have referred to several potential approaches in
the Further Work section of this report.
At the most fundamental level, we wish for the synthetic data to be similar to
the real data: Not only would this make it harder for attackers to determine
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Figure 10: Privacy metric taxonomy in Wagner and Eckhoff (2018).
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whether obtained data is real or fake, but it would also improve the quality of
any analyses done with the synthetic data [47, 15].
To this end, we conducted tests based on established distributional metrics
to quantify the similarity of the original real to the generated synthetic data.
These metrics are statistical in nature and, as the goal is to identify the
possible differences between samples from the real and synthetic data, are
appropriately termed two-sample tests. In short, these metrics calculate
different functions (formally, statistics) of the data distributions and compare
them to particular reference distributions. From there, a p-value is calculated.
Generally, the lower the p-value, the easier it is to tell the real and synthetic
data apart.
In the DWP datasets, there were multiple data fields, some categorical,
some numerical, others in a gray zone (e.g. First Name, NI). As a first
pass, we restricted ourselves to single columns of categorical or numerical
data, such as District (categorical) or Age (numerical). The two-sample
test we applied differed based on the type of data under consideration.
For categorical data, we applied chi-squared tests to compare the relative
frequencies of categories (Table 1). For numerical data, we applied a suite of
tests (Kolmogorov-Smirnov [KS] test, Student’s t-test, Levene’s test: Tables
2, 3) that each tested different aspects of the numerical distributions.
Although these metrics can be successfully applied to the data, they have
one glaring weakness: they are generally univariate in nature and cannot
be easily extended to multivariate fields, especially when dealing with a
combination of numerical, categorical, and other data types. Therefore, we
turned to some of the more modern literature, from which we identified
the Kernel MMD (maximum mean discrepancy) two-sample test [20] as a
promising approach. The primary advantage of this more modern approach
is that it effectively subsumes most earlier tests. It does this by projecting
the data onto a high-dimensional space (called an RKHS, or reproducing
kernel Hilbert space) and utilising what they call a witness function to identify
differences of any arbitrary nature.
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The downside of such a method is that it requires the user to choose a
kernel, which is not a straightforward task and is in practice often done by
training a deep neural network. Choosing an appropriate kernel should allow
the model to analyse any type of data, whether categorical or numerical in
nature. Unfortunately, we were not able to implement this successfully over
the course of the DSG, but we recommend this task for future work.
Stepping back a bit, however, it is important to note that although we have
investigated a number of metrics for distributional similarity between real
and synthetic datasets, this says nothing about the privacy of the synthetic
datasets themselves. In fact, simply reproducing the original data would
produce “synthetic” data from the same distribution, yet that data would
obviously not be private. In the following sections, we tackle approaches to
more private data.
District

Type

Gender1

Status1

Gender2

Status2

2772.17
75725.3

0.43
307618

N/A
18838.5

206.49
246099

N/A
N/A

13.90
157578

N/A
10719.6
N/A
251.911

12110.2
398.29
1056.48
477.675

258.97
34.55
6.48051
19.7176

39.25
1310.85
2.10716
36.345

9867.14
298.4
1235.31
27090.7

10181.6
333.81
1472.72
5356.56

Dataset A
team B
team C
Dataset B
team B
team C
CTGAN
GC

Table 1: Similarity test with categorical features (χ2 ). Type = Family Type, Status = Employment Status.
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Age 1

Age 2

No. Children

St. Allowance

ks: 0.00837
lv: 32.23
ks: 0.04075
lv: 7317.38

ks: 0.01221
lv: 101.66
ks: 0.1046
lv: 63897.88

ks: 0.00918
lv: 496.56
ks: 0.04151
lv: 1172.90

ks: 0.00489
lv: 58.64
ks: 0.08594
lv: 87751.33

ks: 0.03028
lv: 38.73
ks: 0.04075
lv: 7317.38
ks: 0.04983
lv: 13.65
ks: 0.00389
lv: 11.39

ks: 0.08809
lv: 132.13
ks: 0.1046
lv: 63897.88
ks: 0.5086
lv: 11511.20
ks: 0.16188
lv: 1848.66

ks: 0.04472
lv: 983.70
ks: 0.04151
lv: 1172.90
ks: 0.05559
lv: 37.01
ks: 0.01896
lv: 56.46

ks: 0.11105
lv: 8074.56
ks: 0.08594
lv: 87751.33
ks: 0.49918
lv: 1707.77
ks: 0.02089
lv: 247.75

Dataset A
team B
team C

Dataset B
team B
team C
CTGAN
GC

Table 2: Similarity test with numerical features, part 1. KS = Kolmogorov-Smirnoff test LV = Levene’s
test.

Allowance Type
Carer

Housing

Child

Total

ks: 0.00281
lv: 277.95
ks: 0.05718
lv: 88492.68

ks: 0.01134
lv: 142.97
ks: 0.05234
lv: 61216.24

ks: 0.00918
lv: 594.82
ks: 0.01376
lv: 18.92

ks: 0.02774
lv: 0.04
ks: 0.04289
lv: 15668.14

ks: 0.00239
lv: 7.59
ks: 0.00264
lv: 9.27
ks: 0.5405
lv: 0.01
ks: 0.00482
lv: 29.80

ks: 0.12753
lv: 669.10
ks: 0.07896
lv: 2054.84
ks: 0.13412
lv: 15.20
ks: 0.00424
lv: 5.65

ks: 0.02733
lv: 368.33
ks: 0.02261
lv: 1.29
ks: 0.2269
lv: 201.60
ks: 0.02102
lv: 249.25

ks: 0.05823
lv: 244.70
ks: 0.05570
lv: 144.23
ks: 0.10066
lv: 133.30
ks: 0.01624
lv: 77.20

Dataset A
Team B
Team C

Dataset B
Team B
Team C
CTGAN
GC

Table 3: Similarity test with numerical features, part 2. KS = Kolmogorov-Smirnoff test LV = Levene’s
test.
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5.1.1

Private Attribute Prediction
One of the primary risks in publishing a dataset is that it may expose the private information of participants to unwanted scrutiny; it is for this reason that
most published data is usually anonymised in some fashion [25]. However,
even removing identifiers such as Social Security numbers or names does
not guarantee privacy. Re-identification attacks can reliably uncover this
hidden information by linking the published set with external datasets and
background knowledge [64, 30, 3, 52]. Narayanan and Shmatikov (2008)
[37] proposed an effective methodology for achieving this de-anonymisation
of personal data under which an attacker with moderate assumptions about
a sparse pseudo-anonymous dataset can make correlations with existing
public data to uniquely identify individuals, which they proved in spectacular
fashion by successfully identifying 99% of subscribers included in the Netflix
Prize dataset.
Such an attack can take the form of inferring the value of a private attribute
from publicly available data that has either been anonymised or obfuscated
in some form by the application of machine learning techniques [53, 41, 36,
18]. In the case of synthetic data release, we consider the possibility that an
attacker may be capable of training a model with the released data to predict
the value of a private demographic attribute, such as gender, age, racial
background or employment status, that can then be used with a secondary
dataset gathered from public sources to infer these protected characteristics
of real individuals.
We obtain empirical estimates of this risk factor by training a set of classifiers
(including Naive Bayes, Random Forest, Multi-Layer Perceptron, and Logistic
Regression) to predict the gender of a record using other demographic data
from the synthetic dataset. Then, we test the predictions of these classifiers
against the original dataset, and score the performance of the models. If
the synthetic dataset does not encode significant information about the real
individuals, then we would expect the performance outcomes to resemble
simple chance (50%).
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We use as a success metric the F1 score (defined as the harmonic mean
of the recall4 and precision5 ). Note that precision, and hence F1, can be
indeterminate if no predictions are made for a particular class, and in this
case the score for all classes is set to zero. Results can be seen in Table
4.
NB

RF

MLP

LR

0.53008
0.51378

0.52002
0.44137

0.46797
0.50853

0.43854
0.44151

0.48382
0.51945
0.49703
0.43136

0.40411
0.48407
0.40516
0.27408

0.27028
0.47928
0.46028
0.40402

0.27144
0.43533
0.40402
0.27046

Dataset A
team B
team C
Dataset B
team B
team C
CTGAN
GC

Table 4: Private attribute prediction. NB = Naive Bayes, RF = Random Forest, MLP = Perceptron, LR
= Logistic Regression.

We can see from these results that the attack has been relatively unsuccessful across the board, achieving no more than 3% performance improvement
above random chance in the best case. We note the anomalously low results
provided by the MLP and LR classifiers when applied to the data generated
by team B derived from dataset B. This may be a misleading result, perhaps caused by a the classification algorithm failing to converge, a possibility
that could be investigated by performing multiple cross-validation runs.
4

Recall: The number of true positive predictions divided by the number of results that

should have been predicted positive.
5

Precision: The number of true positive predictions divided by the total number of positive

predictions.
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5.2

Utility
A key observation of previous research into privacy-preserving techniques is
that there is an inherent trade-off between the level of personal risk reduction
and the amount of utility that is preserved for tasks relying on the privatised
dataset [44, 29, 17, 31]. We present a set of experiments here into a range
of simulated tasks that a data consumer may wish to accomplish given a
privatised synthetic dataset, providing some indicative results for how much
additional error is introduced via the process.
It is important to note however that this task set should not be considered
comprehensive, and indeed there may be particular use cases that exhibit markedly different dynamics in response to the privacy regimes under
consideration. We recommend investigation of a wide range of possible
tasks [22, 45] before any determination of data quality and robustness is
made.

5.2.1

Metrics
The primary tests in this section involve regression towards a continuous
variable, and hence we focus on metrics appropriate for that case. Those
we have used are defined below.
Definition 5.1 (Mean Squared Error). Given examples n ∈ N with real target
value y and prediction ŷ
MSE =

N
1X
(yn − ŷn )2 .
N n

Definition 5.2 (Mean Absolute Error). Given examples n ∈ N with real
target value y and prediction ŷ
MAE =

N
1X
|(yn − ŷn )|.
N n
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MAE scales linearly with changes in the underlying prediction error. Both
MAE and MSE share the useful property that the units in which they are
denominated are the same as the units of our target variable. In this sense,
the scale of the error is straightforward to conceptualise.
Definition 5.3 (Coefficient of Determination, R 2 ). Given examples n ∈ N
with real target value y and prediction ŷ
2

PN

(yn − ŷn )2

n

(yn − ȳn )2

R = 1 − PnN
where
ȳ =

N
X

yn .

n

The R2 metric quantifies the proportion of the variance in the target variable
that has been explained by the independent variables used in the model.
Values of R2 can be negative, if the mean of the data provides a better fit to
the outcomes than the predicted values in this particular test.
5.2.2

Tests of regression
These tests attempt to fit a regression model for a target variable to a
selected group of categorical or numerical variables. Higher error indicates
that the model is less accurate in predicting the target, and hence we would
expect that the target is less strongly determined by those variables. In
the case of synthetic data analysis, we would expect the original dataset
to exhibit the lowest error and highest evidence of correlation, while sets
that are generated from it will experience consequently higher error and
lower correlation the less they resemble the original set. For this reason, we
consider these measures good proxies for the general utility of the generated
sets [22].
These experiments were conducted by extracting the Total Award or
Allowance columns from the dataset as the target variable which should
be strongly determined by the demographic columns of the record. These
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columns, including age, gender, job, employment status, number of children,
and district were processed into categorical or numerical format as appropriate, and split into training (60%) and test sets (40%). The training set was
used to fit a series of regression models, which then generated predictions
for our unseen test set.
We developed models using Linear Regression, Random Forest Regression,
Support Vector Regression, and Dense Neural Networks [13] for our test
battery. Error metrics for each model can be seen in Tables 5 and 6. Results
for dataset A can be found in Figure 11 and dataset B in Figure 12.
LR

RF

MSE

MAE

R2

MSE

MAE

R2

Dataset A

13940

534.01

0.08

13336

549.56

0.12

Team B
Team C

13606
18660

530.58
674.93

0.08
0.05

13660
21247

561.40
760.66

0.07
-0.08

Dataset B

94070

714.72

0.52

60637

444.43

0.69

Team B
Team C
CTGAN
GC

94800
93671
1400643
817335

712.22
750.61
1011.6
699.123

0.47
0.51
-0.002
0.55487

75497
52088
1501293
502017

566.34
450.96
1027.35
465.81

0.58
0.73
-0.07
0.7266

Table 5: Regression results for Linear Regression (LR) and Random Forest (RF)

While both team B and C provide relatively good results, it should be noted
that team B provides significantly better results in our synthetic utility test
on Dataset A. Results with Dataset B are more mixed, perhaps indicating
that team B’s generation process scales in performance along with the
size of the input dataset. This may also indicate an issue with team C’s
process in dealing with outliers in the data, as with the intentional errors
added to Dataset A.
Our generative models provide some useful context here: The performance
of the purely statistical Gaussian Copula model remains relatively stable
across most tests in our battery, indicating a high level of reliability, while the
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Figure 11: Results of various regressions carried out on Dataset A and the synthetic datasets. Shown
are Linear Regression (LR), Random Forest (RF), Support Vector (SVR), and Neural Network (DNN) algorithms.
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Figure 12: Results of various regressions carried out on Dataset B and the synthetic datasets. Shown
are Linear Regression (LR), Random Forest (RF), Support Vector (SVR), and Neural Network (DNN) algorithms.
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SVR

DNN

MSE

MAE

R2

MSE

MAE

R2

Dataset A

14476

492.10

0.04

1413547

477.25

0.06421

team B
team C

14058
19570

492.91
607.90

0.04
0.00

1380424
1970770

477.19
605.10

0.06153
-0.00319

Dataset B

10601

764.08

0.45

979405

731.07

0.49516

team B
team C
CTGAN
GC

98313
11179
8884567
926765

727.11
809.57
2501.64
743.125

0.45
0.42
-5.35323
0.49527

946318
876526
1635526
838386

709.53
726.99
1062.21
708.446

0.47529
0.54265
-0.16954
0.54340

Table 6: Regression results for Support Vector Regression (SVR) and Dense Neural Network (DNN)

CTGAN process demonstrates clear signs of degraded utility. We speculate
here that the reliability of results obtained from CTGAN would improve with
additional fine-tuning, as well as training with a larger subject dataset.
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5.2.3

Error in the marginal distribution
We illustrate error appearing in the categorical data in Table 7.
Table 7 illustrates the average MSE between the synthetic data and the
original data. We can see from these results that the Gaussian copula
method that we apply to Dataset B gives a similar error in the marginal
distribution of Total Allowance to the team synthetic data, with no
particular method clearly outperforming the others.
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District
Family Type
Gender 1
Occupation 1
Occupation 2
Surname 1
Surname 2
Number Children
Gender 2
First name 1
First name 2
Month
Child Disabled 1
Child Disabled 2
Child Disabled 3
Child Disabled 4
Housing Entitlement
Carer Entitlement
Count Date
Employment Status 1
Employment Status 2
Age 1
Standard Allowance
Disbled Child Allowance
Carer Allowance
Housing Allowance
Child Allowance
Child Care Allowance
Total Deduction
Total Addition
Total Award

GC
3.57
14.20
3.12
3.57
17.85
3.28
10.20
1.68
12.31
3.56
90.75
0.04
13.49
2.82
0.03
0.03
1.03
3.33
0.04
4.10
30.40
15.48
118.58
29.21
70.27
868.82
318.64
1089.87
428.39
715.23
1947.93

B v1
5.21
72.51
11.75
1.27
58.27
4.47
55.39
1.60
68.45
4.56
51.40
1.10
16.66
6.98
36.24
23.46
4.05
6.40
1.10
4.24
72.25
15.34
113.42
25.22
69.12
846.13
319.39
1079.30
477.79
753.98
1945.44

B v2
6.46
20.22
6.68
3.07
14.12
4.67
14.16
1.68
17.56
4.66
14.53
0.25
13.24
9.54
3.77
1.33
13.86
3.06
0.25
4.06
19.84
15.38
121.32
26.34
70.12
858.59
318.22
1092.28
486.53
748.89
1948.89

B v3
5.31
6.79
1.16
10.26
4.36
3.84
4.63
1.68
6.00
4.01
4.80
0.39
3.06
1.15
3.17
2.07
5.33
12.64
0.39
13.77
6.26
15.37
120.38
27.85
66.90
869.50
318.26
1086.24
487.40
767.88
1976.40

C v1
16.71
13.25
4.26
109.09
19.01
17.06
11.17
1.66
11.71
31.55
13.96
0.00
5.41
1.28
1.47
3.93
19.09
6.43
0.00
24.50
11.67
15.24
115.71
29.98
69.02
897.95
317.19
1141.11
438.46
728.28
1964.80

C v2
20.21
65.68
31.83
70.92
78.69
17.21
62.37
1.64
64.01
32.36
62.91
0.00
74.79
51.51
29.49
39.74
99.09
91.21
0.00
41.86
69.17
12.86
120.85
47.25
60.38
919.94
318.18
1224.97
339.43
574.26
1925.44

Table 7: Error in categorical features for the synthetic datasets: GC=Gaussian cupola (our work),
B=team B, C=team C, v1=version 1 of the provided synthetic data etc. The model with the
smallest error is shaded for each feature.
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5.2.4

Modelling
One potentially important application of synthetic data, is to public policy
analysis. This could include research by staff within the department, but
without access to the original data, by other UK government departments,
or by the wider academic community. To evaluate the suitability of synthetic
data for this purpose, we consider three modelling questions that are representative of some of the analysis of interest to DWP. This is an applied
utility metric: Ideally, the synthetic data will replicate the distribution of the
original data so that empirical policy analysis leads to the same conclusions,
regardless of which dataset is used.
Question 1: Analysing the impact of family type on Universal Credit
awards
We first investigated how awards of Universal Credit vary across family
characteristics, including whether the household is a single or couple, and
the number of children. Of particular interest is the impact over time, and
so we applied two models to Dataset B, which is a longitudinal (householdmonth level) dataset over 12 months:
• Survival regression analysis
• Pooled OLS
We implemented Cox’s proportional
hazard model to study the uptake of Universal Credit over time, conditional
on family structure. In this context, the hazard function h(t) is the probability
(“risk”) of receiving a positive award of Child Credit:
Approach 1: Survival regression analysis

h(t) = h0 (t) exp(X β)

(9)

where X is the set of covariates, including family type (Single or Couple)
and number of children.
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The regression coefficients for the original data, and teams B and C are
shown in Table 8 and survival conditional on family type and number of
children are plotted in Figure 13. The regression output shows that the
estimated impact of being a Couple on survival is underestimated by team B
and overestimated by team C, by a large degree, relative to using the
original dataset. The estimated impact of number of children is more
similar across the original and synthetic datasets, with both teams B and C
underestimating the impact of a marginal child. It can be seen from the
plot that, independent of the team, the more children the family have, the
less time passes before receiving Child Allowance, hence ceteris paribus
increasing the total UC award of the household. We can also observe
that single families tend to get the allowance faster. team B seems to
overestimate the speed in which the families get the allowance, while team C
seem to underestimate it.
coef

exp(coef)

se(coef)

coef lower 95%

coef upper 95%

exp(coef) lower 95%

exp(coef) upper 95%

z

p

-log2(p)

-1.20
0.80

0.30
2.22

0.02
0.01

-1.23
0.78

-1.16
0.81

0.29
2.19

0.31
2.25

-63.45
120.93

<0.005
<0.005

inf
inf

-0.86
0.67

0.42
1.96

0.02
0.01

-0.90
0.66

-0.83
0.68

0.41
1.94

0.44
1.98

-51.92

<0.005

inf

-1.32
0.74

0.27
2.10

0.02
0.01

-1.35
0.73

-1.28
0.76

0.26
2.08

0.28
2.13

-73.12

<0.005

inf

Original dataset
Family Type (Single = 0, Couple = 1)
Number of Children
team B synthetic data

Family Type (Single = 0, Couple = 1)
Number of Children
team C synthetic data

Family Type (Single = 0, Couple = 1)
Number of Children

Table 8: Impact of Family Structure: Cox Proportional Hazards Model Output

Secondly, we estimated a pooled OLS regression
model, which is a mixed model, controlling for the nested repeated measures
over time, that is most suitable to the panel data structure of Dataset B, in
which we observe repeated cross sections over time. Using pooled OLS, we
estimated the effect of the same covariates as in Approach 1 (Family Type
and Number of Children) on the total award received by the household in a
given month.
Approach 2: Pooled OLS

The model output for the original and synthetic data are shown in Table 9.
The models shows some minor differences between teams, but the most
noteworthy is again the overestimation by team B and the underestimation
by team C of the time variable, especially in the first months. It can also be
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Figure 13: Impact of Family Structure: Conditional Survival Plots. The horizontal axes indicate time in
months since the start of the series, and the vertical axis for each plot is the probability that
the household does not receive Child Credit (that is, the probability of ‘survival’, or the event
of receiving a positive amount of child allowance not occurring).
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seen that team C greatly overestimates the effect of later months over the
total award.
Team B Synthetic Data

Original data

constant
Family Type (Single = 1, Couple = 0)
Number of Children
Month 2 (indicator)
Month 3 (indicator)
Month 4 (indicator)
Month 5 (indicator)
Month 6 (indicator)
Month 7 (indicator)
Month 8 (indicator)
Month 9 (indicator)
Month 10 (indicator)
Month 11 (indicator)
Month 12 (indicator)

Parameter

Std. Err.

T-stat

1699
-188.18
832.69
8.2606
16.774
21.863
19.839
37.734
34.868
44.667
55.513
45.175
50.539
59.089

8.2277
4.4884
1.7025
9.8392
9.8386
9.8405
9.8444
9.8496
9.8617
9.8804
9.8993
9.9183
9.9372
9.9557

206.5
-41.927
489.1
0.8396
1.7049
2.2217
2.0153
3.831
3.5357
4.5207
5.6078
4.5547
5.0859
5.9352

Parameter

Std. Err.

T-stat

1465.6
-109.74
856.21
91.173
117.49
126.01
143.02
158.31
149.65
148.09
138.6
123.2
120.04
131.62

8.5527
5.0644
1.8674
9.7713
9.753
9.7726
9.768
9.7736
9.7583
9.8066
9.81
9.7958
9.8139
9.8206

171.37
-21.669
458.5
9.3307
12.046
12.894
14.641
16.197
15.335
15.101
14.128
12.577
12.232
13.403

Team C Synthetic Data
Parameter

Std. Err.

T-stat

1572.1
-40.298
838.12
-5.9798
41.598
86.594
148.16
182.5
188.02
202.48
211.67
251.4
285.62
253.26

8.2025
4.5611
1.6972
9.6867
9.6855
9.6879
9.6956
9.7061
9.7238
9.7421
9.7652
9.785
9.8154
9.8405

191.66
-8.8353
493.83
-0.6173
4.2949
8.9384
15.282
18.803
19.336
20.784
21.676
25.693
29.099
25.737

Table 9: Impact of Family Structure: Pooled OLS Regression Output

Question 2: The distribution of Universal Credit awards across occupations
We then investigated the variation in Universal Credit award across occupations. In the data provided by DWP, the Occupation variable was generated
by Faker with has a very large support of possible text values. Moreover,
in the true DWP data, occupation is a free text field. To therefore pool the
occupations into meaningful groups, we used string matching to map the list
of observed occupations into the UK Standard Occupational Classification
(SOC)6 , to use the International Standard Classification of Occupations
2008 (ISCO-08)7 to group the observations.
We then plotted the total Universal Credit award by occupational group, both
unconditionally and conditioning on basic demographics by first regressing
total award on age and gender of the primary household member, and
number of children. These plots are shown in Figures 14 and 15 respectively
6

https://www.ons.gov.uk/methodology/classificationsandstandards/
standardoccupationalclassificationsoc/soc2020/
soc2020volume2codingrulesandconventions
7
https://www.ilo.org/public/english/bureau/stat/isco/isco08/
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Figure 14: Total Universal Credit Award by Occupation

for the original data and team C’s synthetic data. team B did not generate
occupation labels (instead denoting occupation by “*”).
We can see that occupation has little explanatory power for total award both
in the original and synthetic data, as confirmed by the regression analysis
in the earlier section. This is the case even in the unconditional case. As
occupation in the original data provided by DWP was itself generated by
Faker, with no association with the rest of the dataset, this is unsurprising.
We would expect to observe a stronger relationship in the real data held by
DWP.
We can also see that the distribution of team C’s synthetic data does not
match that of the original data very strongly. This is reflected in the EDA
described above.
Question 3: The causes of drop-outs from Universal Credit
How can we understand the causes of drop-outs from Universal Credit, and
predict them? This was the final modelling question that we investigated. The
dataset provided by DWP only contains basic demographic information and
observed awards for a subset of elements of Universal Credit, and so did not
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Figure 15: Residualised Total Universal Credit Award by Occupation

include any variables that could provide identifying variation to estimate the
causes of drop-outs. We therefore treated this as an exploratory exercise in
prediction, and interpret the results as conditional correlations, rather than
causal effects.
Since this can be viewed as an exercise of prediction rather than as an
evaluation of the synthetic datasets, we carried out the modelling on the
original dataset only. We hope that this provides some insights for the
possible applications of the synthetic dataset among researchers.
We consider two approaches. The problem of dropout prediction from a panel
or longitudinal dataset can be interpreted as a survival problem, similarly
to that of Question 1. Hence our first strategy adopts survival regression
analysis, and the second approach explores zero-inflated negative binomial
regression.
Similarly to Approach 1 to investigate
the impact of family structure, we implement Cox’s proportional hazard model
to assess the relative contribution of demographic characteristics to drop
out from the pool of UC recipients.
Approach 1: Survival regression analysis
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Figure 16: Drop-outs: Cox Proportional Hazards Model Coefficients

In this case in Equation 9, the hazard function h(t) is the probability of
dropping out of the dataset, and the set of covariates X consists of the family
type (Couple = 1, Single = 0) and number of children in the household, and
the employment status (Employed = 1, Unemployed = 0), age and gender
(Female = 1, Male = 0) of the primary household member.
The estimated coefficients and their associated 95% confidence intervals
are plotted in Figure 16. The wide confidence intervals, all including zero,
confirm the low explanatory power which is reflected across the experiments
conducted in this project, partly attributed to the simulated nature of the
original data. Nonetheless, the conditional survival plots, shown in Figure
17 demonstrate that the respective magnitudes of the impact of Number of
Children and Employment status are large.
Secondly, we estimated a ZINB regression model. ZINB regression combines a negative
binomial distribution and logit distribution to model binary data with excess
zeroes, where an event in this context is dropout over the twelve month
Approach 2: Zero-inflated negative binomial (ZINB) regression
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Figure 17: Drop-outs: Conditional Survival Plots. The horizontal axes indicate time in months since the
start of the series, and the vertical axis for each plot is the probability that the household
does not drop out (that is, the probability of ‘survival’, or that drop-out does not occur.
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observation period. We therefore considered this model appropriate to reflect the rareness of dropout from the UC data: in dataset B, only 250 of the
20 000 households are observed to drop out.
The estimated coefficients are shown in Table 10. Unfortunately, the model
failed to produce standard errors for the coefficient estimates, possibly due
to the very small correlations across variables in the data.
Coefficient
−0.3398
−0.1146
6.3618
−0.3132
−0.2233
−0.2639
−0.0953
1.4321
−0.3908
−0.3078
1.202 × 10−5

Number of Children (LG)
Age (LG)
Couple (indicator) (LG)
Employed (indicator) (LG)
Female (indicator) (LG)
Number of Children (NB)
Age (NB)
Couple (indicator) (NB)
Employed (indicator) (NB)
Female (indicator) (NB)
constant

std err

z

NaN
NaN
NaN
NaN
NaN
NaN
NaN
NaN
NaN
NaN
NaN

NaN
NaN
NaN
NaN
NaN
NaN
NaN
NaN
NaN
NaN
NaN

Table 10: Causes of Dropout: ZINB regression coefficients. LG denotes the logit component which
inflates the probability of a zero event, and NB denotes the negative binomial component.
Unfortunately, the model failed to produce standard errors for the coefficient estimates (resulting in ‘NaN’ values for standard error and z), possibly due to the very small correlations
across variables in the data.
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5.3

Robustness
We conceive of robustness as a measure of the ability of a process or
system to retain its use value in a range of conditions and environments.
In the case of machine learning models, this property is conceptually quite
straightforward—does the model perform to an acceptable standard, retaining the ability to return useful inferences, when exposed to shifts in the
underlying data [51]?
In order for a generated dataset to demonstrate robustness however, it
must however possess several attributes. First, the format of attributes must
enforce the structure that obtains in the source data, i.e. when a column
represents a UK Postal Code, it should conform to the real constraints rather
than producing a plausible but invalid facsimile. We refer to that process as
Format Validation—a set of filters was developed for testing compliance with
the constraints presented by this project. We include these validation filters
in the code artefact.
Second, adding a certain proportion of erroneous examples to the original
data from which the synthetic set is generated should not cause a disproportionate loss of coherence or similarity to the original set. When applied
to a machine learning context, this is usually referred to as Adversarial
Robustness [4, 50, 23].
We considered other avenues of robustness testing, including the generation
of textual representations from table data to provide an intuitive set of results
that could prove easier for human sanity checking [21]. However, human
evaluation proved impractical to carry out with a small team of researchers
and limited resources.

5.3.1

Adversarial robustness
We follow the schema of Goodfellow et al. [19] in performing adversarial
training and testing with our generative network. We create adversarial examples, perturbed versions of our training examples intended to maximise the
probability of making inaccurate predictions with a learning model designed
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trained to predict the total award to a claimant based on the generated
record fields.
These examples have been used in two ways:
1. We added a small proportion of adversarial examples to the original
dataset to establish the effect of this perturbed dataset on a standard
battery of regression tests
2. We also used this procedure with our generated datasets, as well as
the team-provided sets, in order to compare results with the baseline.
This allowed us to determine how robust the synthetic sets are, and
whether new sources of error have been introduced during generation.
When generating our testing examples, we attempted first to use the AutoAttack framework developed by Croce et al. [8] in order to obtain examples
from several models in a single testing run [7, 2]. However, adapting this
framework from the original classification intent to our need for regressionbased testing proved impractical in the limited time available.
Instead, we adopted the system proposed by Neutatz et al. [38] for adversarial regression testing which extends the IBM Adversarial Robustness Toolkit
[39]. We first generate and fit a linear regression model against our dataset,
predicting the Total Award column from preceding demographic data,
then use the Fast Gradient Method proposed by Goodfellow to generate
adversarial examples, which are then added to our test set.
We compare the predictions from our regression model to the target value
for each record to determine how much error has been added, results for
which can be seen in Table 11 and Figure 18.
We can see from the results here that the metrics for testing carried out
with sets derived from Dataset A are relatively similar, which provides some
evidence that the datasets are reasonably robust. However, the results for
sets derived from Dataset B are more mixed, with marked reduction in
performance across all synthetic datasets—this suggests an issue with the
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Figure 18: Robustness tests carried without (Pristine) and with adversarial perturbation (Adversarial).
MSE = Mean Squared Error.
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Pristine

Perturbed

MSE

MAE

R2

MSE

MAE

R2

Dataset A

1388621

537.08

0.08071

1394003

534.01

0.07715

Team B
Team C

1357668
1850229

535.18
669.50

0.07700
0.05817

1360565
1866003

530.58
674.93

0.07503
0.05014

Dataset B

891226

687.08

0.54062

940699

714.72

0.51511

Team B
Team C
CTGAN
GC

893910
878847
1387336
773519

682.28
715.88
1005.02
674.083

0.50435
0.54143
0.00794
0.57873

948009
936713
1400643
817335

712.22
750.61
1011.6
699.123

0.47435
0.51124
-0.00158
0.55487

Table 11: Adversarial testing results

robustness of these datasets. This may be partially explained by the large
size differential between the original sets.
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5.4

Fairness
Fairness is concerned with the difference in outcomes from a particular
model or dataset that may be caused by societal biases [65]. For example,
it has been found that image recognition datasets contain fewer examples
of household items from lower-income countries, and hence models developed with those datasets would perform less well for users in those places
[58].
We extend this definition of fairness to the case of synthetic data in the
following way: The process of substituting synthetic data for real data should
not introduce new sources of bias against individuals that are not already
present in the dataset. We can test if this has occurred by checking for the
rate of disparate outcomes given a particular demographic attribute that
may potentially occur in our original set, and repeat that process for all sets
generated from it. If a test set has not become less fair, we would expect the
results to be similar.
We adopt the process proposed by Feldman et al. [12], under which we
define the disparate impact (DI) of a dataset D as:
Definition 5.4 (Disparate Impact). Given dataset D = (X , Y , C) where X is
a personal attribute such as race or gender, Y is all remaining attributes,
and C is a target variable class that will be predicted with potential positive
outcome pos, the disparate impact of D with respect to X is
Pr (C = pos|X = 0)
.
Pr (C = pos|X = 1)
In our experimental setup, we specify the protected variable X as the gender
of the respondent, with the 1 value corresponding to Male. We generate
our classes C by binning all Total Award/Allowance values into three
equal categories, and designating the top third as our pos class. We then
return the ratio of the probability of a positive allowance outcome given a
non-Male gender to the probability given a Male gender. The results can be
seen in Table 12.
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Dataset

DI Ratio

Dataset A

1.008 74

Team B
Team C

1.001 98
0.859 71

Dataset B

0.996 20

Team B
Team C
CTGAN
GC

1.001 98
1.030 12
0.982 81
0.981 14

Difference

0.006 76
0.149 03

−0.005 78
−0.033 92
0.013 39
0.015 06

Table 12: Disparate Impact Ratio for each set. The synthetic dataset with the smallest difference from
the original dataset is shaded—team B in each case.

Figure 19: Disparate Impact Ratio. A value of 1 represents perfect equality of outcome probability for
the chosen demographic attribute, here Gender.
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As the plot in Figure 19 shows, results are reasonably similar for this test with
the exception of the version of dataset A provided by team C. We observe a
large drop in the DI ratio here, indicating that the outcome bias has been
disturbed by the generation process. Without further data regarding the
setup of the generation process, it would be inappropriate to make confident
predictions about the source of this change in the level of disparate outcomes.
However, we can state that one possible source of a shift of this type is from
sub-sampling an initial dataset—if the sampled data happens to include an
imbalance with regards to a particular variable, the data generated from it
could conceivably exhibit this kind of behaviour.
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6

Future work and research avenues
As mentioned during the earlier sections of this work, we considered a
number of fruitful avenues for research that we could not fully explore due to
the constraints of the challenge.

6.1

Generation
Using a trained model to generate the textual fields in the dataset, based on
the conditional distribution of the other data as defined in Section 4.3, would
be expected to improve utility and similarity over the current approach.
We would also suggest the consideration of differential privacy for use in
model training, as a method for ensuring quantifiable row-level privacy. This
could be achieved, for example, by applying a calibrated noise sample to the
objective function of the discriminator, increasing the uncertainty in learning
specific attributes [61, 27, 54, 34]. One promising approach is the application
of local differential privacy. Under this schema, samples would be perturbed
as inputs before being processed by the generative model [28, 60, 66]. In
this sense, the uncertainty added by differential privacy would extend to
entire model, offering the possibility of releasing trained models, perhaps
alongside the synthetic data they were used to produce.
Including private-attribute-adversarial training could offer improvements to
privacy in generation. Originally conceived to adapt models for domain
generalisation [16], this technique has been adapted to extend to training
specifically for improved insensitivity to selected private attributes [6, 63]. In
this scenario, a complementary classifier is trained alongside the generative
model in an attempt to infer the value of a private attribute from the intermediate representations within the network, the loss of which is added as a
new negative term in the main objective function, promoting representations
which obscure the target feature.
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6.2

Evaluation
There are a great number of evaluation metrics that we did not consider during this research, all of which would be could offer insight into the disclosure
risk inherent in a generated dataset. Among these are k-anonymity [24, 5,
1], l-diversity [35, 43], t-closeness [40, 9].
We also note that for this challenge, privacy risk was taken to mean the risk
of re-identification. O ther d efinitions ar e po ssible, wh ich ar e th en op en to
other privacy attacks that might be considered for a dataset of this type: for
example, membership inference [48]. In this attack, data about individuals
gathered from other sources is used with our outputs to determine whether
an individual was part of the set used to train a particular model. This may
present reputational risk, if, say, the model was used to generate a set of
data for cancer patients or potential victims of fraud. There are a number of
potential ways to quantify and measure this risk, including measuring the
compound information leakage per row of released set or model output [46,
32, 11].
We also considered using the discriminator layers of a trained generative
model to determine the probability that a particular dataset row was generated with that model—indeed, this property could form a useful vector
of attack if there exist known flaws i n t he m odel s elected [ 67], o r a llow the
discovery of private model information [56, 14, 49].
In terms of novel evaluation techniques, we considered the application
of table-to-text generation models [21] in order to produce a more easilyunderstood representation of data rows for human evaluators. A structured
textual output may provide an efficient w ay t o i mplement b asic s anity checking more quickly by pointing out obvious outliers.
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